ORNL Visitor Wireless Network

As a visitor to Oak Ridge National Laboratory (ORNL), access to the ORNL wireless network is
available to you in many of our buildings. To gain access, you must have a PC or other portable
device with wireless capability. If your PC or portable device does not have wireless capability, a
limited number of wired-to-wireless Ethernet bridges may be available from your host
organization.

In ORNL building 5100, National Institute for Computational Sciences (NICS), the wired-
Ethernet may also be used by visitors in the same manner as described in this document.

Logging into the ORNL Wireless Network

You must log into the ORNL Wireless Network by opening a window in a Web browser.
Attempting to access the network through an email client or other network application will not
redirect you to the Log-in Page.

1. Complete the following steps to log in to the ORNL Wireless Network.

2. Connect to the ORNL Wireless Network via wireless connection or via ORNL Visitor
wired connection (where available.) (Network name = ornl-visitor)

3. Open a Web browser and attempt to access any website. The browser automatically
redirects you to the login page.

4. Enter the appropriate information in the fields provided (i.e., Name, Contact Number, and
Email Address.)

5. Review and accept the "Accepted Use Policy." (Required)

6. Click Connect.

Note: You will be brought to a window with a countdown. This is normal and will take
approximately one minute to connect you to the network. Due to content caching, some smart
phones may display the registration page even after being registered. Restarting the phone's
browser or turning the phone off and back on should resolve this issue.
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http://www.ornl.gov/ornlhome/wireless.shtml

ORNL Wireless Network Access Acceptable Use Policy

This policy is a guide to the acceptable use of the ORNL Wireless Network. Any individual
connected to the ORNL Wireless Network in order to use it directly, or to connect to any other
network(s), must comply with this policy. By using the ORNL Wireless Network you agree that
you understand there is no expectation of privacy for your activities on the ORNL Wireless
Network. ORNL retains the right to monitor all network traffic, to access the contents of any
network traffic, and to disclose all or part of information gained to authorized individuals or
agencies, all without prior notice to, or consent from, any user, sender, or addressee. Please note
that web content filtering is utilized on the ORNL Wireless Network to flag or outright block
certain categories of content that ORNL has deemed malicious, objectionable or
counterproductive to conducting business at ORNL (e.g. pornography, hacking tools, gambling
sites, etc.)

The following guidelines will be applied to determine whether or not a particular use of the
ORNL Wireless Network is appropriate:

Users must observe the privacy rights of others. Users shall not intentionally seek
information on, or represent themselves as, another user unless explicitly authorized to do
so by that user. Executing any form of network monitoring which will intercept data not
intended for the User is not acceptable.

o Users must comply with the legal protection applied to programs, data, photographs,
music, written documents and other material as provided by copyright, trademark, patent,
licensure and other proprietary rights mechanisms.

« Users shall not intentionally develop or use programs that harass other users or infiltrate
any other computer, computing system or network and/or damage or alter the software
components or file systems of a computer, computing system or network.

o Use of the ORNL Wireless Network for malicious, fraudulent, or misrepresentative
purposes is not acceptable. Transmission of any material that violates applicable laws or
regulations, including, but not limited to, any copyrighted material, material protected by
a trade secret or material or messages that are unlawful, harassing, libelous, abusive,
threatening, harmful, vulgar, obscene or otherwise objectionable in any manner or nature
or that encourages conduct that could constitute a criminal offense, give rise to civil
liability or otherwise violate any applicable local, state, national or international laws or
regulations is not acceptable.

o The ORNL Wireless Network may not be used in a manner that impairs network access
by others. Nor may the ORNL Wireless Network be used in a manner that impairs access
to other networks connected to the ORNL network. Port or security scanning is not
acceptable. Introduction of malicious programs into the network or server (e.g., viruses,
worms, Trojan horses, e-mail bombs, etc.) is prohibited. Using any
program/script/command to intentionally circumvent or disable ORNL’s security
infrastructure is not acceptable.
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« Unsolicited advertising is not acceptable. Making fraudulent offers of products, items, or
services originating from any ORNL network resource is not acceptable. Sending
unsolicited email messages, including the sending of "junk mail™ or other advertising
material to individuals who did not specifically request such material (email spam) is not
acceptable.

e Repeated, unsolicited and/or unwanted communication of an intrusive nature is not
acceptable. Continuing to send e-mail messages or other communications to an individual
or organization after being asked to stop is not acceptable. Sending any form of
harassment via email, telephone or paging, whether through language, frequency, or size
of messages is not acceptable.

By using the ORNL Wireless Network you are becoming a party to and agree to be bound by this
Acceptable Use Policy. By logging on, you agree to release, hold harmless, and indemnify
ORNL and its managing and operating contractor for any damages that may result from your
access to the Internet or inappropriate usage. The intent of this policy is to identify certain types
of uses that are not appropriate, but this policy does not necessarily enumerate all possible
inappropriate uses. You furthermore acknowledge that you have read and understand the
Acceptable Use Policy and agree to be bound by the Acceptable Use Policy in effect and as
updated by us from time to time. If you do not agree to be bound by the Acceptable Use Policy,
you may not use the ORNL Wireless Network and you should cancel your request. If you do not
agree to be bound by the Acceptable Use Policy, ORNL will be under no obligation to provide
you with access to the ORNL Wireless Network.

The Services may be terminated due to a breach of the Acceptable Use Policy at any time.

DOE Standard Warning Banner

This is a Federal network and is the property of the United States Government. It is for
authorized use only. Users (authorized or unauthorized) have no explicit or implicit expectation
of privacy. Any or all uses of this network and all files on this network may be intercepted,
monitored, recorded, copied, audited, inspected, and disclosed to authorized site, Department of
Energy, and law enforcement personnel, as well as authorized officials of other agencies, both
domestic and foreign. By using this network, the user consents to such interception, monitoring,
recording, copying, auditing, inspection, and disclosure at the discretion of authorized site or
Department of Energy personnel. Unauthorized or improper use of this network may result in
administrative disciplinary action and civil and criminal penalties. By continuing to use this
network you indicate your awareness of and consent to these terms and conditions of use.
DISCONNECT IMMEDIATELY if you do not agree to the conditions stated in this warning.
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