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Technology Summary

The invention relates to cyber security and more specifically to a tool that addresses the challenges of timely
discovery and understanding of novel and sophisticated cyber attacks through the software integration of anomaly
detection, maliciousness classification, real-time information visualization, and a context-aware learning feedback
loop between users and algorithms. Situ, the Real-time Situational Understanding and Discovery of Cyber Attacks
tool, allows security analysts and system administrators to acquire, maintain, and ensure situational understanding
of their networked resources through continual integration of analysts’ knowledge to train analytic models through
modeling user interactions with both visualizations and data and automatically identifying the data points that
labeling would best improve attack discovery. A novel architectural design of novel machine-learning techniques,
novel visualizations, and novel user-interactivity components will enable analysts to find more complex attacks
hidden in voluminous, high-dimensional, streaming data sets in cyber defense.
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