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Note: The technology described above is an early stage opportunity. Licensing rights to this intellectual property may 
be limited or unavailable. Patent applications directed towards this invention may not have been filed with any patent 
office. 
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Technology Summary

This method would allow e-mail providers and organizations to use their own users to classify phishing messages. 
Though it is likely that some number of users will click on phishing messages, a large percentage of people will not. 
While unlikely that all of the users that did not click recognized a phishing attempt, it is likely that a significant 
portion did. In order to take advantage of this awareness, I propose that we provide a method to fingerprint incoming 
messages in such a way that, when a phishing attempt is reported, an information system can automatically find 
other similar messages sent to its users. This is crowdsourcing in that we suggest using human input to solve the 
problem of identifying phishing emails. While this method does not guarantee that users would not click on malicious 
links, it adds a much need layer of security to the process. This method is not a silver bullet, but it advances the 
state of the art.
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