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Technology Summary

Almost every major computer network is defended by signature-based Intrusion Detection Systems (IDSs) that are
designed to alert whenever a pattern that indicates a known exploit is detected. We have developed an advanced,
non-signature-based, learning IDS that requires few training samples and can therefore be trained in a cost-effective
manner. The approach has demonstrated the ability to catch almost every previously unseen attack (which cannot be
detected by signature IDSs) while generating false positive alerts at a much lower rate than signature IDS systems.
With this capability, a new machine-learning sensor can be set up in place and trained in a approximately one day
with support from a penetration testing team. The resulting sensor offers a very high level of defense against unknown
exploits (for which there was previously no proven defense).
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