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Technology Summary

With this technology, we propose a systematic method for constructing a potentially very large number of
complementary anomaly detectors from a single probabilistic model of the data. This technology provides an
automated method for learning the typical behavior of a cyber system, and then for using that typical behavior to
automatically develop and implement a suite of anomaly detectors. The system provides real-time anomaly detection
with (1) a collection of anomaly detectors rather than just one, (2) the ability to regulate false positive rates, and (3)
context for each observed anomaly.
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