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Technology Summary

The Functional Randomness in Security Tokens method and system improves the security of two-factor
authentication hardware tokens by improving on the algorithms used to securely generate random data. Instead, this
system allows one to configure the security of the token based on storage cost and computational security. The limit
of this approach enables us to build a system where its security will no longer be based on one time pads generated
from a cryptographic function (e.g., SHA-256). The ability to have secure randomness from physical security (rather
than computational security) is a much stronger security guarantee.
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