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Copyright Summary

Rapidly discovering novel and sophisticated cyber attacks and providing situation awareness to analysts
are unsolved problems in cyber security. Researchers at ORNL have developed the Situ software
platform for cyber attack discovery and situational understanding that focuses on probabilistic anomaly
detection and streaming visualization. Situ scores events in real-time to define how typical an event is.
This anomaly detection approach is based on unsupervised, probabilistic modeling of data at multiple
scales. The system was designed to address several challenges including (1) scaling to very high
volume, heterogeneous, streaming data and (2) minimizing the time from observation to discovery to
understanding. The technology includes the real-time framework for pushing scored events into a web-
based visualization. This software is a combination of Nodejs, JavaScript, and HTML. No special
hardware is required.
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