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Technology Summary

The invention relates to software systems and more specifically a system that recognizes specific program behaviors
by identifying patterns in the external function call behavior. These recognizers are called Behavior Specification Units
(BSUs). BSUs abstract the program behavior to a higher level of abstraction that non-practitioners can understand.
BSUs are also hierarchical - they can abstract behavior as compositions of lower-level behaviors and other BSUs.
Through the use of a Domain Specific Language (DSL), subject matter experts can describe high-level behaviors in
terms of BSUs. BSUs also create the ability to perform automated classification of program behavior by the Hyperion
system.
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Note: The technology described above is in the early stages of commercialization. Licensing rights in this technology
may be limited or unavailable. As of the date of this notice, patent applications directed towards this technology may
not have been filed with any patent office.



