Heartheat — Cyber Anomaly Detection through
Side-Channel Analysis of Periodic System
Function Invocation

Problem: Malware infections and cyberattacks are escalating in frequency, sophistication,
and severity, creating an urgent demand for next generation sensor and analysis
technologies. In response to this, the cyber security market reached $150 billion in 2017.
However, legacy signature or heuristics-based solutions are unable to keep up with the flood
of new polymorphic malware samples, or to address the powerful and stealthy tactics of
kernel-level rootkits.

Solution: Heartbeat responds to this problem by focusing instead on the physical behavior
of the device being protected, under the hypothesis that malware infection will produce a
measureable change in the power consumption state of a device that can be picked up by
an outside detector. All code execution uses power, so the execution of malware—especially
polymorphic variants—will leave a trace on a power consumption record. The Heartbeat
system collects power trace measurements directly from the hardware and so is invisible to
malware and resilient to internet service interruption. By collecting power measurement data
only during the periodic invocation of a single or of several system functions, Heartbeat will
address several challenges that plague current anomaly-based intrusion detection systems
and is operational-context agnostic.

Impact: Heartbeat will provide a significant market advantage to three main industries:
threat intelligence, endpoint security, and unified threat management industries. First,
Heartbeat will achieve efficiency, scalability, and flexibility by implementing a data collection
process that has low computational requirements, is fast, and makes use of mechanisms—
namely, system and API calls—that are present in almost all modern computing systems.
Second, Heartbeat will achieve accuracy through execution-independent data collection and
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