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ABSTRACT

Capacitance sensors are among the most sensitive sensors employed for metrological and
security applications. A variety of commercia systems exist that use capacitance sensors for
security and safeguards applications. Among these are several systems that use distributed
capacitance sensors in the form of cables that can be attached to items of interest. These are
commonly applied as perimeter fence sensors, where the cables are attached to (typically) chain
link fencing to detect signals that would be produced by cutting, climbing, or otherwise
penetrating the perimeter fence. These products are extremely effective and serve their product
markets well, reliably detecting intrusion events. However, the task of differentiating
environmenta noise from actua intrusion events is chalenging. Moreover, it varies
significantly with each application. The typical means for addressing this challenge is to use
band pass filtering (usually only one or two selectable pass bands) as the primary means of signal
analysis. Secondary analysis methods may include counting the number or duration of events
that exceed a preset threshold to differentiate between situational noise and actual intrusion
events. By employing more elaborate means of signal processing, the applications for
distributed capacitance sensors may be significantly expanded. Electrical signature analysis
(ESA) is atechnology that has been applied to awide variety of challenging measurement
scenarios during the last two decades. It provides a means for extracting information from
beneath what would conventiorally be considered the "noise floor" of the applications to which
itisapplied. It combines elements of time domain analysis, frequency domain analysis, and
pattern recognition to enable important diagnostic information to be extracted from signals as
mundane as the current applied to an inductive motor. Through the use of ESA, specific signa
characteristics have been exploited to identify incipient failures (bearings, gears, and pumps
etc.), enabling preventive maintenance to forestall potential peril. We have combined the
sengitivity of a distributed capacitance sensor with the specificity of ESA to greatly enhance the
information that can be achieved through the use of these sensors. Data are presented from
specific scenarios to illustrate these new capabilities.

BACKGROUND

Cable-based motion sensors are commodity items that have been well-developed and applied for
decades. These systems are deployed in awide variety of scenarios to monitor the security of
items ranging from perimeter fences to high-value retail items. The system that is described
provides a means for extracting more detailed information from capacitive cable sensors, in an
effort to enhance the applications to which they may be applied and to increase the detection
reliability of the systems.

To illustrate the usefulness of the system and provide an example of how it may be implemented,
one particular application, conduit monitoring, has been considered in detail. In our information
based society, every important aspect of our lives and cultures is routinely transmitted
electronically. Financia information, medical information, even information related to national
security is transmitted via radio waves, coaxial cables, and optical fibers. Entire industries are
based on the development of encoding technologies to ensure that these communications remain
secure; yet for very high security applications, physical barriers are still used. No matter how



reliable an encryption technology may be, confining the information within a physical system
provides an additional layer of security. For some applications, conduit provides afirst line of
physical defense against access to the information carried in cables or optical fibers. In addition,
there are instances where encryption is not presently possible due to the nature of the
environment in which the information originates. In these instances, conduit may provide the
only defense against unauthorized access to the data.

When an information-sensitive conduit is installed, the cables within it are considered to be
secure, provided that the conduit itself is not breached. Often the conduit will be routed in a
manner that keeps it visible so that if any ateration to the conduit occurs, it may be visually
detected. Real-time monitoring of the cables within the conduit is not usually performed nor
considered necessary. However, a small breach might go undetected for years and provide
sufficient time to break all but the most robust encryption technologies. Inchby-inch physical
ingpection of an installed conduit may range from inconvenient to impossible but is, at the very
least, an expensive option. While this form of inspection may ultimately be the most reliable
means for detecting intrusion, a reliable real-time monitoring system would be useful as an
indicator of when and where such inspections might be warranted. The reliability of the system
isafunction of its ability to sense even small perturbations and accurately assess whether they
represent athreat or not. It isthat challenge that our development seeks to address.

DESCRIPTION OF MONITORING SYSTEM

The conduit monitoring system developed by the authors employs a distributed capacitance
sensor cable that is extremely sensitive to position and configuration changes. Several types of
cable transducers were considered, including custom configurations, but the sensitivity of one
particular type of twisted, shielded-pair cable proved well-suited to the conduit monitoring
application. In this application, alow bias voltage (5to 6 V) is applied to the shield of the cable,
and the motion signal is extracted from one of the two conductors in the twisted pair. A high
gain (A = 10%°), charge-sensitive amplifier converts the tiny motion-induced current signal into a
voltage signal that can be analyzed. One of the amplifier prototypesis shownin Fig. 1. The
cable on the left is the sensor cable, the one on the right supplies +/- 5V to the amplifier, and the
negative voltage is used to bias the sensor cable. The sensor signal is extracted through the BNC
connector.

Fig.1. Prototype amplifier used during conduit monitor development.



The sensor/amplifier combination is stable at the millivolt level under quiescent conditions, yet is
extraordinarily sensitive to any contact or motion. Even alight touch with a fingertip can
produce a signal response of tens of millivolts. The sensor system is sensitive to bending,
probing, and twisting, as might be expected during tampering events, as well as single-shock
transierts and periodic vibrations that might routinely be expected in an industrial environment.
To accommodate the widest possible variety of signals that might be considered tampering and
those that might be considered benign, detailed signal analysisisrequired. It isthat detailed
analysis that forms the basis for reliably detecting every potential threat while successfully
ignoring anything else.

Some of the signature analysis methods employed on this project were extracted from a suite of
technology tools developed by Oak Ridge National Laboratory (ORNL) called Electrical
Signature Analysis (ESA). ESA'? is particularly useful in monitoring the performance and
health (condition) of awide variety of electromechanical equipment. ESA exploits the intrinsic
abilities of electric motors and generators to act as transducers because they provide electric
current and voltage signal components that directly reflect the operating load and speed
characteristics of the entire electromechanical system.

ESA techniques were applied by first gathering a series of signals that were obtained under a
variety of “tampering” scenarios as well as a variety of “background” scenarios. The system was
configured so that any signal that exceeded a preset triggering threshold would cause a data
sample of 10 sto be acquired for analysis. Tampering events were mimicked by manipulating
the conduit or the conductors within it in away as might be anticipated during an attempt to
breach the conduit or penetrate a cable. Background signals were generated in a variety of
scenarios seen as foreseeable in an industrial environment: electrical noise spikes, vibrations
from rotating machinery, even atool being inadvertently dropped onto a conduit.

The collected data were then analyzed to observe the characteristics in both the time and
frequency domains that seemed to be representative of the benign noise signals. Figure 2
illustrates the benchscale test configuration that was used during this process. A length of
rugged, nonmetallic conduit was filled with unenergized cables and one distributed capacitance
sensor cable. The sensor cable was connected to an amplifier and its output was connected to a
laptop computer data acquisition system. The data acquisition system was constructed using a
National Instruments 6036E Multifunction 1/O card and LabView measurement and control
software.
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Fig. 2. Schematic representation of conduit monitor development hardware.



The signature analysis methods that were used to analyze the acquired data were arrived at
empirically through many iterations. Fundamentally, the approach was to use a multipass
analysis (illustrated in Fig. 3) to determine if the data appeared to be characteristic of background
sources alone. When any of the methods identified the data from the event as coming from
background, the process halted, and the event was identified as background. However, any event
that did not meet the criteria for a background-only event was identified as tamper.
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Fig. 3. Data analysis block diagram.

Figure 4 shows the conduit monitor graphical user interface. The upper plot is areal-time
display that shows the signal from the sensor. The system may be operated in an “unarmed”
condition to evaluate various signal levels and set the trigger thresholds (shown as red linesin
the upper plot). Once the system is armed, any signal that exceeds atrigger threshold will halt
the real-time display as the data are collected and analyzed. The lower plot is then used to
display the acquired data. The result of the analysisis also displayed, indicating whether the
event is judged to be atamper or background event.
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Fig. 4. Conduit monitor graphical user interface.



DISCUSSION OF EXPERIMENTAL RESULTS

A total of 75 data blocks that represent a variety of simulated tampering and background events
were obtained using the prototype system. Severa types of background events were created in
the lab to smulate what might be expected in normal conduit installations. For example, an
unbalanced fan was used to simulate conduit vibrations that might result from nearby rotating
equipment. Single mechanical impacts were performed that would simulate something bumping
the conduit. The conduit was aso placed near an energized motor, which resulted in induced
electromagnetic noise. Multiple tampering events were generated by conducting the kind of
manipulations that might be required to breach a conduit wall. Other tampering events were
generated with the assumption that the conduit wall had been breached. In these cases, the
cables themselves were manipulated in a manner consistent with trying to access a particular
cable or insert a probe into one of the cables.

Two examples of background events are depicted in Figs. 5 and 6. Figure 5 illustrates asingle
mechanical impact on the monitored conduit, and Fig. 6 shows the result of steady conduit
vibration caused by nearby equipment (the unbalanced fan). Two examples of tampering events
areshown in Figs. 7 and 8. Figure 7 shows the result of manipulating the internal cables through

a hole in the conduit, and Fig. 8 shows the result of scraping the conduit external surface with a
knife.
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Fig. 5. Single mechanical impact on conduit.
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Fig. 6. Conduit vibration caused by nearby rotating equipment.



50
40 1
30 1
20 7
10 1

-10 1
20 1
-30 1
-40

Signal Magnitude (mV)

0 2 4 6 8 10
Time (s)

Fig. 7. Manipulating internal cables through a hole in the conduit.
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Fig. 8. Scraping the conduit external surface.

Even a casua observer may see the primary differences between the background and tamper
events shown in this paper; however, the automation of this discrimination proved to be
challenging because the background and tamper event signal characteristics were not always
repeatable.

It is aso recognized that in some conduit installations, background noise may always be present.
Thus, a detection system should be capable of not only discriminating between tampering and
background events, but it should also be able to detect tampering in the presence of continuous
background noise. With this in mind, several tamper eventswere simulated while background
noise was also present. In these cases, each tamper event was performed by gently pushing,
twisting, or bending the conduit. The overall performance of the bench-scale system was
impressive: A correct event diagnosis was automatically made by the system software in 74 of
the 75 cases (98.7 %).

CONCLUSIONS AND AREASFOR FURTHER WORK

This work has demonstrated the viability of a*signature-based” motion sensing system using a
distributed capacitance cable sensor. The selected example, conduit monitoring, permitted
various real world usage scenarios to be considered as the analysis software was devel oped, but
conduit monitoring is only one of many potential areas of application.

The performance of the system has been very encouraging, correctly identifying the type of
event (tampering vs background) in 98.7 % of the test cases (74 out of 75). The one case that
was incorrectly identified was a background event that was diagnosed as a tampering event. In



this example, the test conditions included the startup of the unbalanced fan, and the transient
vibrations that resulted as it came up to speed. The test data resembled atampering event in
many respects and would have been visually identified as a tampering event by the authors. This
particular example reveals an area where further signature analysis refinements could be
performed and would likely improve overall system reliability.

Among the system enhancements that are being considered would be to diagnose the type of
event based on several consecutive triggered data collections, rather than just one collection asis
presently done. By using several data collections, atrend could be established that would
increase the confidence factor in the result. Another enharcement would be a “learning” mode,
in which the system would acquire signals specific to the operating environment in the actual
deployment location. Thiswould enable a more tailored analysis than the present arbitrary
designation of background and tamper as have been applied in the developments to date. Further
hardware development, particularly with respect to determining the actual location of a
tampering event along a sensor length would also be beneficial. These represent but afew of the
many opportunities for collaboration with interested parties that may wish to pursue the further
development of this system.
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