A TCP TuningDaemon'

Tom Dunigan
OakRidgeNationalLaboratory(ORNL)
thd@ornl.gw

Matt Mathis
Pittskurgh SupercomputingCenter(PSC)
mathis@psc.edu

Brian Tierney
LawrenceBerkeley NationalLaboratory(LBNL)
bltierney@Ibl.gos

July 29,2002

Abstract

Many high performancedistributed applicationsrequire high networkthroughputbut are able to achieve
only a small fraction of the available bandwidth. A commoncauseof this problemis improperly tuned network
settings.Tuningtecniques sud assettingthe correct TCP buffers andusingparallel streamsare well knownin the
networkingcommunitybut outsidethe networkingcommunitythey are infrequentlyapplied. In thispaper wedescribe
atuningdaemorthat usesTCP instrumentatiordatafromthe Unix kernelto transpaently tune TCP parametes for
specifiedndividual flowsover designategaths.No modificationsare required to the application,andthe userdoes
not needto undestandnetworkor TCP characteristics.
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1 Introduction

Many high-performancelistributed computingapplicationstransferlarge volumesof dataover wide areanetworks
andrequiredatarateson the order of megabitsper second. Even thoughInternetbackbonespeedsave increased
considerablyin the last few yearsdueto projectslike Internet2 and NG, distributed applicationsrarely take full
adwantageof thesenew high-capacitynetworks. In fact,recentdatafor Internet2 (April, 2002)show that90% of the
bulk TCPflows (definedastransfersof atleastlOMB of data)uselessthan5 Mbits/sec,andthat99%uselessthan20
Mbits/secout of the possible622 Mbits/sec.[28]

By design,TCP/IPwashuilt with robustnesasthe primarygoal,andhencehidesmostproblems Whensomething
goeswrong, TCP silently compensateat the expenseof reducedperformance. Someof theseproblemsare TCP
configurationproblems(e.g., small buffer spaceor featuressuchas SACK being improperly negotiated). Other
problemsare dueto the applicationg(mainly smallmessagesr pausesn the dataflow). Many problemsarein the
network, includingroutingproblems)eaky networkgnetworkswith non-congestiepacletloss),andexcessve paclet
reordering.

*This researchs a collaborationof the Pittsturgh SupercomputingCenter(PSC),the National Centerfor AtmosphericResearciNCAR),
LawrenceBerkeley National Laboratory(LBNL), and Oak Ridge National Laboratory(ORNL) andis supportedby the High-performancenet-
working program Office of SciencelJ.S. Departmenbf Eneigy underContractNumbersDE-AC05-000R2272%0RNL), DE-AC03-76SF00098
(LBNL), andDE-FC02-01ER2547(PSC).

0-7695-1524-X/0217.000©2002IEEE



Thereexistsalargebody of work shaving thatthe endsystemsanachieve goodperformancever high-capacity
wide-areanetworksthrougha numberof techniquesincluding propermanualtuning,systemautotuningandnetwork-
aware[8, 45] applicationgseesections). Typically, operatingsystem-basedpproache® improving TCPthroughput
are basedon “standard”ideasthat do not impactassumptiongboutfairnesswhen competingwith othertraffic in
the network [20, 43]. Application-basedapproachesre often more aggressie aboutacquiringnetwork capacity
Examplesncludemostnon-TCPbasedransport§14, 32, 36] andall parallel TCP approachefl9, 25, 44, 49.

This paperdescribes daemon-basehechanisnto implementboth standardandnon-standard CP adjustments
for individual flows usingnetwork metricsacrossdesignateghaths.No modificationsto the applicationarerequired,
andthe userdoesnot needto understanchetwork and TCP characteristics.We call this tuning daemonthe Work
Around Daemon(WAD), becauseét providesa transparentnechanisnto work arounda variety of network issues,
including TCP buffer size,MTU size,pacletreorderingandleaky network loss.We believe the WAD is thefirst step
toward moving away from the needfor network-awae applications andtoward network-awae operating systems
Many tuning techniquesvalidatedby the WAD may becomestandardfor future TCP implementations.However,
someof thetuningtechniquegliscussedn this paperarenot suitablefor future standardizatiolecausehey aretrue
workaroundsrequiringprior out-of-bandnformationaboutspecificlimitations of the network path.

The desiredoutcomeof the WAD developmentwork is to eliminatewhathasbeencalledthe “wizard gap” [33],
which is the differencebetweenthe network performancehat a network “wizard” canachieze by manually hand-
craftingthe optimaltuning parameters;omparedo anuntunedapplication.The WAD, asatransparenintermediary
canactasthatwizard. This freesthe distributedapplicationdeveloperfrom needingo understandhe wide variety of
availablemonitoringtoolsandtuning methods.

The network tuning parametershat the WAD is initially concentratingon arethoserequiredby large bulk data
transferapplications,suchas global climate modelingand the various Data Grid [12] projects. Theseinclude the
Particle PhysicsDataGrid [42], GriPhyN[6], andthe EU DataGrid[18]. Theseprojectsall requireefficient transfer
of very large scientificdatafiles acrosshigh-delay high-bandwidtmetworks.

In the next sectionwe give a brief review of the TCPtransporprotocolissues Section3 describesheimplemen-
tation of our tuningdaemorusingWeb100with a Linux kernel. Section4 describesxperiencesith tuning TCPin
variousnetwork settings.Section5 describeselatedwork. Thefinal sectionsummarizesur efforts onthe WAD and
considerduture extensions.

2 Background

TCPis awindow basedprotocol: new datais transmittednto thenetwork whenold datahasbeernrecevedasindicated
by acknavledgmentdlowing from the recever to the sender The datarateis determinedby the total amountof
outstandingunacknavledgeddatain the network, referredto as“the window size” The window size (or datarate)
is limited by the application,the buffer spaceat the senderor the receiver and by the congestionwindow, which
ideally reflectsonly congestiorfeedbackirom the network. TCP adjuststhe congestiorwindow (using“slow-start”,
“congestionavoidance”,andrelatedalgorithms[4]) to find an appropriateshareof the network capacityof the path
betweerthe sourceanddestination.TCP repairsmissingor corrupteddatasegmentsby retransmittingdatafrom the
retransmitqueuewithin the senders buffer to the reassemblyjueuein the recever’s buffer. This recovery process
requireghatanentirewindow of datafit into bothsenders andrecever’s buffers. Thesebuffersgenerallyhave default
sizes,which canbe changedy the applicationby usinga systemlibrary call. In addition,the operatingsystemmay
have limits thatrestrictthe maximumbuffer sizethatthe applicationcanrequest.

Ideally, TCP throughputshouldbe only limited by someintrinsic bottlenecksuchas disk datarate or network
pathcapacity However, in practice throughputs oftenlimited by the sendor receve buffer sizesor by anartificially
smallcongestiorwindow inducedby someproblemin the network. The WAD, on aperflow basisJooksatchoosing
optimumbuffer sizesto eliminatebuffer size constrictionsandto limit the effect of spuriouscongestiorindications
by minimizing lossby usingmore appropriatebuffer sizesfor the path, moderatingslow-start,and reducingpaclet
bursts.If thereis pacletloss,the WAD seekdo speedecovery by usinga virtual MSS, modifying TCP’s congestion
control parametersgisablingdelayedACKs, or usingtunedparallelstreams.Thesemethodsaredescribedn detail
below.



2.1 TCP Buffer Size

Thebuffer sizesmustbeadjustedor boththe sendandreceve endsof the TCP soclet. To getmaximalthroughpuit
is critical to useoptimalsendandreceve soclet buffer sizesfor thepath.If thebuffersaretoo small,the TCPwindow
cannot fully open. It wastesmemoryto allocatebuffersthataretoo large. Although memoryis comparablycheap,
the vastmajority of the connectionsareso smallthatallocatinglarge buffersto eachflow canput ary systemat risk
of runningout of memory The optimal TCP window sizeis usuallytwice the availablebandwidth-delayroductfor
thepath,wheredelayis theone-way lateng of the path.

As network throughputcapacityhasincreasedn recentyears,operatingsystemshave gradually changedthe
default buffer sizefrom commonvaluesof 8 kilobytesto asmuchas64 kilobytes. However, this is still fartoo small
for today’s high speechetworks. For example thereareseveralhostsof the Particle PhysicsDataGrid [42] with 1000
Mbits/sec(GigE) network interfacesconnectedria an OC12 (622 Mbits/sec)WAN, with typical network roundtrip
latenciesof about50 ms. Buffer sizesneedto be twice the bandwidth-delayproduct,so for this network, the TCP
buffer shouldberoughly (600Mbps/ 8 bits/bytex .05sec) = 3.75MBytes. Usinga default TCP buffer of 64 KB, the
maximumutilization of the network pathwill only beabout2% underideal conditions.

2.2 Useof Parallel TCP Streams

To work aroundproblemssuchas buffers that aretoo small or loss-rateghat are too high, someapplicationshave
startedusingparalleldatastreamsEvenwith properlytunedTCP buffers, parallelstreamsanimprove performance.
Figurel shovstheadwantageof usingtunedTCP buffersandparallelstreamsn the GridFTPprogramfor 100MByte
datatransfersbetween_awrenceBerkeley NationalLab in Berkeley, California,and CERNin Genea, Switzerland.
The roundtrip time (RTT) on the connectiorwas measuredvith ping to be 180 ms andthe bottleneckhop wasan
OC-3 (155 Mbit/sec)link. With differenttuning parametersactualmeasuredransferspeedspannednorethanan
orderof magnitude. TunedTCP buffers aloneprovided morethana 20x performanceancreaseand parallelsoclets
aloneyielded abouta 30x performanceamprovement,but it requireda very large numberof streams.Using just 6
parallelstreamawith tunedTCP buffers,we wereableto outperform30 untunedstreams.
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Figurel: GridFTPresultsusingtunedTCP buffersandparallelstreams.

Paclet lossis interpretecby TCP asanindicationof network congestiorbetweena senderandrecever. Packet
loss, however, may be dueto otherfactors,suchasintermittenthardwarefaultsor physicallayer distortions.In fact,
measurementsave shovn thataboutl in 7500datagramgasshe CRCchecksunbut fail the TCPor UDP checksum,
indicatingthatthe datawasdamagedn transit[46]. TCP treatssegmentslost or damagedn transitaslossandgoes
into one of its congestionavoidancealgorithms. Therefore,the use of parallel streamsprovides an increaseover
optimally tunedsinglestreamTl CP becausevenif oneor moreof thestreamsexperienceandomlossandslowr down,
the otherstreamskeepsendingandhelpto keepthe pipefull, allowing the applicationto utilize a greaterfraction of
thenetwork.

Several datatransfertools now include the ability to useparallelstreams.Theseinclude GridFTP[1, 2], bbftp



[19], andbbcp[26]. The psodetslibrary from the University of lllinois makesit easyfor applicationdevelopersto
addparallelsocletsto their applicationg44]. Notethatparallelstreamgequireexplicit supportfrom theapplication.
Thisis theonly tuningtechniquecurrentlyunderconsideratiorfor the WAD thatrequiresapplicationsupport.Oneof
our objectvesis to have a singleWAD-tuned TCPflow performaswell asa setof parallelstreamsverthesamepath.

In generalusinglarge TCP buffersandparallelstreamdmprovesthroughput soit maybe temptingfor usersor
developergo simply usebig buffersandsomeparallelstreamsy default. However, usingbuffersthataretoo big can
wastesystemmemoryandin somecaseseducethroughput.Usingtoo mary parallelstreamsor thewrongbuffer size
for theparallelstreamcanalsoreducethroughputandaddto network congestiorj25].

23 MTU Issues

Whenever possibleTCP sendgdatain the largestpossiblesggments.The MSS (maximumsegmentsize)is computed
by deductingTCP/IP headersizesfrom the MTU (maximumtransmissiorunit) of the network interfacesalongthe

path[30, 37]. Todaythetypical TCP MSSis 1448bytes,dueto the 1500 Byte EthernetMTU.* During congestion
avoidanceTCP’s congestionwindow,cwnd is opened(raised)by one MSS segmentper round-triptime. A larger

MSSwould improve TCP'srecovery speedandreducethe pacletinterruptrateof the operatingsystem.Othermedia
supporta largerMTU: FDDI hasa 4392-byteMTU, GigE jumbo-frameshave a 9000-byteMTU, IP-overrATM uses
a9180-byteMTU, andHiPPIl usesa 65535-byteMTU. While acknavledgingthatthe userdoesnot have ary control

overthe MTU’ salongthepath,we proposextensiongo the kernelthatwould allow the WAD to selectavirtual MSS

whichis largerthantheactualMTU for a designategbath.

3 Tuning daemon design and implementation

Our implementatiorof a daemonthe WAD, to tuneindividual TCP flows is basedon a network measurementom-
ponent,the NTAF, andan instrumentedl CP stack,\Web100 The daemonandits componentsare describedn this
section.

3.1 Web100

The Web100project[33 is an NSF funded collaborationbetweenthe Pittsturgh SupercomputingCenter (PSC),
the National Centerfor AtmosphericResearcHNCAR) and The National Centerfor Supercomputingi\pplications
(NCSA). TheWeb100visionis to enableusersunningordinaryapplicationntypical workstationgo eithersaturate
aworkstationbottleneckor completelyfill a network link. Thatis, to make it easyfor ordinaryusersto tune TCPto

getthemostout of their availableresources.

At its inceptionWeb100wasnarronvly focusedon the TCP buffer tuning problem. However, early on it became
apparenthat the real problemis actuallythe flip side of oneof the Internets greatesstrengths:TCP and IP work
togetherto decoupledetailsof the applicationfrom detailsof the network. This layeringindependenceés extremely
importantbecauset permitsold applicationsto run on new networks and new applicationsto run on old networks.
The down sideof layeringindependences that TCP/IPalsohidesall bugs. The only symptomdisplayedto the user
for nearlyall problemsin thelower layersis lessthanexpectedperformance.

Web100helpsthis situationby providing a mechanisnto exposedetailedTCP performancestatisticsthroughan
enhanceatandardManagementnformationBase”(MIB) for TCP [34]. This MIB usesTCP’s ideal vantagepoint
to provide statisticsfor diagnosingperformanceroblemsn boththe network andthe application.If anetwork-based
applicationis performingpoorly, TCP informationfrom Web100allows us to determineif the bottleneckis in the
sendertherecever, or the network itself. If the bottleneckis in the network, TCP canprovide specificinformation
aboutits nature.OurtuningdaemorusesheWebh100TCPMIB to collectthe necessarinformationfrom active flows
to performits “work-arounds.

The currentWeb100implementatioris basedon extensionsand modificationsto the Linux 2.4 kernel. Web100
variablesare containedin a datastructureattachedo the kernel's soclet datastructure. An applicationreadsand
setsthe Web100variablesusingthe Linux /proc interfaceusingan API providedin the Web100distribution. TCP

1EventhoughEthernetspeedsave increasedy threeordersof magnitudeover theyears the MTU hasremainedat 1500bytes. In fact, 1500
bytestodayscaledbackby Moore’s law is effectively smallerthan53 byteswas7 yearsago. Furthermoretodaya paclet takeslesswire time than
1 bytetook 20 yearsago(on 3 Mb/s Ethernet).



connectiorstartandendeventsare providedto an application(e.g.,a tuningdaemon}hroughthe netlink service.In

orderto dynamicallytune buffer sizesduring a flow, the window scalingoption [29] in theinitial TCP packet must
belarge enoughto accommodatéhe largesttunablebuffer size. The Web100extensionsncludea sysctlvariablefor

settingthedefaultwindow scale.

3.2 Network Tool Analysis Framework (NTAF)

To provide tuning datafor specificnetwork paths,we have developeda framework for running network testtools
and storingthe resultsin a databasewhich we call the Network Tool Analysis Framevork (NTAF). The NTAF, a
descendanbf ENABLE [47], managesndrunsa setof network tools and sendsthe resultsto a databasdor later
retrieval. Recentresultsarecachedandcanbe queriedvia a client API. Datacollectedby the network toolsincludes
Web100variables.

The goal of the NTAF is to make it easyto collect, query andcompareresultsfrom ary setof network or host
monitoring tools running at multiple sitesin a WAN. This is similar to the goal of NIMI [41], but whereNIMI is
focusedon scalabilityandsecurityconcernsye arefocusedon flexibility andease-of-usandonly envision deploy-
mentwithin 10-100sites.Thebasicfunctionperformedby the NTAF is to runtoolsat regularintervalsandsendtheir
resultsto a centralarchive systemfor lateranalysisor for useby our tuning daemon.Sometools cannotrun on the
samehostwithout perturbingeachother andthe NTAF is designedo accommodat¢his by never schedulingthese
toolsatthesametime.

We have deplojed NTAF senersandtuning daemonon hostsat Oak Ridge National Lab (ORNL), Lawrence
Berkeley NationalLab (LBL), National Enegy ResearctScientific Computingcenter(NERSC),Pittshurgh Super
computingCenter(PSC),andNational Centerfor AtmosphericResearci{NCAR). We arecurrentlyusingNTAF to
run the following tests: ping, pipedatr, iperf (instrumentedo collect Web100information), GridFTP, netest anda
CPUandmemorysensotasedon procinfo. In our currentimplementatiorof thetuningdaemonthe NTAF provides
TCPsocletbuffer sizesfor a pathbasedon pipedar data(roundtrip time andbottleneckbandwidth).

All toolsrun at a specifiedregularinterval, plus or minusa randomizatiorfactor For example,ping runsfor 10
secondgvery 10 minutes plusor minus1 minute. Sinceiperf is moreintrusive, it runsfor 10 secondsvery 2 hours,
plus or minus 10 minutes. Becausesometools like pipetar cannot run in parallel, NTAF never schedulegwo of
themto run atthe sametime.

The resultsfor all testsare corvertedinto NetLoggerevents[48]. NetLoggerprovidesus with an efficient and
reliabledatatransporimechanisnto sendtheresultsto aneventarchive. For example,if the network connectiorto the
archive goesdown, NetLoggertransparentlyvill buffer the eventson local disk instead andkeepretryingto connect
to the archive. Whenthe archive becomesvailable, the eventsbuffered on disk will be sentautomatically More
detailsareavailablein [24].

All NTAF-generatedNetLoggereventscontainthefollowing information: timestampprogramname gventname,
sourcehost,destinatiorhost,andvalue. For extensibility, arbitraryadditionalstring or numericdatacanbeincluded
with eachevent. Usinga standardeventformatwith commonattributesfor all monitoringeventsallows usto quickly
andeasilybuild SQL tablesof theresults.More detailsarein [31].

321 NTAF Design

Thereareanumberof factorsthatmaleit difficult to designareliabledistributedmonitoringsystem.Thesdssuesare
describedat lengthin papersby the NIMI andPingER[15] projects.We have tried to learnfrom theseprojects,and
incorporatethefollowing principlesinto the designof the NTAF.

e Output formats: Everytool hasa differentoutputformat, which canbedifficult to parse.Thena new version
of thetoolsis releasedwhich hasa new outputformat, andthe parsingcodebreaks. Wheneer possiblewe
avoid this by modifying the codeto generateNetlLoggereventsdirectly. Thatway the authorof the tools can
changehe outputformatwithout affectingthe generatiorof NetLoggerevents.In casesvherethe sourcecode
is not available,we write a simplepythonwrapperaroundthetool to generateNetLoggerevents. This way the
NTAF sener never needgo understandiow to parseanything but NetLoggerformatteddata.

e Test scheduling: A very flexible schedulingnechanisnis required.Sometestsarevery intrusive, andshould
notberun often. Othertests Jlike pipedar, have the constrainthatonly onetestcanrun onasinglehostatone
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time. To avoid possibletestsynchronizatiorof mary testsrunningbetweera groupof hostsatonetime, we add
arandomizatiorfactorto the schedulingFor example run atestevery 90 minutesplusor minusarandomtime
betweerzeroandfive minutes.

Fault tolerance: Many testtoolsareexperimentabndmay crashor hang.The NTAF is designedo insurethat
abadtestdoesnottake down the NTAF sener. Eachtestis runin its own thread with atime-outto ensurethe
testeventuallyends. All soclet I/O is non-blockingto ensurethat nothing ever blockswaiting for a message
thatmayneverarrive.

Error handling: Errorsneedto be sentto a corvenientlocationso that someintelligent post-processingan
be performed andtheright level of "alert” canbe forwardedto theresponsiblgpeople.Usually this corvenient
locationis a centralsener, but the NTAF is flexible in this regard. By default, errorsgetsentbackto the same
archivethatis holdingtestresults.But the NTAF canalsosenderrorsto anetwork sener, into afile, or evento

syslog.The NTAF useshesameoggingformatfor errorsandtestresultssoparsingtoolsarealreadyavailable
for processingheerrors.

Automatic restart: Certaintools,suchasiperf, requirearemotesener. Thesesenerswill sometimesrashor
hang.lt is importantto have amechanisnto monitorandrestarttheseseners.We have developeda setof cron
scriptsfor this purpose.

Update mechanism: Managemenof updategjuickly becomewery tediousin a monitoringenvironmentsuch
asthis. Therearealarge numberof componentandconfigurationfiles thatneedto be updatedor modifiedon
aregularbasis.For this taskwe areusingPacMan[51], atool thatautomaticallychecksfor updateson anhttp
sener, andautomaticallyinstallsthe updatedpackagessthey becomeavailable.

Work Around Daemon (WAD)

The stockWeb100kernelmodificationshave beenextendedas part of this researctto permittuning morethanjust
TCP’s sendandreceve buffers. At presentpur kernelextensionsalsoallow usto tune TCP’s slow-start,providing a
thresholdo switchto Floyd'slimited slow-start[23]. We cantuneTCP’s additive increaseandmultiplicative decrease
(AIMD) whichareusedduringlossrecoreryandcongestioravoidance.Tuningtheadditive increasellow usto create
avirtual MSS.We canalsoregulatepaclket burstsandreorderingthresholdanddisabledelayedACKs. TheLinux 2.4
kernelhasseveralbuilt in TCPtuningoptions,someof which getin theway of WAD-baseduning,sowe have added
aWeb100mechanisnto disablethosefeatures.

We have developeda tuningdaemonpr work-arounddaemonWAD), to applythesenew tuningoptionsto desig-
natedTCP flows. The WAD listenson the Web100netlink sodket (a communicatiormechanisnirom the kernelback
to userspaceusedfor notificationsfrom the kernel)for new TCP connectiorevents. Thedaemorhasa configuration
file that specifieswhat flows (source sourceport, destinationdestinationport) areeligible for tuning. The configu-
ration entry for a tunableflow alsoincludessomestatictuning parametergmode,max ssthreshAIMD parameters,
reorderingthresholdetc). An entryfor path“bob” in the configuratiorfile lookslik e the following

[ bob]

src_addr: 0.0.0.0
src_port: O

dst _addr: 10.5.128.74
dst _port: O

node: 1

sndbuf: 3751239
rcvbuf: 6571899

wadai : 6
wadnd: .3
maxsst h: 100
divide: 1
reorder: 9
del ack: O



Whena new connectioreventfrom the kernelawakensthe daemonthe daemonchecksthe configurationfile to
seeif it is atunableflow. For tunableflows, the configuratiorfile indicatesif the staticvaluesin the tableareto be
usedor if dynamictuningfrom the NTAF is requested. For dynamicallytunedflows, a threadis createcto monitor
andtunetheflow for its duration. At presendynamictuningis providedfor the sendandreceve buffer sizes(based
on the bandwidth-delayproductfor the path provided by the NTAF) and AIMD values. The tunedsendbuffer size
is usedto dynamicallytunethe AIMD valuesusing Floyd's table (AppendixB in [22]) at the startof a flow. The
configurationfile alsoindicateswhetherto overrideapplicationsetsokopt() settingsfor buffer sizesandwhetherto
divide the tunedbuffer sizeamongconcurrentflows. The tuning requiresWeb100kernelmodifications but requires
no changedo existing network applications At flow termination the daemorlogsa summaryof its tuningactuities.

Besideshaving the ability to tuneTCP connectiondor applicationsthe WAD hasa humberof otherusefulcapa-
bilities. Usingthe WAD, onecanmonitorany Web100variablefor ary flow. For example the WAD canmeasurdhe
averagebandwidth pacletretransmissiongimeouts andround-triptimesof any applicationby watchingtheWeb100
variables. The WAD canalsobe configuredto generatederivedeventsfrom otherWeb100variables. For example,
onecouldgenerateveragebandwidthfrom otherWeb100variablesasfollows:

AveBW = (Dat aBytesQut*8)/(CurrTime - StartTine)

The WAD canthengenerateNetLoggereventsfrom thesederived valuesand sendthemto the NetLoggeranalysis
tool, nlv, for real-timeanalysisof active TCP streams.

We alsohave developeda tracerdaemorthat polls the kernel(e.g.,every 0.1 secondsfor Web100variableson
configuredflows. This datais savedto disk andhasprovenvery usefulfor diagnosticandtuning. We have useddata
from thetracerdaemonin mary of thedataplotsin this paper

4 Experimental Results

We have evaluatedvarious TCP optimizationsusing both ns simulation[11] anda TCP-over-UDP testharnesg17]
aswell asthe Web100-modifiedLinux kernel. We have testedvarioustuning optionsusinga NISTNet[38] testbed
aswell asthe Internet. Eventhoughevaluatingdifferent TCP tuning optionsis problematicover real networks, our
first-yeargoalwasto shaw realperformancémprovementsn TCPbulk transfersoverrealhighdelay high bandwidth
networks. Sothe experimentsdescribeelov wereperformedacrosghe US usinghostswith GigE interfacedinked
to DOE’'s ESnet(OC12)or Internet2(0OC48).

Theresultsgivenin this sectionarenot meantto be conclusve in regardsto proposedl CP modifications.These
resultsshav the utility of Web100andthe WAD for trying out varioustechniquesover variouspaths. Much more
testingandanalysisareneededo determinewhich of thesemethodsshouldbe standardized.

4.1 WAD Buffer Tuning

A numberof systemshave emegedto addresghe issueof automaticallytuning TCP buffers[43, 20]. Linux 2.4
automaticallydoessendersidetuning, but this only works if the receve buffers have beensetto a large value. Dy-
namicRight Sizing[20] automaticallydoesrecever sizebuffer tuning, but assumesarge sendbuffers(or aLinux 2.4
autotuningsender).

WAD tuningdaemons&ndNTAF clientsarerunningonour testhostsaroundthecountry Whena TCPconnection
is requestedor atunablepath,the Web100notificationmechanisnwill senda “new connection”eventto the WAD
whenthe connectionis established. The WAD at eachendpointcanthensetthe optimal buffer size basedon static
informationin the configuratiorfile for the pathor usinga buffer sizeprovidedby the NTAF basecbn recentnetwork
measurements.

Figure2 shavsthethroughpufor a 10 secondiatatransferbetweerfORNL andPSC(70 msroundtrip time, GigE
interfaces)over the ESnetandInternet2network. The figure shons untunedthroughputand WAD-tunedthroughput.
The network-unavareapplicationrunsat lessthan10 Mbits/sec,but the sameapplicationrunsat over 135 Mbits/sec
whendynamicallytunedby the WAD — morethanan orderof magnitudeimprovementin throughput. The tuning
daemoratthe sourceanddestinatiorusesdynamicdatafrom the NTAF databasé¢o increaseéhe TCPbuffersto nearly
2 MB astheflow starts.Throughputdatawascollectedfrom the kernelwith atracerdaemorthatpollsthe TCP MIB
in the Web100kernelratherthantcpdump/tcptacecollectionandanalysis.

2Thedaemorperiodicallyqueriesthe NTAF for currentpathcharacteristicandsavestheinformationfor tuningflows.
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Figure2: WAD-tunedversusuntuneddatatransferbetweeORNL andPSC.

4.2 WAD Parallel Stream Tuning

As notedearlier a numberof applicationshave beenmodifiedto useparallel TCP streamsto work aroundbuffer
limitationsandimprove throughput.Parallel streamgake advantageof thefactthat TCP triesto sharethe bandwidth
equallyamongall flows alonga path. Performanceés improvednot only by gettinga biggershareof the bandwidth,
but £ parallel streamswill have k timeslarger aggrgatebuffer size. Slow-startwill startk timesfaster If aloss
occursin onestream the multiplicative decreasevill notbe TCP’s standardl /2, ratherthe congestiorwindow will
bereducedby only 1/(2k). Thelinearrecovery canbe k timesfaster(k segmentsper RTT ratherthanone),if all &
streamsarealreadyin linearrecovery. Figure3 plotsthe congestiorwindow over time for four parallel TCP streams
transferringdatafrom ORNL to LBNL (GigE/OC12,.80msRTT) using2 MB buffersfor eachstream.Theaggrejate
congestiorwindow is alsoplottedandillustratesthe variousparallelspeedupsWe chosefour streamdor purpose®f
illustration. The optimumnumberof parallelstreamsandtheir bufferssizesis anopenresearchguestion.

All four streamsexperiencelossduring initial slow-start, but the aggreyatepeakwas four timeslarger thanthe
individual flows. Thelossin all four streamgesultsin theaggrayaterespondingdik e standardl CP with theaggreyate
congestiorwindow halved. At 25 secondspneof the streamsxperiences loss,but the aggreyaterateis cutby only
1/8 andrecoveryrateis four timesfasterthanfor onestandardstream.

We consideredusingthe WAD to dynamicallyreducethe numberof parallel streamsduring heary congestion
by tuning the buffer sizeto zerofor one or more of the parallelstreams.However, mostof the parallelapplications
staticallyallocatethe workloadto all k£ streamssothis wasnotaworkabletuningoption.

The WAD configurationcanindicatethat the WAD-tuned buffer size be givento every flow on the pathor that
thetunedbuffer sizebe subdvided amongconcurrentflows. With subdvision enabledthe daemoninitially setsthe
buffer sizeto the tunedvalue. If a secondflow thenstartsup, thenthe first flow’s buffer sizeis cut in half, andthe
secondlow’s buffer is setto half theoriginal tunedbuffer size. Sowhenfour flows arein progressthey eachhave 1/4
the tunedbuffer size. Experimentswith eachof thesetuning methodswereinconclusve, sometimeghroughputwas
betterfor the subdvided flows, sometimesot. However, congestionasmeasuredby congestiorsignalsandnumber
of retransmittegpaclets,wasalmostalwaysreducedvhenthe buffer sizewasdividedamongthe concurrenflows.
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Figure3: Congestiorwindow for four parallelstreamsandtheaggreate.

4.3 Virtual MSSand AIMD

The behavior of the aggreyatecongestiorwindow of k parallelstreamsandthe argumentsor alargerMTU inspired
us to usethe WAD to createa “virtual MSS” for designatedlows. The virtual MSSis implementedby addingk
segmentsto cwndeachRTT during congestioravoidance.Thevirtual MSS doesnot causeP fragmentatior{27] or
reducetheinterruptoverhead.

The effect of the virtual MSS s bestillustratedwhenthereis pacletloss. Figure4 illustratestwo transfersfrom
ORNL to NERSCwith paclet loss during slow-start. Both flows usethe sameTCP buffer sizes,but one flow is
dynamicallytunedby the WAD to useavirtual MSS of 6 segments(e.g.,a virtual jumboframe). The cwnddatawas
collectedfrom the kernelwith a Web100tracerdaemon.The othercomponenof a virtual MSS would beto initiate
slow-startwith k¥ segments.We have notimplementedhis with the WAD yet becausehe WAD doesnot getnotified
soonenoughto modify theinitial window conditions. (Eventually we may have the WAD storesuchinformationin
theroutingcacheandretrieve thedataon soclet creation.)Notethatwhile the useof avirtual MSS solvessomeof the
AIMD issuesijt hasnoimpacton hostinterruptissueswhich arecurrentlyabig obstaclgo obtainingvery high-speed
TCPin ahost.

Thevirtual MSS modifiesonly the TCP additive increasethe multiplicative decreaseanalsobe configuredfor a
pathandtunedby the WAD. Ratherthandecreasinghe window by half on a congestiorevent,® we could designate
thatfor a particularpathit only be decreasety 25%. Figure5 illustratesa standardTCP AIMD (0.5,1)flow anda
WAD-tunedAIMD (0.3,6)flow whenpacletlossis encounterediuring slow-start. The tunedAIMD startsits linear
recoveryfrom ahigherpointandwith asteepesloperesultingin a40%improvementn throughpufor this 10second
TCPtransferfrom NERSCto ORNL (Gige/OC12,80msRTT).

We couldtry to geta single streamto performaswell as4 parallelstreamdy settingthe additive increaseo 4
andthe multiplicative decreaséo 1/8 (alsosee[16]). (We would alsoneedto setthe initial window to 4 to speed
slow-start,but asnotedabove, thatis difficult for theWAD atthistime.) As anexample,Table1 showvsthethroughput
resultsof GridFTPtransfersof a 200 MByte file from ORNL to LBNL (Gige/OC12,80 ms RTT). A WAD AIMD-
tuned(0.125,4) singlestreamtransferusing4 MB TCP buffers getssimilar throughputto four streamsusingl MB
buffers. Also resultsfor anuntunedsingle streamis included. The tunedstreamis 3.5 timesfasterthanthe untuned
streamandhasmorecongestioreventsbut fewer retransmittegbaclets. Thefour parallelstreamsareabout25%faster

3A congestioreventis oneor morepaclet losseswithin a singleround-triptime.
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Figure4: Standarctongestiorwindow recovery versusbx virtual MSS.

tuning | streams| Mbs | cong.events| rexmits
untuned 1] 224 5 102
tuned 1| 784 7 64
untuned 4| 98.4 15 320

Tablel: GridFTPdataratesfrom ORNL to LBNL.

thanthe tunedsinglestream but have 15 congestioreventsand 320 retransmittecpaclkets. Eventhoughthe parallel
andtunedstreamshave more congestioneventsthanthe untunedstream,they performfasterbecauseahey recover
from lossquicker asa resultof their moreaggressie AIMD values.In the majority of our experimentswe have not
beenableto geta singletunedstreamto outperformparallelstreamsthoughthe tunedstreamtypically contributes
lessto congestionThe WAD can,of course tuneeachof the parallelstreamsaswell.

Onecanchoosethe AIMD parameterstaticallybasedon pathcharacteristicsor parallel-streanequivalence or
desiredlevel of service. Floyd proposeda modified AIMD for high-delay high-bandwidthflows that dynamically
adjuststhe AIMD parameterss a function of loss probability and currentcongestionwindow size [22]. As the
congestiorwindow grows andshrinks,sodo the AIMD values.We have experimentedvith Floyd’s modified AIMD
with nssimulationandwith our TCP-over-UDP testharnessbut have not yet addedit to theLinux kernelsothatthe
WAD canselectit. However, the WAD doesuseFloyd’s table (AppendixB [22]) to selectAIMD valuesbasedon
the configuredbuffer sizefor the pathwhena connectionstarts. Soif the NTAF recommendea 2 MB buffer for a
path,the correspondindhAIMD valueswould be (0.31,11).This is amoreaggressie modificationthanFloyd’s, since
Floyd'salgorithmvariesthe AIMD valuesasthecongestiorwindow changesin thefuture,theWAD will dynamically
monitor the congestiorwindow of a flow andresetthe AIMD valuesfor the flow accordingto Floyd’s formulaand
thusavoid having to addFloyd’s AIMD codeto thekernel.

AIMD tuningusuallycanmorethantriple performanceverasingle, untunedlow andis competitve with parallel
streams.The tunedflows canaddto congestiorbut arestill “TCP friendly” sincethey still reducetheir transmission
ratein responséo pacletloss. Underheary congestionpur experiencehasbeenthatthe tunedAIMD and/orvirtual
MSSflows recoverfasterbut encountetosseamorefrequently sothe TCP saw-toothis shallaver andsteepebut ata
higherfrequeng. In theseheary congestiorscenariosthetunedAIMD flows arenotsignificantlyfasterthanstandard
TCP overthe pathswe have tested.Higher bandwidthpathsanddevicesmight shov moregainfrom the virtual MSS
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Figure5: Congestiorwindow overtime for standardrCP AIMD (0.5,1)andWAD-tunedAIMD (0.3,6).

and/ortunedAIMD values.

4.4 Delayed ACKs

Most TCPimplementationsitilize delayedACKs [9]. Ratherthanacknavledgingevery arriving paclet, every other
pacletis acknavledgedorthedelayedACK is sentafter200ms. DelayedACKs canslow bothslow-startandrecovery
from alossby a factorof two, sinceslow-startopensthe congestiorwindow by onesegmentfor eacharriving ACK,
andduring congestioravoidancethe congestiorwindow grows with eacharriving ACK [3]. The WAD candisable
delayedACKs for designatedlows. The speedupf slow-starthasa modesteffectin our cross-countryexperiments
( 10% improvement) thoughthe improvementis a function of the bandwidth-delayproduct. If thereis paclet loss,
acknavledgingevery pacletdoublesthelinearrecovery rateandcanimprove throughputypically by 25%.

4.5 Avoidingloss

A virtual MSSandAIMD adjustmentganhelp TCPrecover from lossedaster We have alsousedthe WAD to tune
flowsto reducepacletlossedy adjustingTCP’s slow-startand TCP’'s reorderingthreshold.

TCPstartsaflow initially or afteratimeoutby doublingthe congestiorwindow for every ACK receved. We have
obsenedthatpacletlossesoften occurduringthis slow-startphaseover our high capacity(Gige/OC12)nets.Losses
during initial slow-startcan have a disastrouseffect on throughputover high delay capacitynets. Recovery from
suchlosseswith standardTCP AIMD could take several minutes. Slow-startcanovershoothe available bandwidth
by a factor of two, so choosingproperbuffer size may reduceslow-startlosses. However, even with good buffer
sizes,slow-startlossesarestill common.We have usedsimulation,our TCP-over-UDP testharnessandthe WAD to
experimentwith variousmodificationgo slow-start. First, we tried settingT CP slow-startthresholdo alow value this
usuallyavoidedtheinitial start-uplossesput throughputwasnot muchimproved,evenwith aggressie WAD-tuned
AIMD values. Next we addedFloyd’s limited slow-startmodifications[23] to the Linux/Web100kernelandadded
themaxsstheshvariableto the WAD configurationfor a path. During initial slow-startwhenthe congestiorwindow
reachesnaxssthesh TCP switchesto Floyd's limited slow-startwhich addsat mostmax _ssthresh/2 segmentsper
roundtrip time. This moderateslow-startandin somecasegeducegaclet lossesin slow-start. As an example,a
sequencef testsfrom PSCto LBL (GigE/OC48,75 ms RTT) were consistentlygetting slow-startlossesabout0.7
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secondénto thetransferandtheresultingbandwidthwas98 Mbs for a 10 secondestwith standardr CP. UsingFloyd’s
limited slow-startthe losseswereeliminated,andthe 10 secondransferseachedl92 Mbs (max _ssthresh = 100)
and204Mbs (max_ssthresh = 200) —afactorof two improvement.However during high congestionthe modified
slow-startmerely delayedthe congestiorevent, and performancewvas not much betterthan standardT CP. Figure 6
illustratesthreedatatransferdrom ORNL to CERNin Switzerland(150ms RTT) with 2 MB buffers. Onetestused
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Figure6: Congestiorwindow for threetestsfrom ORNL to CERN.

four parallelstreamsandreachedinaggrejaterateof 58 Mbswith 8 congestioreventsand155retransmittegaclets.
The othertwo testswere WAD-tunedsinglestreamswith AIMD of (0.125,4) to try andmatchthe effective AIMD of
the parallelstreamsOneof the singlestreamausedFloyd’s limited slow-start(maz_ssthresh of 100sggments)and
its moregradualslow-startis evidentin thegraph.For thesetests thelimited slow-startattained?9 Mbs (1 congestion
event, 13 sgmentsretransmittedtomparedo 38 Mbs (2 congestiorevents,41 pacletsretransmittedfor the other
WAD-tunedstream.We continueto experimentwith slow-starttuning.

Someof thepathsoverwhichwe have beencollectingNTAF datashaw significantreorderingof paclets. Standard
TCPwill treatout of orderpacletsasa pacletlossif the paclketsaremorethanthreepositionsout of order We have
addeda WAD variablesothatthe user(or the NTAF) cansetthe re-orderingthresholdfor a path. Figure7 shavs the
instantaneouandaveragebandwidthfor two testsfrom LBNL to ORNL (Gige/OC1280msRTT, 2 MB buffers).One
testuseghedefaultthresholdof 3 andreache®nly 18 Mbsafter10secondsTheflow experience® congestiorevents
andretransmitted®89 paclets,but the recever reported289 duplicatepacletsreceved. Sononeof the pacletswere
actuallylost, they merelyarrived out of order We reranthe testusinga reorderingthresholdof 19 andreached82
Mbs after 10 secondsith no pacletloss. Thistuningresultedn anorderof magnitudadmprovementin throughput.

5 Reated work

NLANR hasanauto-tuningFTP [39] thatusesa train of ICMP or UDP pacletsto estimatethe availablebandwidth
andround-triptime betweenthe client andsener. Using the bandwidth-delayproduct, buffer sizesare thensetat
theclientandsener. Tierngy etal. [47] provide an APl andnetwork daemonghat allow oneto modify a network
applicationto querya daemorfor the optimalbuffer sizeto be usedfor a particulardestination For example,anFTP
senerandclientmightissueacall like

tcp_buffer_size = Enabl eGet Buf f er Si ze(dest host) ;

12
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Figure7: Throughputwith standardandtunedreorderingthreshold.

andthenusethat valueto setthe TCP buffer sizes. The Enabledaemongeriodically measurehe bandwidthand
lateng/ of designatedhetwork pathsandprovide thatinformationto clientasan RPC-like service.lt is alsopossible
to generatescriptsor commandiles thatwould usetuning datafrom the Enabledaemorto tunenetwork applications
thatacceptuningarguments.

Parallel TCP streamg25] offer anothemway to getaroundTCP-sizewindow limits. Thereareseveral parallelfile
transfersprotocolsincluding bbftp [19] GridFTP[1] and psokets[44] andiperf [40] is a path-testingool that has
parallelstreamoptions.

In 1998, Semle, Mahdavi and Mathis[43 describemodificationsto a NetBSD kernelthat allows the kernelto
automaticallyresizethe senders buffers. (The recever needsto adwertisea "big enough”window.) The kernel
modificationsallow a hostthatis servingmary clientsto morefairly sharethe availablekernelbuffer memoryandto
provide betterthroughputhanmanuallyconfiguredT CP buffers. For applicationghathave not explicitly setthe TCP
sendbuffer size,the kernelwill allow the sendbuffer to grow with the flow’s congestiorwindow (cwnd andutilize
theavailablebandwidthof thelink (up to therecever'sadwertisedwindow). If thenetwork memoryloadonthesener
increasesthe kernelwill alsoreducethe senderswindows. Sono modificationarerequiredto sendingapplications.

Beginningin 2001,FengandFisk[20] describemodificationgto a Linux 2.4.8kernelthatallow the kernelto tune
the buffer size adwertisedby the TCP recevver. The recever’s kernel estimateghe bandwidthfrom the amountof
datarecevedin eachround-triptime andusesthatbandwidthestimateto derive the recever'swindow. Thesenders
window is not constrainedy the systemdefault window sizebut is allowedto grow, throttledonly by the recever’s
adwertisedwindow. (TheLinux 2.4kernelallowsthesenderswindow bufferto grow. For otherOS’s,thesendewould
have to be configuredwith a"big enough”buffer.) The growth of the senders congestiorwindow will belimited by
currently available bandwidth. High delay high bandwidthflows will automaticallyuselarger buffers (within the
limits of the initial window scalefactoradwertisedby the receiver). No modificationsarerequiredto eitherclient or
sener network applications Also seeAllman/Paxson[5] on recever-sidebandwidthestimation.

In 2001,the Linux 2.4 kernelincluded TCP buffer tuning algorithms. For applicationsthat have not explicitly
setthe TCP sendandreceve buffer sizes,the kernelwill attemptto grow the window sizesto matchthe available
bandwidth(upto therecever'sadwertisedwindow). Lik ethe Semle work describedabove, if thereis highdemandor
kernel/netvark memory buffer sizemay be limited or even shrink. Autotuningis controlledby new kernelvariables
andis disabledf theapplicationdoesits own setsockpt() for TCP’s SND/RCVBUF. TheLinux 2.4adwertisedreceve
window startssmall andgrows with eachsegmentfrom the transmittey evenif a setsockpt() hasbeendonefor the
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recevverwindow.

Independenbf auto-tuning,the Linux 2.4 kernelhasa "retentive TCP”, caching(for 10 minutes)TCP control
informationfor a destination(cwnd, rtt, rttvar, ssthreshandreorder). The cachedcwnd valueis usedto clampthe
maximumcwnd valuefor the next transferto that destination.The cachedssthrestwill cutoff the slow-startfor the
next transfer For high delay/bandwidttpaths,our experiencenasbeenthatthis featuretendsto reducethethroughput
of subsequentransfersjf anearlytransferexperiencedoss. Oneof the kernelmodificationsmadefor Web100was
to provide a way to disablethis caching. Linux 2.4 also does”speculatve” congestionavoidance. If a flow has
enteredcongestionavoidancebecausef duplicateACKs or timeout, and the missing paclet arrives "soon”, then
cwnd/sstheshwill berestoredcongestioriundo”). Thereorderingthresholdwill beincreasedor this pathaswell.
Finally, theLinux 2.4 kernel ACKs every pacletduringinitial slow start.

6 Summary and Future Work

The combinationof the Web100TCP MIB, the Network Tool Analysis Frameavork (NTAF), andthe Work Around
Daemon(WAD) have proven effective in transparenthtuning TCP flows, often giving an order of magnitudeim-
provementfor bulk transfersover standardl CP on high delay high bandwidthnetworks. The Web100-basetbols
andkernelextensionshave beeneffective for evaluatingnew TCP tuning optionson real networks, permittingus to
selectdifferenttuning optionsbasedon pathcharacteristicer desiredevel of service.Ourtestinghasincludedemu-
lation andsimulation,but moretestingis neededo determinewhich TCP tuning optionsshouldbe standardizedThe
NTAF dataandWeb100datahave alsobeenusefulfor diagnosingnetwork andapplicationbottlenecks.

Futurework will look at how to decidewhento useparallelstreamsthe numberof streamdo use,andthe size
of the buffers for eachstream. We alsowill seeif our framawvork canbe usedto distinguishbetweenrandomloss
andcongestie loss. We alsoplan to investigateadditionalalgorithmsfor tuning the congestiorcontrol parameters
(AIMD) for aflow [7, 13, 50] andto addFloyd’'s AIMD modificationg22] asatunableoption. Wewill continueto try
andavoid paclet lossthroughslow-startmodificationsand Vegas-like controls[10] andvariousburst-reductiorand
rate-smoothingechniques.We will look at WAD-to-WAD communicatiorbetweensenderandrecever for out-of-
bandtuning of flows. We will alsobeinvestigatinguning lateng/-sensitve distributedapplications.We hopeto port
the Web100extensiondo otheroperatingsystems.

Parallel streamsaand AIMD tuning canbe unfair to othernetwork usersandarenot appropriaten somelnternet
contets. We aresensitve to issueof fairnessaandpossiblecongestiorcollapsg21], but onanintranet,suchasDOE’s
ESnetjt maybemoreeconomicato beunfair (in astrict TCP-friendlysense}jhanto fix thenet. Thisis anappropriate
policy only whensupportedy explicit coordinatiorwith thenetwork owners.A naturalextensionto this work would
be to addpolicy configuration,controls,or even managemenprotocolsto the WAD, suchthatuserscanbe granted
privilegedaccesdo network capacity
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