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Abstract

Many high performancedistributedapplicationsrequire high networkthroughputbut are able to achieve
only a small fraction of the available bandwidth. A commoncauseof this problemis improperly tunednetwork
settings.Tuningtechniques,such assettingthecorrectTCPbuffersandusingparallel streams,are well knownin the
networkingcommunity, but outsidethenetworkingcommunitythey areinfrequentlyapplied.In thispaper, wedescribe
a tuningdaemonthatusesTCPinstrumentationdatafromtheUnix kernelto transparently tuneTCPparameters for
specifiedindividual flowsover designatedpaths.No modificationsare requiredto theapplication,andtheuserdoes
notneedto understandnetworkor TCPcharacteristics.

Keywords: autotuning,TCP, high-performancenetworking,datagrids

1 Introduction

Many high-performancedistributedcomputingapplicationstransferlarge volumesof dataover wide areanetworks
andrequiredatarateson the orderof megabitsper second.Even thoughInternetbackbonespeedshave increased
considerablyin the last few yearsdue to projectslike Internet2 andNGI, distributedapplicationsrarely take full
advantageof thesenew high-capacitynetworks. In fact,recentdatafor Internet2 (April, 2002)show that90%of the
bulk TCPflows(definedastransfersof at least10MB of data)uselessthan5 Mbits/sec,andthat99%uselessthan20
Mbits/secoutof thepossible622Mbits/sec.[28]

By design,TCP/IPwasbuilt with robustnessastheprimarygoal,andhencehidesmostproblems.Whensomething
goeswrong, TCP silently compensatesat the expenseof reducedperformance.Someof theseproblemsareTCP
configurationproblems(e.g., small buffer spaceor featuressuchas SACK being improperly negotiated). Other
problemsaredueto theapplications(mainly smallmessagesor pausesin the dataflow). Many problemsarein the
network, includingroutingproblems,leaky networks(networkswith non-congestivepacketloss),andexcessivepacket
reordering.
�
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Thereexistsa largebodyof work showing thattheendsystemscanachievegoodperformanceoverhigh-capacity
wide-areanetworksthroughanumberof techniques,includingpropermanualtuning,systemautotuningandnetwork-
aware[8, 45] applications(seesection5). Typically, operatingsystem-basedapproachesto improving TCPthroughput
arebasedon “standard”ideasthat do not impactassumptionsaboutfairnesswhencompetingwith other traffic in
the network [20, 43]. Application-basedapproachesare often more aggressive aboutacquiringnetwork capacity.
Examplesincludemostnon-TCPbasedtransports[14, 32, 36] andall parallelTCPapproaches[19, 25, 44, 49].

This paperdescribesa daemon-basedmechanismto implementbothstandardandnon-standardTCPadjustments
for individual flows usingnetwork metricsacrossdesignatedpaths.No modificationsto theapplicationarerequired,
and the userdoesnot needto understandnetwork andTCP characteristics.We call this tuning daemonthe Work
AroundDaemon(WAD), becauseit providesa transparentmechanismto work arounda variety of network issues,
includingTCPbuffer size,MTU size,packet reordering,andleaky network loss.We believe theWAD is thefirst step
toward moving away from the needfor network-aware applications, andtoward network-aware operating systems.
Many tuning techniquesvalidatedby the WAD may becomestandardfor future TCP implementations.However,
someof thetuningtechniquesdiscussedin this paperarenot suitablefor futurestandardizationbecausethey aretrue
workarounds,requiringprior out-of-bandinformationaboutspecificlimitationsof thenetwork path.

Thedesiredoutcomeof theWAD developmentwork is to eliminatewhathasbeencalledthe“wizard gap” [33],
which is the differencebetweenthe network performancethat a network “wizard” canachieve by manuallyhand-
craftingtheoptimaltuningparameters,comparedto anuntunedapplication.TheWAD, asa transparentintermediary,
canactasthatwizard.This freesthedistributedapplicationdeveloperfrom needingto understandthewidevarietyof
availablemonitoringtoolsandtuningmethods.

The network tuning parametersthat the WAD is initially concentratingon arethoserequiredby large bulk data
transferapplications,suchasglobal climatemodelingand the variousDataGrid [12] projects. Theseinclude the
ParticlePhysicsDataGrid [42], GriPhyN[6], andtheEU DataGrid[18]. Theseprojectsall requireefficient transfer
of very largescientificdatafilesacrosshigh-delay, high-bandwidthnetworks.

In thenext section,wegiveabrief review of theTCPtransportprotocolissues.Section3 describestheimplemen-
tationof our tuningdaemonusingWeb100with a Linux kernel.Section4 describesexperienceswith tuningTCPin
variousnetwork settings.Section5 describesrelatedwork. Thefinal sectionsummarizesourefforts on theWAD and
considersfutureextensions.

2 Background

TCPis awindow basedprotocol:new datais transmittedinto thenetwork whenold datahasbeenreceivedasindicated
by acknowledgmentsflowing from the receiver to the sender. The datarate is determinedby the total amountof
outstandingunacknowledgeddatain the network, referredto as“the window size.” The window size(or datarate)
is limited by the application,the buffer spaceat the senderor the receiver andby the congestionwindow, which
ideally reflectsonly congestionfeedbackfrom thenetwork. TCPadjuststhecongestionwindow (using“slow-start”,
“congestionavoidance”,andrelatedalgorithms[4]) to find an appropriateshareof the network capacityof the path
betweenthesourceanddestination.TCPrepairsmissingor corrupteddatasegmentsby retransmittingdatafrom the
retransmitqueuewithin the sender’s buffer to the reassemblyqueuein the receiver’s buffer. This recovery process
requiresthatanentirewindow of datafit into bothsender’sandreceiver’sbuffers.Thesebuffersgenerallyhavedefault
sizes,which canbechangedby theapplicationby usinga systemlibrary call. In addition,theoperatingsystemmay
have limits thatrestrictthemaximumbuffer sizethattheapplicationcanrequest.

Ideally, TCP throughputshouldbe only limited by someintrinsic bottlenecksuchasdisk datarateor network
pathcapacity. However, in practice,throughputis oftenlimited by thesendor receivebuffer sizesor by anartificially
smallcongestionwindow inducedby someproblemin thenetwork. TheWAD, on aperflow basis,looksat choosing
optimumbuffer sizesto eliminatebuffer sizeconstrictionsandto limit the effect of spuriouscongestionindications
by minimizing lossby usingmoreappropriatebuffer sizesfor the path,moderatingslow-start,andreducingpacket
bursts.If thereis packet loss,theWAD seeksto speedrecoveryby usinga virtual MSS,modifying TCP’s congestion
controlparameters,disablingdelayedACKs, or usingtunedparallelstreams.Thesemethodsaredescribedin detail
below.
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2.1 TCP Buffer Size

Thebuffer sizesmustbeadjustedfor boththesendandreceiveendsof theTCPsocket. To getmaximalthroughputit
is critical to useoptimalsendandreceivesocketbuffer sizesfor thepath.If thebuffersaretoosmall,theTCPwindow
cannot fully open. It wastesmemoryto allocatebuffers thataretoo large. Althoughmemoryis comparablycheap,
thevastmajority of theconnectionsaresosmall thatallocatinglargebuffersto eachflow canput any systemat risk
of runningout of memory. TheoptimalTCPwindow sizeis usuallytwice theavailablebandwidth-delayproductfor
thepath,wheredelayis theone-way latency of thepath.

As network throughputcapacityhas increasedin recentyears,operatingsystemshave graduallychangedthe
default buffer sizefrom commonvaluesof 8 kilobytesto asmuchas64 kilobytes.However, this is still far too small
for today’shighspeednetworks.For example,thereareseveralhostsof theParticlePhysicsDataGrid [42] with 1000
Mbits/sec(GigE) network interfacesconnectedvia anOC12(622Mbits/sec)WAN, with typical network roundtrip
latenciesof about50 ms. Buffer sizesneedto be twice the bandwidth-delayproduct,so for this network, the TCP
buffer shouldberoughly(600Mbps/ 8 bits/bytex .05sec) = 3.75MBytes.UsingadefaultTCPbuffer of 64KB, the
maximumutilization of thenetwork pathwill only beabout2% underidealconditions.

2.2 Use of Parallel TCP Streams

To work aroundproblemssuchasbuffers that aretoo small or loss-ratesthat aretoo high, someapplicationshave
startedusingparalleldatastreams.Evenwith properlytunedTCPbuffers,parallelstreamscanimproveperformance.
Figure1 showstheadvantageof usingtunedTCPbuffersandparallelstreamsin theGridFTPprogramfor 100MByte
datatransfersbetweenLawrenceBerkeley NationalLab in Berkeley, California,andCERNin Geneva, Switzerland.
The roundtrip time (RTT) on the connectionwasmeasuredwith ping to be 180ms andthe bottleneckhop wasan
OC-3 (155Mbit/sec)link. With differenttuningparameters,actualmeasuredtransferspeedsspannedmorethanan
orderof magnitude.TunedTCPbuffersaloneprovidedmorethana 20x performanceincrease,andparallelsockets
aloneyieldedabouta 30x performanceimprovement,but it requireda very large numberof streams.Using just 6
parallelstreamswith tunedTCPbuffers,wewereableto outperform30 untunedstreams.

Figure1: GridFTPresultsusingtunedTCPbuffersandparallelstreams.

Packet lossis interpretedby TCP asan indicationof network congestionbetweena senderandreceiver. Packet
loss,however, maybedueto otherfactors,suchasintermittenthardwarefaultsor physicallayerdistortions.In fact,
measurementshaveshown thatabout1 in 7500datagramspasstheCRCchecksumbut fail theTCPor UDPchecksum,
indicatingthat thedatawasdamagedin transit[46]. TCPtreatssegmentslost or damagedin transitaslossandgoes
into one of its congestionavoidancealgorithms. Therefore,the useof parallel streamsprovidesan increaseover
optimally tunedsinglestreamTCPbecauseevenif oneor moreof thestreamsexperiencerandomlossandslow down,
theotherstreamskeepsendingandhelpto keepthepipefull, allowing theapplicationto utilize a greaterfractionof
thenetwork.

Several datatransfertools now includethe ability to useparallelstreams.TheseincludeGridFTP[1, 2], bbftp
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[19], andbbcp[26]. Thepsockets library from theUniversityof Illinois makesit easyfor applicationdevelopersto
addparallelsocketsto their applications[44]. Notethatparallelstreamsrequireexplicit supportfrom theapplication.
This is theonly tuningtechniquecurrentlyunderconsiderationfor theWAD thatrequiresapplicationsupport.Oneof
ourobjectivesis to haveasingleWAD-tunedTCPflow performaswell asasetof parallelstreamsoverthesamepath.

In general,usinglargeTCPbuffersandparallelstreamsimprovesthroughput,so it maybetemptingfor usersor
developersto simplyusebig buffersandsomeparallelstreamsby default. However, usingbuffersthataretoobig can
wastesystemmemoryandin somecasesreducethroughput.Usingtoomany parallelstreamsor thewrongbuffer size
for theparallelstreamcanalsoreducethroughputandaddto network congestion[25].

2.3 MTU Issues

WheneverpossibleTCPsendsdatain thelargestpossiblesegments.TheMSS(maximumsegmentsize)is computed
by deductingTCP/IPheadersizesfrom the MTU (maximumtransmissionunit) of the network interfacesalongthe
path[30, 37]. Todaythe typical TCP MSSis 1448bytes,dueto the 1500Byte EthernetMTU.1 During congestion
avoidanceTCP’s congestionwindow,cwnd, is opened(raised)by oneMSS segmentper round-trip time. A larger
MSSwould improveTCP’s recoveryspeedandreducethepacket interruptrateof theoperatingsystem.Othermedia
supporta largerMTU: FDDI hasa 4392-byteMTU, GigE jumbo-frameshave a 9000-byteMTU, IP-over-ATM uses
a 9180-byteMTU, andHiPPI usesa 65535-byteMTU. While acknowledgingthat theuserdoesnot have any control
overtheMTU’salongthepath,weproposeextensionsto thekernelthatwouldallow theWAD to selectavirtual MSS
which is largerthantheactualMTU for a designatedpath.

3 Tuning daemon design and implementation

Our implementationof a daemon,theWAD, to tuneindividual TCPflows is basedon a network measurementcom-
ponent,the NTAF, andan instrumentedTCP stack,Web100. The daemonandits componentsaredescribedin this
section.

3.1 Web100

The Web100project[35] is an NSF funded collaborationbetweenthe Pittsburgh SupercomputingCenter(PSC),
the NationalCenterfor AtmosphericResearch(NCAR) andThe NationalCenterfor SupercomputingApplications
(NCSA).TheWeb100vision is to enableusersrunningordinaryapplicationsontypicalworkstationsto eithersaturate
a workstationbottleneckor completelyfill a network link. That is, to make it easyfor ordinaryusersto tuneTCPto
getthemostout of their availableresources.

At its inceptionWeb100wasnarrowly focusedon theTCP buffer tuningproblem. However, earlyon it became
apparentthat the real problemis actually the flip sideof oneof the Internet’s greateststrengths:TCP andIP work
togetherto decoupledetailsof theapplicationfrom detailsof thenetwork. This layeringindependenceis extremely
importantbecauseit permitsold applicationsto run on new networksandnew applicationsto run on old networks.
Thedown sideof layeringindependenceis thatTCP/IPalsohidesall bugs. Theonly symptomdisplayedto theuser
for nearlyall problemsin thelower layersis lessthanexpectedperformance.

Web100helpsthis situationby providing a mechanismto exposedetailedTCPperformancestatisticsthroughan
enhancedstandard“ManagementInformationBase”(MIB) for TCP[34]. This MIB usesTCP’s idealvantagepoint
to providestatisticsfor diagnosingperformanceproblemsin boththenetwork andtheapplication.If anetwork-based
applicationis performingpoorly, TCP information from Web100allows us to determineif the bottleneckis in the
sender, the receiver, or thenetwork itself. If thebottleneckis in the network, TCP canprovide specificinformation
aboutits nature.Our tuningdaemonusestheWeb100TCPMIB to collectthenecessaryinformationfrom activeflows
to performits “work-arounds.”

ThecurrentWeb100implementationis basedon extensionsandmodificationsto the Linux 2.4 kernel. Web100
variablesarecontainedin a datastructureattachedto the kernel’s socket datastructure. An applicationreadsand
setsthe Web100variablesusingthe Linux /proc interfaceusingan API provided in the Web100distribution. TCP

1EventhoughEthernetspeedshave increasedby threeordersof magnitudeover theyears,theMTU hasremainedat 1500bytes.In fact,1500
bytestodayscaledbackby Moore’s law is effectively smallerthan53byteswas7 yearsago.Furthermore,todayapacket takeslesswire time than
1 bytetook20 yearsago(on3 Mb/sEthernet).
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connectionstartandendeventsareprovidedto anapplication(e.g.,a tuningdaemon)throughthenetlinkservice.In
orderto dynamicallytunebuffer sizesduringa flow, the window scalingoption [29] in the initial TCP packet must
belargeenoughto accommodatethelargesttunablebuffer size.TheWeb100extensionsincludea sysctlvariablefor
settingthedefaultwindow scale.

3.2 Network Tool Analysis Framework (NTAF)

To provide tuning datafor specificnetwork paths,we have developeda framework for runningnetwork test tools
andstoring the resultsin a database,which we call the Network Tool AnalysisFramework (NTAF). The NTAF, a
descendantof ENABLE [47], managesandrunsa setof network tools andsendsthe resultsto a databasefor later
retrieval. Recentresultsarecachedandcanbequeriedvia a client API. Datacollectedby thenetwork tools includes
Web100variables.

The goal of the NTAF is to make it easyto collect,query, andcompareresultsfrom any setof network or host
monitoring tools runningat multiple sitesin a WAN. This is similar to the goal of NIMI [41], but whereNIMI is
focusedon scalabilityandsecurityconcerns,we arefocusedon flexibility andease-of-useandonly envision deploy-
mentwithin 10-100sites.Thebasicfunctionperformedby theNTAF is to run toolsat regularintervalsandsendtheir
resultsto a centralarchive systemfor lateranalysisor for useby our tuning daemon.Sometoolscannotrun on the
samehostwithout perturbingeachother, andthe NTAF is designedto accommodatethis by never schedulingthese
toolsat thesametime.

We have deployed NTAF serversandtuning daemonson hostsat Oak RidgeNationalLab (ORNL), Lawrence
Berkeley NationalLab (LBL), NationalEnergy ResearchScientificComputingcenter(NERSC),Pittsburgh Super-
computingCenter(PSC),andNationalCenterfor AtmosphericResearch(NCAR). We arecurrentlyusingNTAF to
run the following tests:ping, pipechar, iperf (instrumentedto collect Web100information),GridFTP, netest, anda
CPUandmemorysensorbasedon procinfo. In ourcurrentimplementationof thetuningdaemon,theNTAF provides
TCPsocketbuffer sizesfor apathbasedon pipechar data(roundtrip time andbottleneckbandwidth).

All tools run at a specifiedregular interval, plusor minusa randomizationfactor. For example,ping runsfor 10
secondsevery10 minutes,plusor minus1 minute.Sinceiperf is moreintrusive, it runsfor 10 secondsevery2 hours,
plus or minus10 minutes. Becausesometools like pipechar cannot run in parallel,NTAF never schedulestwo of
themto run at thesametime.

The resultsfor all testsareconvertedinto NetLoggerevents[48]. NetLoggerprovidesus with an efficient and
reliabledatatransportmechanismto sendtheresultsto aneventarchive. For example,if thenetwork connectionto the
archivegoesdown, NetLoggertransparentlywill buffer theeventson local disk instead,andkeepretryingto connect
to the archive. Whenthe archive becomesavailable, the eventsbufferedon disk will be sentautomatically. More
detailsareavailablein [24].

All NTAF-generatedNetLoggereventscontainthefollowing information:timestamp,programname,eventname,
sourcehost,destinationhost,andvalue.For extensibility, arbitraryadditionalstringor numericdatacanbeincluded
with eachevent.Usinga standardeventformatwith commonattributesfor all monitoringeventsallowsusto quickly
andeasilybuild SQLtablesof theresults.More detailsarein [31].

3.2.1 NTAF Design

Thereareanumberof factorsthatmakeit difficult to designareliabledistributedmonitoringsystem.Theseissuesare
describedat lengthin papersby theNIMI andPingER[15] projects.We have tried to learnfrom theseprojects,and
incorporatethefollowing principlesinto thedesignof theNTAF.

� Output formats: Every tool hasa differentoutputformat,which canbedifficult to parse.Thena new version
of the tools is released,which hasa new outputformat, andthe parsingcodebreaks.Whenever possiblewe
avoid this by modifying the codeto generateNetLoggereventsdirectly. That way the authorof the tools can
changetheoutputformatwithout affectingthegenerationof NetLoggerevents.In caseswherethesourcecode
is not available,we write a simplepythonwrapperaroundthetool to generateNetLoggerevents.This way the
NTAF serverneverneedsto understandhow to parseanythingbut NetLoggerformatteddata.

� Test scheduling: A very flexible schedulingmechanismis required.Sometestsarevery intrusive,andshould
notberunoften.Othertests,likepipechar, havetheconstraintthatonly onetestcanrun ona singlehostatone
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time. To avoid possibletestsynchronizationof many testsrunningbetweenagroupof hostsatonetime,weadd
arandomizationfactorto thescheduling.For example,runa testevery90minutesplusor minusa randomtime
betweenzeroandfiveminutes.

� Fault tolerance: Many testtoolsareexperimentalandmaycrashor hang.TheNTAF is designedto insurethat
a badtestdoesnot take down theNTAF server. Eachtestis run in its own thread,with a time-outto ensurethe
testeventuallyends. All socket I/O is non-blockingto ensurethatnothingever blockswaiting for a message
thatmayneverarrive.

� Error handling: Errorsneedto be sentto a convenientlocationso that someintelligentpost-processingcan
beperformed,andtheright level of ”alert” canbeforwardedto theresponsiblepeople.Usuallythis convenient
locationis a centralserver, but theNTAF is flexible in this regard.By default,errorsgetsentbackto thesame
archive thatis holdingtestresults.But theNTAF canalsosenderrorsto anetwork server, into a file, or evento
syslog.TheNTAF usesthesameloggingformatfor errorsandtestresultssoparsingtoolsarealreadyavailable
for processingtheerrors.

� Automatic restart: Certaintools,suchasiperf, requirea remoteserver. Theseserverswill sometimescrashor
hang.It is importantto havea mechanismto monitorandrestarttheseservers.We havedevelopedasetof cron
scriptsfor thispurpose.

� Update mechanism: Managementof updatesquickly becomesvery tediousin a monitoringenvironmentsuch
asthis. Therearea largenumberof componentsandconfigurationfiles thatneedto beupdatedor modifiedon
a regularbasis.For this taskwe areusingPacMan[51], a tool thatautomaticallychecksfor updateson anhttp
server, andautomaticallyinstallstheupdatedpackagesasthey becomeavailable.

3.3 Work Around Daemon (WAD)

The stockWeb100kernelmodificationshave beenextendedaspart of this researchto permit tuning morethanjust
TCP’s sendandreceive buffers. At present,our kernelextensionsalsoallow usto tuneTCP’s slow-start,providing a
thresholdto switchto Floyd’s limited slow-start[23]. WecantuneTCP’sadditiveincreaseandmultiplicativedecrease
(AIMD) whichareusedduringlossrecoveryandcongestionavoidance.Tuningtheadditiveincreaseallow usto create
a virtual MSS.We canalsoregulatepacketburstsandreorderingthresholdanddisabledelayedACKs. TheLinux 2.4
kernelhasseveralbuilt in TCPtuningoptions,someof whichgetin thewayof WAD-basedtuning,sowehaveadded
a Web100mechanismto disablethosefeatures.

Wehavedevelopeda tuningdaemon,or work-arounddaemon(WAD), to applythesenew tuningoptionsto desig-
natedTCPflows. TheWAD listenson theWeb100netlinksocket (a communicationmechanismfrom thekernelback
to userspaceusedfor notificationsfrom thekernel)for new TCPconnectionevents.Thedaemonhasa configuration
file thatspecifieswhatflows (source,sourceport, destination,destinationport) areeligible for tuning. Theconfigu-
rationentry for a tunableflow alsoincludessomestatictuning parameters(mode,maxssthresh,AIMD parameters,
reorderingthreshold,etc).An entryfor path“bob” in theconfigurationfile lookslike thefollowing

[bob]
src_addr: 0.0.0.0
src_port: 0
dst_addr: 10.5.128.74
dst_port: 0
mode: 1
sndbuf: 3751239
rcvbuf: 6571899
wadai: 6
wadmd: .3
maxssth: 100
divide: 1
reorder: 9
delack: 0
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Whena new connectionevent from thekernelawakensthedaemon,thedaemoncheckstheconfigurationfile to
seeif it is a tunableflow. For tunableflows, the configurationfile indicatesif thestaticvaluesin the tableareto be
usedor if dynamictuningfrom theNTAF is requested.2 For dynamicallytunedflows, a threadis createdto monitor
andtunetheflow for its duration.At presentdynamictuningis providedfor thesendandreceive buffer sizes(based
on the bandwidth-delayproductfor the pathprovidedby the NTAF) andAIMD values.The tunedsendbuffer size
is usedto dynamicallytunethe AIMD valuesusingFloyd’s table (AppendixB in [22]) at the startof a flow. The
configurationfile alsoindicateswhetherto overrideapplicationsetsockopt() settingsfor buffer sizesandwhetherto
divide thetunedbuffer sizeamongconcurrentflows. ThetuningrequiresWeb100kernelmodifications,but requires
no changesto existing network applications.At flow termination,thedaemonlogsasummaryof its tuningactivities.

Besideshaving theability to tuneTCPconnectionsfor applications,theWAD hasa numberof otherusefulcapa-
bilities. UsingtheWAD, onecanmonitorany Web100variablefor any flow. For example,theWAD canmeasurethe
averagebandwidth,packetretransmissions,timeouts,andround-triptimesof any applicationby watchingtheWeb100
variables.The WAD canalsobe configuredto generatederivedeventsfrom otherWeb100variables.For example,
onecouldgenerateaveragebandwidthfrom otherWeb100variablesasfollows:

AveBW = (DataBytesOut*8)/(CurrTime - StartTime)

The WAD canthengenerateNetLoggereventsfrom thesederivedvaluesandsendthemto the NetLoggeranalysis
tool, nlv, for real-timeanalysisof activeTCPstreams.

We alsohave developeda tracerdaemonthatpolls the kernel(e.g.,every 0.1 seconds)for Web100variableson
configuredflows. This datais savedto diskandhasprovenveryusefulfor diagnosticsandtuning.We haveuseddata
from thetracerdaemonin many of thedataplotsin thispaper.

4 Experimental Results

We have evaluatedvariousTCP optimizationsusingbothnssimulation[11] anda TCP-over-UDP testharness[17]
aswell astheWeb100-modifiedLinux kernel. We have testedvarioustuningoptionsusinga NISTNet [38] testbed
aswell asthe Internet. Even thoughevaluatingdifferentTCP tuningoptionsis problematicover realnetworks,our
first-yeargoalwasto show realperformanceimprovementsin TCPbulk transfersoverrealhighdelay, highbandwidth
networks.Sotheexperimentsdescribedbelow wereperformedacrosstheUS usinghostswith GigE interfaceslinked
to DOE’sESnet(OC12)or Internet2(OC48).

Theresultsgivenin this sectionarenot meantto beconclusive in regardsto proposedTCPmodifications.These
resultsshow the utility of Web100andthe WAD for trying out varioustechniquesover variouspaths. Much more
testingandanalysisareneededto determinewhich of thesemethodsshouldbestandardized.

4.1 WAD Buffer Tuning

A numberof systemshave emergedto addressthe issueof automaticallytuning TCP buffers [43, 20]. Linux 2.4
automaticallydoessendersidetuning,but this only works if the receive buffershave beensetto a largevalue. Dy-
namicRightSizing[20] automaticallydoesreceiversizebuffer tuning,but assumeslargesendbuffers(or aLinux 2.4
autotuningsender).

WAD tuningdaemonsandNTAF clientsarerunningonour testhostsaroundthecountry. WhenaTCPconnection
is requestedfor a tunablepath,theWeb100notificationmechanismwill senda “new connection”event to theWAD
whenthe connectionis established.The WAD at eachendpointcanthensetthe optimal buffer sizebasedon static
informationin theconfigurationfile for thepathor usingabuffer sizeprovidedby theNTAF basedonrecentnetwork
measurements.

Figure2 showsthethroughputfor a10seconddatatransferbetweenORNL andPSC(70msroundtrip time,GigE
interfaces)over theESnetandInternet2network. Thefigureshows untunedthroughputandWAD-tunedthroughput.
Thenetwork-unawareapplicationrunsat lessthan10 Mbits/sec,but thesameapplicationrunsat over 135Mbits/sec
whendynamicallytunedby the WAD – morethanan orderof magnitudeimprovementin throughput. The tuning
daemonat thesourceanddestinationusesdynamicdatafrom theNTAF databaseto increasetheTCPbuffersto nearly
2 MB astheflow starts.Throughputdatawascollectedfrom thekernelwith a tracerdaemonthatpolls theTCPMIB
in theWeb100kernelratherthantcpdump/tcptracecollectionandanalysis.

2ThedaemonperiodicallyqueriestheNTAF for currentpathcharacteristicsandsavestheinformationfor tuningflows.
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Figure2: WAD-tunedversusuntuneddatatransferbetweenORNL andPSC.

4.2 WAD Parallel Stream Tuning

As notedearlier, a numberof applicationshave beenmodified to useparallelTCP streamsto work aroundbuffer
limitationsandimprovethroughput.Parallelstreamstake advantageof thefactthatTCPtriesto sharethebandwidth
equallyamongall flows alonga path. Performanceis improvednot only by gettinga biggershareof thebandwidth,
but � parallel streamswill have � times larger aggregatebuffer size. Slow-startwill start � timesfaster. If a loss
occursin onestream,themultiplicative decreasewill not beTCP’s standard���
	 , ratherthecongestionwindow will
bereducedby only �����
	���� . The linear recovery canbe � timesfaster( � segmentsperRTT ratherthanone),if all �
streamsarealreadyin linearrecovery. Figure3 plotsthecongestionwindow over time for four parallelTCPstreams
transferringdatafrom ORNL to LBNL (GigE/OC12,80msRTT) using2 MB buffersfor eachstream.Theaggregate
congestionwindow is alsoplottedandillustratesthevariousparallelspeedups.Wechosefour streamsfor purposesof
illustration.Theoptimumnumberof parallelstreamsandtheir bufferssizesis anopenresearchquestion.

All four streamsexperiencelossduring initial slow-start,but the aggregatepeakwasfour timeslarger thanthe
individualflows. Thelossin all four streamsresultsin theaggregaterespondinglikestandardTCPwith theaggregate
congestionwindow halved.At 25 seconds,oneof thestreamsexperiencesa loss,but theaggregaterateis cutby only
���
� andrecoveryrateis four timesfasterthanfor onestandardstream.

We consideredusing the WAD to dynamicallyreducethe numberof parallel streamsduring heavy congestion
by tuning thebuffer sizeto zerofor oneor moreof the parallelstreams.However, mostof the parallelapplications
staticallyallocatetheworkloadto all � streams,sothiswasnot a workabletuningoption.

The WAD configurationcanindicatethat the WAD-tunedbuffer sizebe given to every flow on the pathor that
thetunedbuffer sizebesubdividedamongconcurrentflows. With subdivision enabled,thedaemoninitially setsthe
buffer sizeto the tunedvalue. If a secondflow thenstartsup, thenthe first flow’s buffer sizeis cut in half, andthe
secondflow’sbuffer is setto half theoriginal tunedbuffer size.Sowhenfour flowsarein progress,they eachhave �����
the tunedbuffer size. Experimentswith eachof thesetuningmethodswereinconclusive,sometimesthroughputwas
betterfor thesubdividedflows,sometimesnot. However, congestion,asmeasuredby congestionsignalsandnumber
of retransmittedpackets,wasalmostalwaysreducedwhenthebuffer sizewasdividedamongtheconcurrentflows.
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Figure3: Congestionwindow for four parallelstreamsandtheaggregate.

4.3 Virtual MSS and AIMD

Thebehavior of theaggregatecongestionwindow of � parallelstreamsandtheargumentsfor a largerMTU inspired
us to usethe WAD to createa “virtual MSS” for designatedflows. The virtual MSS is implementedby adding �
segmentsto cwndeachRTT duringcongestionavoidance.Thevirtual MSSdoesnot causeIP fragmentation[27] or
reducetheinterruptoverhead.

Theeffect of thevirtual MSS is bestillustratedwhenthereis packet loss. Figure4 illustratestwo transfersfrom
ORNL to NERSCwith packet loss during slow-start. Both flows usethe sameTCP buffer sizes,but one flow is
dynamicallytunedby theWAD to usea virtual MSSof 6 segments(e.g.,a virtual jumboframe).Thecwnddatawas
collectedfrom thekernelwith a Web100tracerdaemon.Theothercomponentof a virtual MSSwould beto initiate
slow-startwith � segments.We havenot implementedthis with theWAD yet becausetheWAD doesnot getnotified
soonenoughto modify the initial window conditions.(Eventually, we mayhave theWAD storesuchinformationin
theroutingcacheandretrievethedataonsocketcreation.)Notethatwhile theuseof avirtual MSSsolvessomeof the
AIMD issues,it hasno impactonhostinterruptissues,whicharecurrentlyabig obstacleto obtainingveryhigh-speed
TCPin a host.

Thevirtual MSSmodifiesonly theTCPadditive increase,themultiplicativedecreasecanalsobeconfiguredfor a
pathandtunedby theWAD. Ratherthandecreasingthewindow by half on a congestionevent,3 we coulddesignate
that for a particularpathit only bedecreasedby 25%. Figure5 illustratesa standardTCPAIMD (0.5,1)flow anda
WAD-tunedAIMD (0.3,6)flow whenpacket lossis encounteredduringslow-start. ThetunedAIMD startsits linear
recoveryfrom ahigherpointandwith asteepersloperesultingin a40%improvementin throughputfor this10second
TCPtransferfrom NERSCto ORNL (GigE/OC12,80msRTT).

We could try to get a singlestreamto performaswell as4 parallelstreamsby settingthe additive increaseto 4
andthe multiplicative decreaseto ���
� (alsosee[16]). (We would alsoneedto set the initial window to 4 to speed
slow-start,but asnotedabove,thatis difficult for theWAD at this time.) As anexample,Table1 showsthethroughput
resultsof GridFTPtransfersof a 200MByte file from ORNL to LBNL (GigE/OC12,80 msRTT). A WAD AIMD-
tuned(0.125,4) singlestreamtransferusing4 MB TCPbuffersgetssimilar throughputto four streamsusing1 MB
buffers. Also resultsfor anuntunedsinglestreamis included.Thetunedstreamis 3.5 timesfasterthantheuntuned
streamandhasmorecongestioneventsbut fewerretransmittedpackets.Thefour parallelstreamsareabout25%faster

3A congestionevent is oneor morepacket losseswithin asingleround-triptime.
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Figure4: Standardcongestionwindow recoveryversus6x virtual MSS.

tuning streams Mbs cong.events rexmits
untuned 1 22.4 5 102

tuned 1 78.4 7 64
untuned 4 98.4 15 320

Table1: GridFTPdataratesfrom ORNL to LBNL.

thanthetunedsinglestream,but have 15 congestioneventsand320retransmittedpackets. Eventhoughtheparallel
andtunedstreamshave morecongestioneventsthanthe untunedstream,they performfasterbecausethey recover
from lossquicker asa resultof their moreaggressive AIMD values.In themajority of our experiments,we have not
beenableto get a singletunedstreamto outperformparallelstreams,thoughthe tunedstreamtypically contributes
lessto congestion.TheWAD can,of course,tuneeachof theparallelstreamsaswell.

OnecanchoosetheAIMD parametersstaticallybasedon pathcharacteristics,or parallel-streamequivalence,or
desiredlevel of service. Floyd proposeda modifiedAIMD for high-delay, high-bandwidthflows that dynamically
adjuststhe AIMD parametersas a function of loss probability and currentcongestionwindow size [22]. As the
congestionwindow growsandshrinks,sodo theAIMD values.We haveexperimentedwith Floyd’s modifiedAIMD
with nssimulationandwith our TCP-over-UDP testharness,but have not yet addedit to theLinux kernelsothat the
WAD canselectit. However, the WAD doesuseFloyd’s table(AppendixB [22]) to selectAIMD valuesbasedon
theconfiguredbuffer sizefor the pathwhena connectionstarts.So if the NTAF recommendeda 2 MB buffer for a
path,thecorrespondingAIMD valueswould be(0.31,11).This is a moreaggressivemodificationthanFloyd’s,since
Floyd’salgorithmvariestheAIMD valuesasthecongestionwindow changes.In thefuture,theWAD will dynamically
monitor the congestionwindow of a flow andresetthe AIMD valuesfor theflow accordingto Floyd’s formulaand
thusavoid having to addFloyd’sAIMD codeto thekernel.

AIMD tuningusuallycanmorethantriple performanceoverasingle,untunedflow andis competitivewith parallel
streams.Thetunedflows canaddto congestionbut arestill “TCP friendly” sincethey still reducetheir transmission
ratein responseto packet loss.Underheavy congestion,our experiencehasbeenthat thetunedAIMD and/orvirtual
MSSflowsrecover fasterbut encounterlossesmorefrequently, sotheTCPsaw-toothis shallowerandsteeperbut ata
higherfrequency. In theseheavy congestionscenarios,thetunedAIMD flowsarenotsignificantlyfasterthanstandard
TCPover thepathswe have tested.Higherbandwidthpathsanddevicesmight show moregainfrom thevirtual MSS
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Figure5: Congestionwindow over time for standardTCPAIMD (0.5,1)andWAD-tunedAIMD (0.3,6).

and/ortunedAIMD values.

4.4 Delayed ACKs

Most TCPimplementationsutilize delayedACKs [9]. Ratherthanacknowledgingevery arriving packet,every other
packetisacknowledged,or thedelayedACK issentafter200ms.DelayedACKscanslow bothslow-startandrecovery
from a lossby a factorof two, sinceslow-startopensthecongestionwindow by onesegmentfor eacharriving ACK,
andduringcongestionavoidancethe congestionwindow grows with eacharriving ACK [3]. The WAD candisable
delayedACKs for designatedflows. Thespeedupof slow-starthasa modesteffect in our cross-countryexperiments
( 10%improvement),thoughthe improvementis a functionof the bandwidth-delayproduct. If thereis packet loss,
acknowledgingeverypacketdoublesthelinearrecoveryrateandcanimprovethroughputtypically by 25%.

4.5 Avoiding loss

A virtual MSSandAIMD adjustmentscanhelpTCPrecover from lossesfaster. We have alsousedtheWAD to tune
flows to reducepacket lossesby adjustingTCP’sslow-startandTCP’s reorderingthreshold.

TCPstartsaflow initially or aftera timeoutby doublingthecongestionwindow for everyACK received.Wehave
observedthatpacket lossesoftenoccurduringthis slow-startphaseoverour high capacity(GigE/OC12)nets.Losses
during initial slow-start canhave a disastrouseffect on throughputover high delay, capacitynets. Recovery from
suchlosseswith standardTCPAIMD could take severalminutes.Slow-startcanovershoottheavailablebandwidth
by a factorof two, so choosingproperbuffer sizemay reduceslow-start losses. However, even with goodbuffer
sizes,slow-startlossesarestill common.We have usedsimulation,our TCP-over-UDPtestharness,andtheWAD to
experimentwith variousmodificationsto slow-start.First,wetriedsettingTCPslow-startthresholdto alow value,this
usuallyavoidedthe initial start-uplosses,but throughputwasnot muchimproved,evenwith aggressive WAD-tuned
AIMD values.Next we addedFloyd’s limited slow-startmodifications[23] to the Linux/Web100kernelandadded
themax ssthreshvariableto theWAD configurationfor apath.During initial slow-startwhenthecongestionwindow
reachesmaxssthresh, TCPswitchesto Floyd’s limited slow-startwhich addsat most ����� ���������� ����!��	 segmentsper
roundtrip time. This moderatesslow-startandin somecasesreducespacket lossesin slow-start. As an example,a
sequenceof testsfrom PSCto LBL (GigE/OC48,75 ms RTT) wereconsistentlygettingslow-startlossesabout0.7
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secondsinto thetransferandtheresultingbandwidthwas98Mbsfor a10secondtestwith standardTCP. UsingFloyd’s
limited slow-startthe losseswereeliminated,andthe10 secondtransfersreached192Mbs ( ���"� ���#���$�� ��%�'&(��)�) )
and204Mbs ( ���"� ���#���$�� ��%��&*	
)") ) – a factorof two improvement.Howeverduringhigh congestion,themodified
slow-startmerelydelayedthe congestionevent, andperformancewasnot muchbetterthanstandardTCP. Figure6
illustratesthreedatatransfersfrom ORNL to CERNin Switzerland(150msRTT) with 2 MB buffers. Onetestused
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Figure6: Congestionwindow for threetestsfrom ORNL to CERN.

four parallelstreamsandreachedanaggregaterateof 58Mbswith 8 congestioneventsand155retransmittedpackets.
Theothertwo testswereWAD-tunedsinglestreamswith AIMD of (0.125,4) to try andmatchtheeffectiveAIMD of
theparallelstreams.Oneof thesinglestreamsusedFloyd’s limited slow-start( ����� ���������� ���� of 100segments),and
its moregradualslow-startis evidentin thegraph.For thesetests,thelimited slow-startattained29Mbs(1 congestion
event,13 segmentsretransmitted)comparedto 38 Mbs (2 congestionevents,41 packetsretransmitted)for theother
WAD-tunedstream.We continueto experimentwith slow-starttuning.

Someof thepathsoverwhichwehavebeencollectingNTAF datashow significantreorderingof packets.Standard
TCPwill treatout of orderpacketsasa packet lossif thepacketsaremorethanthreepositionsout of order. We have
addeda WAD variablesothattheuser(or theNTAF) cansetthere-orderingthresholdfor a path.Figure7 shows the
instantaneousandaveragebandwidthfor two testsfrom LBNL to ORNL (GigE/OC12,80msRTT, 2 MB buffers).One
testusesthedefaultthresholdof 3 andreachesonly 18Mbsafter10seconds.Theflow experienced9 congestionevents
andretransmitted289packets,but thereceiver reported289duplicatepacketsreceived. Sononeof thepacketswere
actuallylost, they merelyarrivedout of order. We reranthe testusinga reorderingthresholdof 19 andreached282
Mbsafter10 secondswith no packet loss.This tuningresultedin anorderof magnitudeimprovementin throughput.

5 Related work

NLANR hasanauto-tuningFTP[39] thatusesa train of ICMP or UDP packetsto estimatetheavailablebandwidth
andround-trip time betweenthe client andserver. Using the bandwidth-delayproduct,buffer sizesare thensetat
the client andserver. Tierney et al. [47] provide an API andnetwork daemonsthat allow oneto modify a network
applicationto querya daemonfor theoptimalbuffer sizeto beusedfor a particulardestination.For example,anFTP
serverandclientmight issueacall like

tcp_buffer_size = EnableGetBufferSize(desthost);
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andthenusethat valueto set the TCP buffer sizes. The Enabledaemonsperiodicallymeasurethe bandwidthand
latency of designatednetwork pathsandprovide that informationto client asanRPC-like service.It is alsopossible
to generatescriptsor commandfiles thatwould usetuningdatafrom theEnabledaemonto tunenetwork applications
thataccepttuningarguments.

ParallelTCPstreams[25] offer anotherway to getaroundTCP-sizewindow limits. Thereareseveralparallelfile
transfersprotocolsincluding bbftp [19] GridFTP[1] andpsockets [44] and iperf [40] is a path-testingtool that has
parallelstreamoptions.

In 1998,Semke, Mahdavi andMathis[43] describemodificationsto a NetBSDkernel that allows the kernel to
automaticallyresizethe sender’s buffers. (The receiver needsto advertisea ”big enough”window.) The kernel
modificationsallow a hostthatis servingmany clientsto morefairly sharetheavailablekernelbuffer memoryandto
providebetterthroughputthanmanuallyconfiguredTCPbuffers.For applicationsthathavenotexplicitly settheTCP
sendbuffer size,thekernelwill allow thesendbuffer to grow with theflow’s congestionwindow (cwnd) andutilize
theavailablebandwidthof thelink (up to thereceiver’sadvertisedwindow). If thenetwork memoryloadontheserver
increases,thekernelwill alsoreducethesenders’windows. Sono modificationarerequiredto sendingapplications.

Beginningin 2001,FengandFisk [20] describemodificationsto aLinux 2.4.8kernelthatallow thekernelto tune
the buffer sizeadvertisedby the TCP receiver. The receiver’s kernelestimatesthe bandwidthfrom the amountof
datareceivedin eachround-triptime andusesthatbandwidthestimateto derive thereceiver’swindow. Thesender’s
window is not constrainedby thesystemdefault window sizebut is allowedto grow, throttledonly by thereceiver’s
advertisedwindow. (TheLinux 2.4kernelallowsthesender’swindow buffer to grow. For otherOS’s,thesenderwould
have to beconfiguredwith a ”big enough”buffer.) Thegrowth of thesender’s congestionwindow will belimited by
currentlyavailablebandwidth. High delay, high bandwidthflows will automaticallyuselarger buffers (within the
limits of the initial window scalefactoradvertisedby the receiver). No modificationsarerequiredto eitherclient or
servernetwork applications.Also seeAllman/Paxson[5] on receiver-sidebandwidthestimation.

In 2001, the Linux 2.4 kernel includedTCP buffer tuning algorithms. For applicationsthat have not explicitly
set the TCP sendandreceive buffer sizes,the kernelwill attemptto grow the window sizesto matchthe available
bandwidth(upto thereceiver’sadvertisedwindow). LiketheSemkework describedabove,if thereis highdemandfor
kernel/network memory, buffer sizemaybelimited or evenshrink. Autotuningis controlledby new kernelvariables
andis disabledif theapplicationdoesits own setsockopt() for TCP’sSND/RCVBUF. TheLinux 2.4advertisedreceive
window startssmall andgrows with eachsegmentfrom the transmitter, even if a setsockopt() hasbeendonefor the
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receiverwindow.
Independentof auto-tuning,the Linux 2.4 kernelhasa ”retentive TCP”, caching(for 10 minutes)TCP control

informationfor a destination(cwnd, rtt, rttvar, ssthresh,andreorder). The cachedcwnd valueis usedto clampthe
maximumcwndvaluefor thenext transferto thatdestination.Thecachedssthreshwill cutoff the slow-startfor the
next transfer. For highdelay/bandwidthpaths,ourexperiencehasbeenthatthis featuretendsto reducethethroughput
of subsequenttransfers,if anearly transferexperiencesloss. Oneof thekernelmodificationsmadefor Web100was
to provide a way to disablethis caching. Linux 2.4 also does”speculative” congestionavoidance. If a flow has
enteredcongestionavoidancebecauseof duplicateACKs or timeout, and the missingpacket arrives ”soon”, then
cwnd/ssthreshwill berestored(congestion”undo”). Thereorderingthresholdwill be increasedfor this pathaswell.
Finally, theLinux 2.4kernelACKseverypacketduringinitial slow start.

6 Summary and Future Work

The combinationof the Web100TCP MIB, the Network Tool AnalysisFramework (NTAF), andthe Work Around
Daemon(WAD) have proven effective in transparentlytuning TCP flows, often giving an orderof magnitudeim-
provementfor bulk transfersover standardTCP on high delay, high bandwidthnetworks. The Web100-basedtools
andkernelextensionshave beeneffective for evaluatingnew TCPtuningoptionson real networks,permittingus to
selectdifferenttuningoptionsbasedon pathcharacteristicsor desiredlevel of service.Our testinghasincludedemu-
lationandsimulation,but moretestingis neededto determinewhichTCPtuningoptionsshouldbestandardized.The
NTAF dataandWeb100datahavealsobeenusefulfor diagnosingnetwork andapplicationbottlenecks.

Futurework will look at how to decidewhento useparallelstreams,thenumberof streamsto use,andthe size
of the buffers for eachstream. We alsowill seeif our framework canbe usedto distinguishbetweenrandomloss
andcongestive loss. We alsoplan to investigateadditionalalgorithmsfor tuning the congestioncontrol parameters
(AIMD) for aflow [7, 13, 50] andto addFloyd’sAIMD modifications[22] asatunableoption.Wewill continueto try
andavoid packet lossthroughslow-startmodificationsandVegas-like controls[10] andvariousburst-reductionand
rate-smoothingtechniques.We will look at WAD-to-WAD communicationbetweensenderandreceiver for out-of-
bandtuningof flows. We will alsobeinvestigatingtuninglatency-sensitivedistributedapplications.We hopeto port
theWeb100extensionsto otheroperatingsystems.

Parallel streamsandAIMD tuningcanbeunfair to othernetwork usersandarenot appropriatein someInternet
contexts. Wearesensitiveto issuesof fairnessandpossiblecongestioncollapse[21], but onanintranet,suchasDOE’s
ESnet,it maybemoreeconomicalto beunfair (in astrictTCP-friendlysense)thanto fix thenet.Thisis anappropriate
policy only whensupportedby explicit coordinationwith thenetwork owners.A naturalextensionto thiswork would
be to addpolicy configuration,controls,or evenmanagementprotocolsto the WAD, suchthatuserscanbe granted
privilegedaccessto network capacity.
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