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ABSTRACT

This reportdescribesanimplementationof a TCP-like protocolthatrunsover UDP. This TCP-like
implementation,which doesnot requirekernel modifications,provides a test harnessfor evaluating
variationsof the TCP transportprotocol over the Internet. The test harnessprovides a tunableand
instrumentedversionof TCPthatsupportsReno,NewReno,andSACK/FACK. Thetestharnesscanalso
beusedto characterizetheTCP-performanceof a network path.Severalcasestudiesillustratehow one
cantunethetransportprotocolto improve performance.
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1 INTR ODUCTION

As partof our efforts in improving bulk transfersover high speed,high latency networks,we have
developedan instrumentedand tunableversionof TCP that runsover UDP (atou, “almost TCP over
UDP”). TheTCP-likeUDPtransportservesasatestharnessfor experimentingwith TCP-likecontrolsat
theapplicationlevel andfor characterizingnetwork paths.Theimplementationprovidesoptionalevent
logsandpacket tracesandcanprovide feedbackto theapplicationto tunethetransportprotocol,much
in the spirit of web100[21] but without the attendantkernelmodifications.Part of the motivation for
developingsucha testharnessarosefrom bugswediscoveredin theAIX TCPstack.

In the next section,we give a brief review of the TCP transportprotocol. In Section3, we review
othermechanismsfor evaluatingTCP. Section4 describestheimplementationof ourTCP-over-UDPtest
harness.Section5 describesexperienceswith tuningthetransportprotocolin variousnetwork settings.
Section6 describesrelatedwork. Thefinal sectionsummarizesourwork andconsidersfutureextensions
to thetestharness.Thereis alsoanappendixthatdescribeshow to build andusethetestharness.
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2 TCP TUTORIAL

Sincethe objective of our UDP protocol is to behave like TCP, we will briefly summarizeTCP’s
characteristicsin thissection.TCPprovidesa reliabledatastreamover IP. IP is apacket-basedprotocol,
wherepacketscanbelost,duplicated,corrupted,or canarriveoutof order. TCPusessequencenumbers,
checksums,positive acknowledgements,andtimeouts/retransmissions to provide a reliabledatastream.
TCPis usedfor mostof theInternetservicessuchasmail, http, telnet,andftp.

TCPtriesto senddatain MSS-sizedpackets.MSS,maximummessagesize,is negotiatedwhenthe
TCPconnectionis established.TheMSSshouldreflecttheminimumMTU of theinterfacescomprising
thepath. (PathMTU discovery canbe usedby thehoststo find theappropriateMSS [23].) TheMSS
for Ethernetnetworks is usually1460.Part of our TCP-over-UDP protocolstudyconsidersusinglarger
segmentsizes,thoughmostTCPimplementationshave little controlover MSS.Sendingdatasegments
larger than the MTU causesIP to fragmentthe segment,and IP fragmentationusuallyhurtsnetwork
performance[18]. We canavoid fragmentationby creatinga “virtual MSS” by sending

�
segmentsat

initial startupandaftera timeout,andby adding
�

segmentsperRTT duringlinearrecovery.
TCPusesa sliding-window protocolto implementflow control. Thereceiver advertiseshis receiver

window whichindicatesthemaximumnumberof byteshecancurrentlyaccept.Thetransmittermustnot
sendmoredatathanthereceiverwindow permits.Bothtransmitterandreceivermustreservebuffer space
equalto this window size.Theoperatingsystemhasa default window size,but theapplicationprogram
canchangethis value. Thewindow sizeis themostcritical parameteraffectingTCPperformance,yet
many applicationsdo not supporta way for changingthisvalue.

The window sizeshouldbe equalto the productof the round-triptime timesthebandwidthof the
link. Thedefault window sizefor mostOS’s is 16K or 32K bytes.For highbandwidth,highdelaylinks,
this is usuallyinadequate.For example,for a RTT of 60mson a 100Mbslink, whenthereceiver hasa
16K window, themaximumthroughputwill beonly 266KBs! To reachfull bandwidthon this link, the
receiver needsto have a window of 750KB. (The senderalsoneedsa 750KB buffer becausehe must
buffer all datauntil it is acknowledgedby the receiver.) This revealsanotherproblemfor theuser, the
sizeof thewindow field in theTCPpacket is only 16-bits. To supportwindow sizeslarger than64KB,
theOSmustsupportwindow-scaling,a relatively new TCPoption[17].

Prior to 1988,TCPsenderswould usuallyblasta window-full of dataat thereceiver. VanJacobson
[16] noticedthat this wasleadingto congestioncollapseon theInternet.TCPwasmodifiedto provide
congestionavoidance. Whena senderstartedup (slow start), it would sendonesegment(MSS), and
thensendoneadditionalsegmentfor eachACK, until the receiver’s window wasreachedor a packet
waslost. (Slow-startgrows thewindow exponentially.) TCPusesa variable,cwnd, to keeptrackof this
collision window. If a packet waslost asdetectedby a time out or threeconsecutive duplicateACK’s,
the transmitterwould halve ������� (multiplicative decrease)saving the value in �	��
��������� , resendthe
”lost” packet (fast retransmit),thenset ������� to oneandgo throughslow startagainuntil it reached
����
���������� . After reaching����
���������� , the senderwould increment������� only onceper round-triptime
(congestionavoidancephase,additive increase).ThusTCPteststhelink for availablebandwidthuntil a
packet lossoccursandthenbacksoff andthenslowly increasesthewindow again.Thisadditive-increase
multiplicative-decreaseconvergesin thefaceof congestionandis fair. (TCP’s notionof fair is that if N
TCPflows sharea link, eachshouldgetabout1/Nth of thebandwidth.)

Themostwidely deployedimplementationof TCPis Tahoe[25]. TahoeaddeddelayedACK’s– the
receiver canwait for two segments(or a timer) beforesendingtheACK. This canslow bothslow-start
andcongestionavoidancesincebothareclockedby incomingACKs. Tahoealsoaddedfastretransmit,
ratherthanwaiting for a timeoutto indicatepacket loss.Whenthetransmitterreceivesthreeconsecutive
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duplicateACK’s, it resendsthelostpacket.
More recentenhancementsto TCP werecalledReno[5], NewReno[13], SACK [19], andFACK

[22]. Renoaddsfastrecovery to fast retransmit,oncethe collision window allows, new segmentsare
sentfor subsequentduplicateACKs. NewRenohandlesmultiple losseswithin a window and partial
ACKs. SACK hasthereceiver sendadditionalinformationin its ACK aboutpacketsthatit hasreceived
successfully. This way the sendercanre-sendmissingsegmentsduring fast retransmitandmove the
left-edgeof thewindow. Oftenrecoveryisexiteduponthereceiptof anACK cumulatively acknowledging
a largenumberof packets,thisallows thesenderto transmitaburstof packets.
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3 TCP OVER UDP

The experimentalTCP-over-UDP protocol that we developedincludessegment numbers,time
stamps,selective ACKs, optionaldelayedACKs, sliding window, timeout-retransmissionsandvarious
parametersto control window/MSS sizesand congestionavoidance. The test harnessconsistsof a
configurableclient(transmitter)andanACK-server(receiver). ThetransmittersupportsReno,NewReno,
andSACK/FACK. Theprotocoltransmitssegmentson thefirst two dupACKs (limited transmit[2]).

timestamp segment#

SACKblks start1

start2

start3

end1

end2

end3

Fig. 1: Packet headers

Theprotocolheaderincludestimestampandsegmentnumber(Figure1). Thetimestamp(gettimeofday())
hashigherresolutionthanLinux TCPtimestamp(jiffies). Thereceiver’sheaderincludesthetransmitter’s
timestamp,thesegmentnumberof thelastgoodcontiguoussegmentandup to threeoptionaltwo-word
blocksof SACK info. ThecumulativeACK is just likeTCP’s,with optionaldelayedACK supportwhere
theACK delaymaybespecifiedaswell.

A simpleconfigurationfile controlsthetransmitter. Table1 lists thevariablesthatcanbeconfigured
onthetransmitter. Thereceiverdoesnotadvertiseareceivewindow, sothetransportwindow iscontrolled
from thetransmitter. Thetransmittercanbeconfiguredwith variousMTU/MSS andwindow sizes,and
variouscongestionavoidancealgorithmsincludingvariablesto altertheAdditive-IncreaseMultiplicative
Decrease(AIMD) parameters.Thereceivercanbeconfiguredwith aRCVBUFsize,portnumber, SACK,
delayed-ACK time value,anddebug level. Thereceiver keepstrackof missingandduplicatesegments
andsupportsaTCP-likecumulative acknowledgementschemewith optionalSACK support.

ThetransmitterbehaveslikeTCPwith Reno,NewReno,orSACK/FACK usingslow-startandcongestion
avoidance.Upontermination,asummaryof theconfigurationandsessionstatisticsareprintedasbelow.

config: portcli $Revision: 1.29 $ port 7890 debug 4 Tue May 22 05:18:54 2001
config: initsegs 2 mss 1460 tick 1.000000 timeout 0.500000
config: rcvrwin 300 increment 1 multiplier 0.500000 thresh_init 1.000000
config: newreno 1 sack 0 delack 0 maxpkts 12000 burst_limit 0 dup_thresh 3
config: sndbuf 32768 rcvbuf 32768
swift => stingray.ccs.ornl.gov 38.835049 Mbs win 300 rxmts 0
3.609111 secs 17520000 good bytes goodput 4854.381103 KBs 38.835049 Mbs
pkts in 11542 out 11999 enobufs 0
total bytes out 17518540 loss 0.000 % 38.831813 Mbs
rxmts 0 dup3s 0 packs 0 timeouts 0 dups 0 badacks 0 maxack 24 maxburst 300
minrtt 0.065249 maxrtt 0.098987 avrgrtt 0.077747
rto 0.067194 srtt 0.066705 rttvar 0.000122
win/rtt = 45.069119 Mbs bwdelay = 377 KB 258 segs
snd_nxt 12000 snd_cwnd 300 snd_una 12000 ssthresh 300 snd_max 12000

With adebug level of 4 or higher, atracefile is producedfor eachtransmitandACK packet. Thedata
includestimestamp,segmentnumber, round-triptime,congestionwindow, andthreshold.Thefollowing
illustratestracefile contents.
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mss UDPdatagramsize,normally1472
rcvrwin receiver window sizein segments(20)
newreno if 1, usenewrenoratherthanreno(1)
sack if 1, useselective ack(0)
fack if 1, useMathisselective ack(0)
rampdown if 1, useMathisrampdown FACK option(0)
timeout timeoutfor retransmission(1 second)
tick selecttimer, 0.5seconds
maxidle numberof secondswith no ACKsbeforegiving up (10)
initsegs numberof segmentsin initial window (2)
multiplier cwnd= multiplier*cwnd if loss(0.5)
increment in congestionavoidance,how muchto addto cwndeachRTT (1)
threshinit percentof rcvwin to initially setssthresh(1)
dup thresh numberof dupACKs to triggerre-transmit(3)
burst limit maxnumberof segmentsto sendatonce(0 == unlimited)
maxpkts how many segmentsto send(0, unlimited)
maxtime numberof secondsto send(10)
port UDPportnumber(7890)
sndbuf UDPSNDBUF size(32768)
rcvbuf UDPRCVBUF size(32768)
droplist list of segmentsto drop
debug level of debugging(0)

Table1: Configurable parametersfor the transmitter

0.408133 258 xmt
0.408196 234 0.038062 26 26 ack
0.408259 259 xmt
0.408346 235 0.038069 26 26 ack

Fromthetracefile, onecanplot tcptrace-like information(RTT over time,cwndover time, average
andinstantaneousbandwidth,ack-sequencenumber, etc). Writing the tracefile canslow performance
for high speedinterfaces.With thedrop-list,onecaninducelossfor testingpurposes.Thereceiver also
reportseffective bandwidth,numberof ACKs sent,andnumberof segmentsdropped(or arriving out of
order)andthenumberof duplicatedsegments.

Dependingon the debug level, events(timeouts,retransmissions,etc.) are loggedon stderr. The
eventsin Figure2 illustratea retransmitresultingfrom threeduplicateACKs,anda retransmitresulting
from a timeout.Thepackrxmit areNewReno(or SACK) retransmitsduring”recovery.” A badack is an
outof orderACK or duplicatedACK.

3duprxmit pkt 416 nxt 616 max 616 cwnd 200 thresh 200 recover 0
timerxmit pkt 417 snd_nxt 616 snd_max 617 snd_cwnd 100 thresh 100
3duprxmit pkt 2744 nxt 2844 max 2844 cwnd 100 thresh 100 recover 0
packrxmit pkt 2747 nxt 2844 max 2845 cwnd 100 thresh 50 recover 2844 una 2744
packrxmit pkt 2750 nxt 2845 max 2845 cwnd 98 thresh 50 recover 2844 una 2747
badack 6636 snd_max 6808 snd_nxt 6808 snd_una 6661
badack 6892 snd_max 7048 snd_nxt 7048 snd_una 6899

Fig. 2: Eventsrecordedon stderr

TheTCP-like UDP transportalsocanmake goodround-tripestimatesfrom the time stamps.Most
TCPstacksuseacoarse(0.5second)resolutiontimer for estimatinground-triptime,andTCPtimesonly
onepacketperround-triptime. TheTCPestimatesarecomplicatedby retransmissionsanddelayed/cumulative
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ACKs. NewerTCPimplementationssupporta time-stampoption.Fromanalysisof thetime-stampdata
for ourUDPprotocolover theORNL-NERSClink, wechoseto initially implementasimpleone-second
timeout.(Timeoutsarerare,andpacket lossis usuallydetectedby multiple duplicateACKs.)
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4 CASE STUDIES

We have usedour TCP-over-UDP protocolon a wide variety of networks includingDOE’s ESnet
(OC12andOC3),a dual ISDN link, Ethernet,FDDI, GigE, wireless(802.11b),andHiPPI2/GSNlinks
with 64K MTU (reached1.3 Gbs). We have comparedour TCP-over-UDP performancewith TCP
over the samepaths. We have usethe protocol to evaluatethe effectsof alteringvariousTCP control
parametersandto characterizetheperformanceof network paths.

4.1 ORNL-NERSC

As notedin theintroduction,muchof our protocolstudyis directedtowardcharacterizingnetwork
pathsandimproving bulk transferdataratesover high bandwidth,delaypaths.Most of ourexperiments
have beenconductedover ESneton bothOC12andOC3links, fed by both100TandGigabitEthernet
hosts. We conductedvariousexperimentsbetweenhostsat ORNL and NERSCin California using
differentbuffer sizes,differentTCPoptionswithin AIX, anddifferentinterfaces.WeevaluatedbothTCP
andour TCP-like UDP transport.Figure3 illustratesthethroughputbehavior of a TCP-over-UDP flow
with no loss.TCP(andour TCP-like UDP protocol)startswith a smallwindow andthenexponentially
increasesit until lossoccursor theavailablebandwidthor receiver’s window sizeis reached.As canbe
seenin thefigure,in lessthana second,availablebandwidthis reached.Therateor time to reachpeak
canbecalculatedanalyticallyaswell, sinceoneadditionalsegment(MSS-sized)is transmittedfor each
ACK received,which takesoneround-triptime. We can’t do anything aboutthe round-triptime, so if
wewish to improve thestartupperformance,weneedto havea largerMSSor try a largerinitial window
size.OurUDPtransporthasoptionsfor increasingtheMSSandinitial window size.WhenTCPreaches
a steady-state,thetransmitteris regulatedby theACK arrival rate.NOTE: It takesmany secondsover a
high delay/bandwidthpath(suchasour ORNL-NERSCpath)to reachcapacity. Thestartupratecanbe
slowedby afactorof two if thereceiverutilizesdelayed-ACKs(sendinganACK for everyothersegment
received).

To improve this recovery rate,oneeitherneedsa biggerMSS or a larger additive increasein the
recovery algorithm. (TCPaddsonenew segmentperRTT.) Usingour UDP transportor thesimulator,
wecanexperimentwith alteringthis increment.(Increasingtheincrementturnsout to be”f air”, because
asit is, if multiple TCP flows aresharinga link andthereis congestion,they all halve their rates,but
thenodesnearer(shorterRTT) will getmoreof thebandwidththanthedistantnode.)As with startup,a
delayed-ACK receiver alsoslows down thelinearrecovery. To furtherspeedrecovery, onecouldreduce
cwnd by lessthanhalf. Wehavedonea few experimentsadjustingtheseAIMD parameterswith our test
harness.Figure4 comparesstandardAIMD parameters(0.5,1)with settingcwndto 0.9of its valueand
adding10 segmentsperRTT. With suchaggressive behavior, onemustworry aboutbeingfair to other
competingflows [12]. Therearea numberof papersthat look at increasingTCP’s initial window size
andalteringtheAIMD parameters[3] [9] [4] [15].

Most TCP-stacksutilize delayedACKs [1], ourUDPtransportcandisabledelayed-ACKs andprofit
from a slightly fasterstartuprate. The effect of delayed-ACK’s on throughputis evident in Figure
5. The figure shows averageand instantaneousthroughputof a TCP-like transferwith and without
delayedACK’s. Usingthedroplist in ourTCP-like UDP transport,we have droppedtwo packetsin two
transfersfrom ORNL to NERSC.Eventhoughthetransfersarecompetingwith otherInternettraffic, the
non-delayedACK transferstartsup fasterandrecoversfrom thelossfaster.

Usingthens[8] simulator, Figure6comparesaverageandinstantaneousthroughputfor anEthernet-sized
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Fig. 3: Averageand instantaneous(0.1secsamples)bandwidth for transfer fr om stingray to swift using
our TCP-lik e UDP transport

segment(1500B)versusa jumbo-framesegment(9000B).As notedearlier, both startupandrecovery
times are effected by the segment size, and TCP generallyfavors flows with larger segment sizes.
ATM supportsa 9K segmentsize,andFDDI supportsa 4K segment,so if bothendpointshaddifferent
network interfacesandtheinterveningpathsupportedthelargersegmentsize,thenthroughputshouldbe
improved.

With ourTCP-likeUDPtransport,we canexperimentwith largerMSSsizes.Weuseda largerMSS
(2944and5888bytes)with ourUDP transportandgotbetterthroughput.For thesamenumberof bytes
transferredandthesameeffective window sizewe got 50 Mbs with 1472-bytedatagram,55 Mbs with
2944-bytedatagram,and58Mbs with 5888-bytedatagram(Figure7). TheUDP datagramsgreaterthan
the 1500-byteEthernetMTU are fragmentedby IP. Theselarger datagramshave an effect similar to
TCP’s delayed-ACK, in that all fragments(MTU-sized)have to arrive beforethe receiver ACK’s the
datagram.KentandMogul, however, arguethatIP fragmentationusuallylowersnetwork performance.

The sameeffect canbe gainedby usinga ”virtual MSS”, that is, choosingan initial startupof K
segments(initsegs) andthenaddingK segmentsperRTT (increment) duringrecovery. Thevirtual MSS
avoidstheIP fragmentation[15]. Figure8 illustratesa transferfrom NERSCto ORNL with two packet
dropsusingthedefault MSSandthenusingavirtual MSSof 10segments.Thevirtual MSSis alsoused
for slow start,sothereis improvementin startingtheconnectionaswell.

Theconfigurationvaluesinitsegs andthreshinit affect therateanddurationof slow start.As noted
above, theinitial window size(initsegs) canbeusedto createavirtual MSS,andthereareseveralpapers
[3] [4] on choosingthe initial window size. Slow startstopswhenssthresh is reached.In mostTCP
implementations,theinitial valueof ssthreshis infinite, andis setto cwnd/2whencongestionoccurs.If
the transferis not window-limited, our experiencehasbeenthatpacket lossoftenoccursduring initial
slow start,soonecanset threshinit to somefractionof rcvrwin to try to avoid this early loss. Setting
threshinit to zeromakestheinital valueof ssthreshinfinite.
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4.2 UT-ORNL

An OC3 (150 Mbs) connectsORNL andUT. We testedthroughputbetweentwo 100 Mbs hosts
andfound that theATM/OC3 hasbeenprovisionedasa VBR link. Using rate-basedfloodingof UDP
packets,we canreachnearly100Mbsfor a shortwhile, thenthe traffic policing cutsthesustainedrate
to about50 Mbs. Wesaw similar behavior usingAAL5/ATM. TheVBR policy hasaninterestingaffect
on TCP, letting it rampup during slow-start, thendroppingsegmentsto bring the sustainedrateback
down. Choosinga window of about22KB avoidsany packet lossandachievesa bandwidthof 41 Mbs.
Larger window sizesinducelossandreducebandwidth,smallerwindow sizescausethe transferto be
buffer-limited.

4.3 ORNL-CABLE

We testedthroughputand loss characteristicsfrom a homecable-modemsystemto ORNL. The
routeis asymmetricandtortuous,some20+ hopsall the way to the westcoastandback. During one
testperiod, the route into the homecablemodemappearedto split the traffic acrossmultiple routes.
Rate-basedUDPfloodingcouldreach6+ Mbs in to thehomewithout loss,but our testsoftwareshowed
that the UDP packets werewildly out of order (60% of the packets). Packets could be displacedby
asmuchas30 positions. TCP inboundthroughputover this pathcould only reach700 Kbs, because
TCPtreats3 out of orderpacketsasa lossanddoesa retransmit.With our TCP-like UDP protocol,we
increasedthe”dup threshold”to 9 to accountfor themassive re-orderingandimproved the throughput
to 1.7Mbs.
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4.4 ORNL-CABLE (ACK-LIMITED)

Thecablemodemsystemwe weretestinglimits dataratesfrom thehometo 128Kbs. This limit in
combinationwith themutli-hoprouteactuallylimited our throughputinto thehome.Our TCPtestsinto
thehomecablemodemwereactuallyfasterthanwhat we couldachieve with our TCP-over-UDP. Our
TCP-over-UDPwasnotusingdelayedACKssotherewastwiceasmuchbandwidthbeingconsumedon
theACK path,andweweresendingemptySACK blocks,furtherwastingACK bandwidth.Wetrimmed
off the emptySACK blocks in the ACK pathand thenenableddelayedACKs in our TCP-over-UDP
softwareandthatpermittedusto meetor exceedtheTCPbandwidth.Sofor this configuration,delayed
ACK’sprovidedaspeedup.
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5 RELATED WORK

Theprimaryobjective of our TCP-over-UDP wasto provide a testharnessfor evaluatingtheeffect
of alteringTCPparameters.If onehaskernelaccess,onecanof coursemodify thekernelto experiment
with TCP. We alsohave donesomekernel-level testingover a NISTNet [24] testbedandaspartof our
Net100[10] project.In addition,we have doneprotocolexperimentswith thens[8] simulator.

The other applicationof our TCP-over-UDP protocolwas to characterizepathperformancefor a
TCP-like protocol. The Treno tool [20] also tries to characterizethe TCP behavior of a path using
UDP or ICMP packets with sequencenumbers,timeouts,and a TCP-like slow-start and congestion
avoidance. Treno is a sender-side only test, relying on ICMP packets from the target to return the
transmittedsequencenumbers.More recently, Allman [6] describesa TCP-over-UDP implementation,
cap, for measuringbandwidthcarryingcapacityof a path. Our transportprotocolcanprovide detailed
performanceinformation on a given flow, the Web100project [21] also provides detailedTCP-flow
informationusingamodifiedLinux kernel.
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6 SUMMAR Y

We have testedour TCP-like protocol on a variety of networks including on our NISTnet [24]
emulationtestbed. We have testedthe protocolon a numberof operatingsystems,including Linux,
Solaris,Sun OS, Irix, FreeBSD,Compaq’s OSF, and AIX. We also did a port to Windows as well,
thoughthesourcefiles do not containthosemodifications.WhereTCPcouldbetuned,we tried to get
TCP to matchor exceedthe UDP client/server datarate. The TCP-like protocolhasprovided higher
throughputin somecasesthanTCP.

Thesoftwareprovidesbothatime-stampedpacket log andevent-basedinformation(entering/leaving
recovery, timeouts,out-of-orderACKs,etc.)Thedebugmodesgiveusefulinformationonwhichpackets
were lost, window/thresholdchanges,bandwidth,round-trip times, and the classicalsequence/ACK
numbergraphs. The event and trace data have beenvery useful in understandingpacket loss and
throughputonvariouspaths.

TheTCP-like UDP protocolis appealingbecauseit doesnot requirekernelmodsto tweakTCP-like
congestion/transport parameters.Wehavedemonstratedstrikingchangesin performancewhenmodifying
our transport’s buffer size,MSSsize,or theAIMD parameters.DisablingdelayedACKsandalteringthe
dup thresholdhasalsoimprovedperformancein somenetworks. For multiple losseswithin a window,
the SACK/FACK optionsimproved recovery asexpected. We did not seemucheffect in altering the
burst limit or theinitial ssthreshvalue.

Our TCP over UDP cando somethingsthatmostTCP implementationscannotdo. We caneasily
changetheTCP-like control parameterswithout makingkernelmodifications.Parametermodification
will applytoonlyoneflow, sowecancantuneeachflow. Theapplicationusingatoucanbenetwork-aware
andcanmodify in realtimetheTCP-likecontrolparametersbasedonfeedbackfromthepacketprocessing
layer(notunlikeWeb100[21]). Wecancollecteventandtracelogsonaparticularflow, thoughwecould
get similar informationfrom tcpdump/tcptrace.We canretaintheTCP-like control informationacross
runsandpre-setvariouscontrolparametersbasedon previous runs. We canhave an MSS biggerthan
theMTU, thoughIP fragmentationresults,or createa ”virtual MSS”. Thereis no Naglealgorithm,so
we neednotworry aboutdisablingNagleto improve performance.

On theotherhand,ourTCP-over-UDP cannotdo somethingsthatTCPcando.

� Ouratou protocolis one-way, a transmitteranda receiver.

� HandlingtheUDPpacketsat theapplicationlevel requiresacontext switch,andif theapplication
is busy, UDP packetsmaybelost if theRCVBUF is not largeenough.

� Thepacket handlingdelaycanalsocontribute to ACK compression.

� The UDP transportmust do a read/writefor eachMSS-sizesegmentsuffering the OS context
switch.TCPcando largewrite’s reducingOSoverhead.

� Timer managementfor sendertimeoutsor delayedACKs at the receiver is lessefficient thana
kernelimplementation.

� Addingan”applicationlayer”,e.g.afile transfer, will requiremulti-threadingandbuffer management
thatcouldreduceeffective throughput.

� We calculateRTO usingthe timestampsin the packet, but we do not usethe RTO valueat this
time. We just usea 1 secondtimeoutfor our tests,thatservesour usesto date. We canalter the
tick resolutionandsupporttimeout’s lessthan1 second.
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� Ourprotocolusessegmentnumberingratherthanbytenumberingfor sequencing.

� Our receiver doesnotsendback”available” window information.

� OurUDP won’t beableto seeECN [11].

We continueto testandextendtheimplementation.If we canshow thetransportprovidesa distinct
advantageoverTCP, thenweneedto wrapit with afile transferprotocol.This is anon-trivial extension,
requiringbufferingatbothtransmitterandreceiver, threads,andflow-control(likeTCP’sslidingwindow).
We have alsoconsideredhaving a file transferprotocolthatcouldtake packetsout of order, presumably
keepingthereceiver’s advertisedwindow open.

We’ve alsolookedat retainingtransportcontroldataon a perdestinationbasis.Sinceour TCP-like
UDP transportprotocol is at the applicationlayer, the applicationcanget feedbackfrom the transport
(RTT, retransmits,timeouts,duplicateACK counts,cwnd,ssthresh,bursts,cumulativeACK info, interarrival
times)andpossiblyusethis informationto alter transportparametersandsave theinformationon a link
(e.g.,RTT andvariance,ssthreshandcwnd) for usein optimizing a later transferto the sametarget.
(Linux 2.4,OpenBSDandFreeBSDsave this kind of datain therouting table.) It would beinteresting
to experimentwith thesepossibilities.

Anotherprotocoloptimizationto try is speculative recovery(doneby Linux 2.4andFreeBSD)where
we would save ssthreshandcwnd on a timeout, then if the ACK for the retransmittedpacket arrives
”soon” (it wasinflight), restoressthreshandcwnd(andmaybeincreaseRTO).Speculativerecoverymight
alsobeusefulwhereFACK-inducedrecovery (ratherthan3-dup’s) is initiated,yet theFACK block was
only a resultof anout-of-orderpacket. Our receiver givesa diagnosticsummaryof duplicatesreceived,
but we needto sendthat informationbackto thesender, like D-SACK [14]. With this informationthe
transmittercanalterdupthresholdor undoawindow halving.

For easiersystematictesting,the client-server could be extendedwith a TCP control channelthat
couldbeusedto setparametersat theserver sideandretrieve results.With this structurewe couldhave
a persistentserver (daemon).Thedrop list hasproveneffective in evaluatingrecovery options,but the
client lossmodelcouldbeextendedto includelossprobabilityfunctions(like nsor NISTNet).

We areworking on a TCP Vegas[7] extensionto our protocol. Vegasattemptsto avoid lossesby
sensingcongestionfrom its realtimebandwidthcalculations.Vegasdoesnot competewell with other
TCPprotocols,so we would alsotunethealphaandbetaparametersof Vegasto try andmake it more
aggressive.

18



7 REFERENCES

[1] M. Allman. On the generationand useof tcp acknowledgments. ACM CompCommun.Rev.,

28:4–21,October1998.

[2] M. Allman, S.Floyd, andH. Balakrishnan.EnhancingTCP’sLossRecoveryUsingLimited Trans-

mit. RFC3042, January2001.

[3] M. Allman, S. Floyd, andC. Partridge. IncreasingTCP’s Initial Window. RFC2414, September

1998.

[4] M. Allman, C. Hayes,andS. Ostermann.An evaluationof tcp with larger initial windows. Com-

puterCommunicationReview, 28(3),July1998.

[5] M. Allman, V. Paxson,andW. Stevens.TCPCongestionControl. RFC2581, April 1999.

[6] Mark Allman. Measuring End-to-End Bulk Transfer Capacity, 2001. URL:

http://www.aciri.org/vern/imw-2001/imw2001-papers/14.pdf.

[7] LawrenceS. Brakmo,SeanW. O’Malley, andLarry L. Peterson.TCPvegas:New techniquesfor

congestiondetectionandavoidance.In SIGCOMM, pages24–35,1994.

[8] L. Breslau,D. Estrin,K. Fall, S.Floyd, andJ.Heideman.Advancesin Network Simulation.IEEE

Computer, pages59–67,May 2000.

[9] D. Chiu andR. Jain.Analysisof theincreaseanddecreasealgorithmsfor congestionavoidancein

computernetworks. Journalof ComputerNetworksandISDNSystems, pages1–14,June1989.

[10] DOE. NET100 – Development of Network-Aware Operating Systems, 2001. URL:

http://www.net100.org.

[11] S. Floyd. TCP and explicit congestionnotification. ACM ComputerCommunicationReview,

24(5):10–23,1994.

[12] S.Floyd. CongestionControlPrinciples.RFC2914, September2000.

[13] S.Floyd andT. Henderson.TheNewRenoModificationto TCP’s FastRecovery Algorithm. RFC

2582, April 1999.

[14] S. Floyd, J. Mahdavi, M. Mathis,andM. Podolsky. An Extensionto theSelective Acknowledge-

ment(SACK) Optionfor TCP. RFC2883, July 2000.

19



[15] T. H. Henderson,E. Sahouria,S. McCanne,andR. H. Katz. On improving the fairnessof TCP

congestionavoidance.IEEE Globecommconference, Sydney, 1998.

[16] V. Jacobson.Congestionavoidanceandcontrol. ACM ComputerCommunicationReview; Pro-

ceedingsof theSigcomm’88 Symposiumin Stanford, CA,August,1988, 18,4:314–329,1988.

[17] V. Jacobson,R. Braden,andD. Borman. RFC1323: TCPextensionsfor high performance,May

1992.

[18] C.A. KentandJ.C.Mogul. Fragmentationconsideredharmful. WRLTechnicalReport87/3, 1987.

[19] M. Mathis, J. Mahdavi, S. Floyd, andA. Romanow. RFC 2018: TCP selective acknowledgment

options,October1996.

[20] Matt Mathis. DiagnosingInternetCongestionwith aTransportLayerPerformanceTool. Proceed-

ingsof INET ’96, June1996.

[21] Matt Mathis. Web100,2000.URL: http://www.web100.org.

[22] Matthew Mathis and JamshidMahdavi. Forward acknowledgement:Refining TCP congestion

control. In SIGCOMM, pages281–291,1996.

[23] J.Mogul andS.Deering.PathMTU Discovery. RFC1191, November1990.

[24] NIST. NISTNet,2001.URL: http://snad.ncsl.nist.gov/itg/nistnet/.

[25] W. Stevens. TCP Slow Start,CongestionAvoidance,FastRetransmit,andFastRecovery Algo-

rithms. RFC2001, January1997.

20



A APPENDIX: INSTALLA TION AND TESTING

OneshouldreadtheREADME thataccompaniestheatou distribution to getthemostrecentinformation

on installing andusingthe protocol. This appendixbriefly summarizesthe installationanduseof the

client andserver.

Thedistribution consistsof thefollowing files.

README

atoucli.c

atousrv.c

scoreboard.h

probeall.pl

Onecancompiletheserver andclient with your favorite C compiler.
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B APPENDIX: USING THE CLIENT/SERVER

On thetargetmachine,oneneedsto starttheserver with, for example,atousrv-b 1000000-d 200. This

providesa 1 MB UDP receiver buffer to thekernelandenablesdelayed-ACKs with a 200mstimeout.

Thefull setof server optionsare

-s enable SACK (default reno)

-d ## amount to delay ACKs (ms) (default 0, often 200)

-p ## port number to receive on (default 7890)

-b ## set socket receive buffer size (default 8192)

-D ## enable debug level

YoumustCTRL-Ctheserverwhentheclientfinishes,andrestartit for eachtestyouwishto perform.

Whenyou kill theserver, it reportsthenumberof bytesandpacketsreceived andthenumberof ACKs

sent. The server also reportsthe numberof duplicatepackets received and droppedor out-of-order

packetsreceived.

Theclient needsaconfigfile. A typicalminimal configfile might be

newreno 1

rcvrwin 100

maxtime 10

debug 4

Thiswouldruntheclientfor 10secondsusingawindow of 100packetsandusingtheNewRenoTCP

protocol.Thedebug level of 4 would provide a packet tracefile in db.tmp. Eventanderror information

is written to stdoutandstderr, soonenormallyrunstheclient with atoucli targethost � & event.tmp. A

simpleperl scriptprobeall.pl is providedthatwill producea numberof x-y plot files from thetracefile

(e.g.,probeall.pl � db.tmp ). The following tableslists thevariablesthatcanbe includedin theconfig

for theclient.

Whentheclient terminatesit producesasummaryon stdout

config: atoucli $Revision: 1.12 $ port 7890 debug 4 Mon Mar 11 14:21:19 2002

config: initsegs 2 mss 1472 tick 1.000000 timeout 0.500000

config: maxidle 10 maxtime 10

config: rcvrwin 60 increment 1 multiplier 0.500000 thresh_init 1.000000

config: newreno 1 sack 1 rampdown 1 fack 0 delack 0 maxpkts 0

burst_limit 0 dup_thresh 3
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mss UDPdatagramsize,normally1472
rcvrwin receiver window sizein segments(20)
newreno if 1, usenewrenoratherthanreno(1)
sack if 1, useselective ack(0)
fack if 1, useMathisselective ack(0)
rampdown if 1, useMathisrampdown FACK option(0)
timeout timeoutfor retransmission(1 second)
tick selecttimer, 0.5seconds
maxidle numberof secondswith no ACKsbeforegiving up (10)
initsegs numberof segmentsin initial window (2)
multiplier cwnd= multiplier*cwnd if loss(0.5)
increment in congestionavoidance,how muchto addto cwndeachRTT (1)
threshinit percentof rcvwin to initially setssthresh(1)
dup thresh numberof dupACKs to triggerre-transmit(3)
burst limit maxnumberof segmentsto sendatonce(0 == unlimited)
maxpkts how many segmentsto send(0, unlimited)
maxtime numberof secondsto send(10)
port UDPportnumber(7890)
sndbuf UDPSNDBUF size(32768)
rcvbuf UDPRCVBUF size(32768)
droplist list of segmentsto drop
debug level of debugging(0)

config: sndbuf 65536 rcvbuf 65536

wisp => thistle 33.758920 Mbs win 60 rxmts 11

21.995500 secs 92818040 good bytes goodput 4219.864979 KBs 33.758920 Mbs

pkts in 31786 out 63573 enobufs 0

total bytes out 92816580 loss 0.017 % 33.758389 Mbs

rxmts 11 dup3s 0 packs 0 timeouts 11 dups 0 badacks 0 maxack 1 maxburst 58

minrtt 0.000591 maxrtt 0.019809 avrgrtt 0.009318

rto 0.010466 srtt 0.008204 rttvar 0.000566

win/rtt = 75.211497 Mbs bwdelay = 39 KB 26 segs

snd_nxt 63574 snd_cwnd 2 snd_una 63572 ssthresh 2 snd_max 63574

goodacks 31786 cumacks 0 ooacks 0

Dependingon the debug level, events(timeouts,retransmissions,etc.) are loggedon stderr. The

3duprxmit pkt 416 nxt 616 max 616 cwnd 200 thresh 200 recover 0
timerxmit pkt 417 snd_nxt 616 snd_max 617 snd_cwnd 100 thresh 100
3duprxmit pkt 2744 nxt 2844 max 2844 cwnd 100 thresh 100 recover 0
packrxmit pkt 2747 nxt 2844 max 2845 cwnd 100 thresh 50 recover 2844 una 2744
packrxmit pkt 2750 nxt 2845 max 2845 cwnd 98 thresh 50 recover 2844 una 2747
badack 6636 snd_max 6808 snd_nxt 6808 snd_una 6661
badack 6892 snd_max 7048 snd_nxt 7048 snd_una 6899

eventsbelow illustratea retransmitresultingfrom receving threeduplicateACKs, anda retransmitre-

sultingfrom atimeout.ThepackrxmitareNewReno(or SACK) retransmitsduring”recovery”. A badack

is anoutof orderACK or duplicatedACK.

With a debug level of 4 or higher, a tracefile is producedfor eachtransmitandackpacket, datain-
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cludestimestamp,segmentnumber, round-triptime,congestionwindow, andthreshold.Usingprobeall.pl,

from thetracefile, onecanplot tcptrace-like information(RTT over time, cwndover time, averageand

instantaneousbandwidth,ack-sequencenumber, etc). Writing the tracefile canslow performancefor

highspeedinterfaces.A few linesfrom a tracefile follow.

0.408133 258 xmt

0.408196 234 0.038062 26 26 ack

0.408259 259 xmt

0.408346 235 0.038069 26 26 ack

Thefollowing configfile couldbeusedto enableFACK/SACK includingrampdown [22]. Theserver

shouldbestartedwith atousrv-s in orderto provide SACK informationto thetransmitter. This config

file will alsocausepacket 200to bedroppedtwice (causinga timeoutevent).

newreno 0

fack 1

sack 1

rampdown 1

rcvrwin 26

maxtime 10

droplist 200 200

debug 4

The following config file providesa 10x virtual MSS by startingslow-startwith 10 segments,and

incrementingby 10segmentsperRTT duringcongestionavoidance.Wedropapacket in orderto insure

our testwill illustratea recovery event.

newreno 1

rcvrwin 1000

maxtime 10

initsegs 10

increment 10

droplist 1400

debug 3

The following config file altersthe congestionavoidanceparametersto provide a moreaggressive

recovery for a high delay, bandwidthpath. We dropa packet in orderto insureour testwill illustratea

recovery event.

newreno 1

rcvrwin 1000

maxtime 10

multiplier 0.9
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increment 10

droplist 1400

debug 3

Seehttp://www.csm.ornl.gov/ dunigan/netperf/atou.html for moreexamplesandresults.
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