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Industrial Wireless – A Critical 
Enabler for Intelligent 

Manufacturing
• How Did We Get Here? – history, perspective, 

focus
• Can You Hear Me Now?  - Technology basis for 

reliable communications
• Can You Afford it? - What’s driving costs up and 

down.
• What’s Holding Things Up? - Power?, IP Issues?, 

Standards?, Moore’s Law?
• Future Shock – Intelligent Sensor Agents acting on 

our behalf 



The Reason 
I’m Here!
• Revolutionary 
Patent
• Extraordinary 
Patriotism!
• Unparalleled 
Performer!



Hedy Lamarr -

Just Slightly Ahead 
of Her Time 

• Spread Spectrum- A 
Wartime Innovation
• Very Secure - Low 
Detectability
• But Very Difficult to 
Implement - until now!

For audio track, go to 
www.oldcolo.com



The DOE OIT Wireless Program 
Focuses on  Crosscutting Needs

• National Research Council – “advanced wireless 
sensors” identified as a critical research need.

• President’s Committee of Advisors on Science 
and Technology – “wireless sensors can improve 
efficiency by 10% and cut emissions by more 
than 25%”

• Industrial Wireless Workshop – trade throughput 
for reliability

Wireless Enables Ubiquitous Sensing!



National Research Council 
Identified Research Needs

• Interference Rejection – self-interference from 
metal surfaces, lots of sparks and other 
sources

• Integrated Intelligence – reduces need for host 
communication

• Reliable Networks – ad hoc routing, security
• Power – harvesting and new batteries
• Standards – communication, interfaces, and 

protocols



The Wireless Revolution 
Can Be Harnessed for 

Industrial Use
• $4B per year projected sales
• New Paradigms - Not just wireless but truly 

wire-free
• New Companies - live and die
• Culture Change - biggest thing since the 

microprocessor



Industrial Suppliers Are Leveraging 
Other Markets - Remember 

Ethernet?
• IEEE 802.11b - Local Area Networks - Bill Gates 

says this may be the most important invention 
of the 20th century!!

• Cell Phones - batteries, chip sets, antennas
• PDAs - intelligence, interfaces, GUI
• Video Games – Wireless joystick

Can these technologies make the transition to 
the industrial marketplace?



“Anyone in the sensor business not 
delivering wireless sensors will be out of 
business in 5 years!” - CEO from major 

sensor company
• ISA Chicago - Every sensor booth had a wireless 
offering
• Proprietary - standards lacking, business models are 
old school
• Unintegrated - radio attached to traditional sensor -
problems with power, cost, packaging, EMI
• Few Manufacturers - Axonn, a few others
• Technology Driven - underlying technology 
determines connectivity, reliability, ease of deployment



DOE’s OIT Has Supported R&D 
at ORNL and Elsewhere

• Sponsored ORNL Demos at:
– Navy’s USS The Sullivans - metal walls, high EMI
– Timken Steel - hard industry, rugged location
– Bowater Paper - EMI sensitive process 

equipment
• Sponsored Workshop

– San Francisco - 30 participants - publication 
available detailing needs, alternatives -
http://www.oit.doe.gov/cfm/fullarticle.cfm/id=714

• Call for Proposals - Multidisciplinary, industry lead, 
multi-year, $12M, recently awarded – ORNL 
managed



MULTI-CHANNEL INTEGRATED
SPREAD-SPECTRUM TELESENSOR
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Examples Illustrate Emerging 
Technology

• Health Sensor
• Thin Film Battery
• Bee chip
• Microcantilever



Reliability and Security 
Drive Acceptance

• Wireless as good as wire – or better!
• Robust security technology available in 
hardware and software layers of 
communications protocol! 
• New M&S facilities for 10,000 node 
networks!

“Can you hear me now?” is not an engineered solution!



Hi-Fidelity, Distributed, Extensible 
Models Require Advances in M&S 

Technology

Physical: Standards for cabling, 
signaling, voltage levels, modulation

Data Link: Media Access Control, 
Framing, Error Checking, Addressing

Network: Message routing in 
complex networks

Transport: Responsible for end to 
end connectivity

Session: manages series of 
messages for a complete a session

Presentation: deals format 
conversion, encryption and security

Application: Standards to transfer 
files, send emails, etc.
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What Pushes Us to the 
Next Generation?

The next generation measurement system will change the 
world’s view of how measurements are defined, made, and 
used.

Even the latest systems being deployed:
•are limited in their scope and ability to measure complex systems.
•are rigid in their construction requiring excessive costs for 
incremental expansion.
•lack agility to respond to problems.
•defined by its components and not its requirements or needs.
•are hardware dependent.



The Future: 
The Sensor IS the Network



What Is The Next Generation 
Sensor System?

Second Generation - Smart Sensors
• application focus
• hierarchical architecture
• local intelligence

Third Generation - Sensor Agents
• goal focus
• dynamic architecture
• network intelligence

From data to information to knowledge!

First Generation - Dumb Sensors
• data focus
• flat architecture
• no intelligence



Prognostic
Agent

Sensor Agent

Reliability
Agent

Network
Agent

Loss of 
Function

Agent

Local 
Monitor 
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Statistical
Agent

Session Manager
Agent

Agent Technology Brings Critical Functions to Intelligent 
Manufacturing



What is the Next Generation 
Measurement System?

How Will You Know It When You See It?
Next generation network will self-organize 
in response to specific events

Present-day systems
have fixed hierarchy



Proof-of-Principle System to Demonstrate Feasibility

2-Node system will share common task (goal) to resolve parameter 
relationships in a simple model.  Each node will have to measure one 
variable needed by the other and share assertions about the system.

Node #2Node #1
Basic Language and
Communication capability 

Data 1
Data 2
Data 3
Param 1&2

Data 4
Data 5
Data 6
Param 3&4

S1

M=F(S1,S2,S3,S4);
F=>[P1,P2,P3,P4];
P1=F(S3) & P4=F(S1); S4

S3

S2

Simple Intelligent Constructs:
Collaboration, Shared Responsibilities,
Correlation.
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Moore’s Law Holds the Key -
Better AND Cheaper Every Year, 
Just Like Your Office Computer

• High Volume - can be mass produced
• Low Cost - modular, scalable 
components
• Renewed Markets - The same people buy 
over and over
• A New Market Strategy - Who will survive -
DEC, IBM, Compaq

Without Renewed Markets, Volume not Sustainable



Recent Trends in Portable 
Phones Point to Wireless 

Infrastructure for 
Manufacturing

1

100

10000

1000000

100000000

10000000000

1950 1960 1970 1980 1990 2000

# of phones
cost/phone



Chart Your Own Industry
(flow sensor illustrated)

costs include purchase, installation, 
maintenance, configuration management
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Moore’s Law Holds the Key -
Better AND Cheaper Every Year, 
Just Like Your Office Computer

• High Volume - can be mass produced
• Low Cost - modular, scalable 
components
• Renewed Markets - The same people buy 
over and over
• A New Market Strategy - Who will survive -
DEC, IBM, Compaq

Without Renewed Markets, Volume not Sustainable



Who’s Leading the Way?
• Government? - not anymore
• Big Guys? - “We’ll wait for some small 

company to invent it and then we’ll buy 
the company.”

• Small, Agile Companies -seize the 
opportunity, start with niche markets, 
find partners



Exploiting the Coming 
Revolution Requires Strategic 

Partnerships
Merging science, technology, standards, and marketing



Wireless Industrial 
Networking Alliance

You too can be a WINA!
• Directed by Dr. Robert Poor – Ember
• Members about one-third end users
• Focus on Impact not technology
• Realization and Extension of DOE-

sponsored vision for industry



Who Will Lead, Who Will 
Follow, Who Will Whine?

• Technology is ready - driven by cellular 
personal/business communications

• Market is ready - $2000/ft for wires in some plants
• Are we ready? - partnerships, consortia, standards, and 

collaborations
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