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EXECUTIVE S U W Y  

To prepare f o r  f u t u r e  i n v e s t i g a t i o n s  i n t o  the  s e c u r i t y  implicat ions of 
i n t e rconnec t  iaig personal  computers ( P C s )  and s p e c i f i c  sensit-ivc and 
c l a s s i f i e d  Department of S t a t e  computer systems and networks, the J o i n t  
Center f o r  Informaeion Secur i ty  Technology has  performed a s tudy of  the 
e f f e c t  t h a t  l i n k i 2 g  pcs t o  t y p i c a l  h o s t  computers o r  networks can have 
on the  s e c u ~ i t y  o f  both the Pes and h o s t  systems. This  r e p o r t  
swmarizes the f ind ings  ~f t h e  s tudy ,  which con:sist;ed oE an c x t ~ n s i v e  
L i t e r a t u r e  survey and a thorough examination o f  s e v e r a l  c a p a b i l i t i e s  
p re sen t  i n  a PC: t h a t  do no t  e x i s t  in a t y p i c a l  computer video d i sp lay  
terminal  ( V D T ) .  

S i g n i f i c a n t  h o s t  v u l n e r a b i l i t i e s  r e s u l t  f r o m  (1) the  PC’ s i n t e l l i g e n c e  
and programmability, ( 2 )  i r s  loca l  s to rage  c a p a b i l i t y ,  (3) it-s hardware 
and software c o n f i g u r a b i l i t y ,  and ( 4 )  i t s  a b i l i t y  t o  accommodate a wide 
v a r i e t y  of p e r i p h e r a l  devices .  T h e  most s i g n i f i c a n t  requirement f o r  a 
s a f e  connection i d e n t i f i e d  by t h i s  r e p o r t  is  a carefully designed, 
i m p 1  emented, and maintained PC hardware and software conf i g u r a t i o n  
c o n t r o l  program. Cr i t i ca l  consequences o f  this connection w i l l  be t o  
inc rease  the  scope  of  r e s p o n s i b i l i t y  and the background p repa ra t ion  
r equ i r ed  of the PC and h o s t  Information System Secur i ty  Off icers .  

This phase of  the s tudy  was no t  intended t o  produce s p e c i f i c  
recommendations f o r  c o r r e c t i n g  i d e n t i f i e d  v u l n e r a b i - l i t i e s ,  b u t  i t  i s  
c l e a r  t h a t  a l l o w j n g  conneccion o f  PCs  t o  any given h o s t  without 
implement ixig a s e t  of s e c u r i t y  c o n t r o l s  c a r e f u l l y  rnntched t o  t.11~ 

p a r t i c u l a r  systems being interconnected is  dangerous. Each o f  the 
i s s u e s  r a i s e d  i n  this r e p o r t  should be examined f o r  a p p l i c a b i l i t y  t o  the 
s p e c i f i c  connection being corisi der-ed. 

V 





1. INTRODUCTION 

Following a r e  the  m o s t  common reasons f o r  connecting personal  computers 
(PCs) t o  a h o s t  computer o r  t o  a network. 

I. 

2 .  

3 .  

4 .  

5 .  

6 .  

7 .  

A use r  may want t o  use the  software and da ta  on the  l a r g e r  systems 
i n  much the  same way as a video d i sp lay  terminal  (VDT) u se r  would. 
An extens ive  v a r i e t y  of terminal. emulation hardware and software is  
a v a i l a b l e  f o r  t h a t  purpose. 

Users o f t e n  p re fe r  t o  develop prograins f o r  mainframes on a PC,  where 
code c r e a t i o n ,  e d i t i n g ,  compilat ion,  and i - n i t i a l  debugging m a y  be 
e a s i e r  and l e s s  expensive and where the  p o t e n t i a l  consequences of  
execut ing a program with a se r ious  flaw a r e  inore l imi t ed .  The 
l o c a l l y  developed code would then be uploaded t o  the  t a r g e t  machine 
f o r  wecompilation and f u r t h e r  debugging. 

Sharing SORE resource of  t h e  h o s t  (such as p r i n t e r s  and m a s s  
s to rage)  may be des i r ed .  On newer systems, t h i s  shar ing  can be 
almost t ransparent  t o  t he  use r :  hos t  resources  appear t o  be 
extensions of  t h e  c a p a b i l i t i e s  of t he  u s e r ' s  PC.  

The PC may provide a convenient means f o r  t r a n s f e r r i n g  da ta  between 
m i n i -  o r  mainframe computers t h a t  have no d i r e c t  connect ion.  

The user  may want. t o  share  with o the r s  a program o r  da t a  f i l e  t h a t  
r e s i d e s  on h i s  PC. By s t o r i n g  the f i l e  i n  a pub l i c ly  access ib l e  
a rea  on  the  h o s t  ( e i t h e r  computer o r  n e t w o r k  s e rve r )  o r  by using the 
h o s t ' s  e l e c t r o n i c  mail  f a c i l i t y ,  the  use r  can make the F i l e  
a v a i l a b l e  t o  anyone with an account on the hos t  system. 

The use r  may perceive t h a t  h i s  datx i s  more secure e i t h e r  on che PC 
o r  on the  hos t  computer. Minicomputers and mainframe computers 
u sua l ly  have m o r e  s e c u r i t y  con t ro l s  b u i l t  inco t h e i r  opera t ing  
systems, and the user may choose t o  move h i s  PC: f i l e s  t o  t he  h o s t  t o  
take advantage o f  the  p ro tec t ion  it provides .  O n  the  ocher hand, 
the  use r  may p r e f e r  t o  move h i s  fi le:;  from the hosr. t o  a PC d i s k e t t e  
s o  t h a t  they can be kept  under h i s  phys ica l  control o r  t o  the PCs 
f ixed  d i sk  s o  t h a t  l o c a l  access  con t ro l s  can be appl ied .  

The user  m-ay want t o  use the  PC e i t h e r  to hack up host data  f i l e s  o r  
t o  use the  h o s t  t o  back up PC da t a  f i l e s .  

There are a l s o  malicious reasons f o r  exp lo i t i ng  PC-to-host conneccions 
and, un fo r tuna te ly ,  many o f  the  PC c a p a b i l i t i e s  t h a t  make the  above ways 
of using the  PC with a hos t  system f e a s i b l e  and a t t r a c t i v e  a l s o  make 
t h e i r  in te rconnec t ion  dangerous . I n  a h igh-  t h r e a t  environment such as 
t h a t  a t  many of the  U . S .  Department of  S t a t e  (DOS)  f a c i l i t i e s  around the 
world,  t h i s  becomes a major concern when e i t h e r  r,he 1°C o r  t he  hos t  
system processes s e n s i t i v e  o r  c l a s s i f i e d  information.  

1 
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I n  1986,  DOS and t he  U . S  Department of  Energy (DOE) e s t a b l i s h e d  the 
J o i n t  Center for Information S e c u r i ~ y  Technology ( . JCIST) .  The c e n t e r ' s  
mission i s  t o  apply the combined resources of DOS and DOE t o  i s s u e s  of  
mutual concern i n  the p ro tec t ion  of  inrorrnation s t o r e d  i n  and processed 
by automatic d a t a  processing (ADP) and telecommunications systems. 

J C I S T  i s  s k i f f e d  by employees o f  a major DOE c o n t r a c t o r ,  Martin Mariet ta  
Energy S y s t e m s ,  Tnc.,  and i s  loca ted  a t  the Oak Ridge National 
Laborat:ory i n  Oak Ridge, Tennessee. I t s  computer l abora to ry  houses 
s e v e r a l  minicomputers and microcomputers r ep resen ta t ive  of  those used a t  
DOS i n s t a l l a t i o n s .  The J C I S T  f a c i l i t y  and s t a f f  a r e  a v a i l a b l e  t o  
provide c r  a s s i . s t  i n  s e c u r i t y  eval-uations;  c r i s i s  response; 
c o n s u l t a t i o n ;  and longer-term re sea rch ,  development, arid engineer ing 
e f f o r t s .  

The InformaCion Systems SecuriCy Divi-sion (DS/ST/ISS) of t h e  DOS Bureau 
o f  I1iplomaf::I.c Securitzy's Off ice  o f  Secur i ty  Technology- has given t;he 
cen te r  the t a s k  of a s ses s ing  the s e c u r i t y  e f f e c t s  o f  connecti-ng 
s u b s t a n t i a l  numbers o f  PCs  Eo l a r g e r  computers and networks loca ted  a t  
i t s  approximately 250 embassies I consu la t e s ,  missi-ons , and o the r  types 
of p o s t s .  Because of t he  s e n s i t i v e  na tu re  o f  t he  information handled by 
these systeiiis, the  pr ivacy and i n t e g r i t y  o f  the information i s  v i t a l .  
DS/ST/ISS has asked the cen te r  t o  "(1.) determine the  a c t u a l  and 
p o t e n t i a l  securi. t y  vul.nerabili t i .es which direct1.y r e l a t e  to the  
uploading and downloading o f  informatLon f r o i n  mainframes o r  
n ln icomputers  t o  PCs ~ ( 2 )  recommend m:iisures whi.ch may be implemented t o  
c o r r e c t  any and all inadequacies i n  e x i s t i n g  sof tware,  hardware o r  
communicati~ons protocols  I axid ( 3 )  ;:est a l l  recommendati-ons. 

Recognizing tha'i the  a b i l i t y  of a PC t o  upload and download f i l e s  i s  
j u s t  one o f  s e v e r a l  i n t e r r e l a t e d  v u l n e r a b i l i t i e s  introduced by adding 
PCs t o  a h o s t  computer o r  network, JCIST has chosen a broad 
i n t e r p r e t a t i o n  o f  the above t a s k  statement and has examined o the r  
v u l n e r a b i l i t - i e s  2s w e l l .  This r e p o r t  addresses a wide range o f  
v u l n e r a b i l i t i e s  o f  an unspecif ied computer o r  network t h a t  r e s u l t  f t o m  
PC connec t iv i ty .  The r e c i p r o c a l  e f f e c t  o f  t he  network connection on  the 
PC's secin i t y  was a l s o  considered,  and c h a r a c t e r i s t i c s  o f  PCs t h a t  could 
be used t o  enhance the computer's O K  network's s e c u r i t y  were noted. 
Future r e p o r t s  w i l l  apply t h i s  a n a l y s i s  t o  s p e c i f i c  DOS systems, make 
recommendations f o r  c o r r e c t i n g  any problems discovered, and desc r ibe  the 
e f f e c t i v e n e s s  o f  those measures under test. condir i 0 x 1 5 .  

A survey o f  l i t e r a t u r e  on  t h e  s i h j e c t  shows t h a t  although the  topi-cs o f  
PC- to-mainframe and PC-to-network s e c u r i t y  a r e  o f t e n  inentioned i n  the 
p r e s s ,  they usua l ly  receive s u p e r f i c i a l  t r ea tmen t ,  Several  pub l i ca t ions  
and ar'iic:l.es, however, proved  valuable  i n  preparing t h i s  r e p o r t  and a r e  
among the  l i s t i n g s  i n  izl-ie Appendix A bibl iography.  

'Task statement-of-work provided by DS/ST/ISS, September 1986  
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Because of the power and flexibility of modern PCs, their connection to 
a host computer introduces new security vulnerabilities and magnifies 
ones that already exist. This same power and flexibility can also be 
used to increase system security by adding additional layers of 
protection and off-loading some security duties from the host. The 
question addressed by the remainder of this report is: What security 
effects (vulnerabilities and strengths) exist when PCs are attached to a 
host system that do not otherwise exist? 



2 .  PC CIIAKAGTEIPISTZCS AFFECTING SYSTEPi SECTJRITY 

The sampling i n  Sec t .  1 of ways i n  which a PC-to-host l i n k  can be used 
i l l u s t r a t e s  t he  dceree O C  complexity faced by a thorough s e c u r i t y  
evaLuation. A s t r a igh t fo rward  method of breaking t h i s  assessment i n t o  
more manageable p i eces  i s  t o  enumerate the f e a t u r e s  of a PC t h a t  d i f f e r  
fmi i i  those  o f  2 staradard VDT and then to assess .the e f f e c t  o f  each 
d i f f e r e n c e .  J C I S T  hac compiled a l i s t  of t hese  f e a t u r e s ,  which f a l l  
i n t o  th.n f o l l o w i n g  ca t egor i e s  : 

I r i t e l l i gence  and programmability 
Local nonvolat.Lle s to rage  
Random access  memory (RAH) capaci ty  
Read-only memory (ROM) funct ions 
Hardware e o n f i g u r a b i l i r y  
kcomiodat ion  o f  s e c u r i t y  enhancement hardware and software 
O f f - l i n e  processing c a p a b i l i t y  
Lo c a1 pe 'ti iphe r a l hand1 ing 
User d i f f e r e n c e s  
Secur i ty  accoiin t ab i 1 i t y  
X.ocal a r e a  network ( L A N )  gateway c a p a b i l i t y  
Environmental hazard s u s c e p t i b i l i t y  
Character s e t s  
Trans rn I s s i o II s p e e d 
Monetary value 

2 . 1  INTELLIGENCE ANI) PROGRANMABILJTY 

What a t  f i r s t  glance may seem to be the most obvious d i f f e r e n c e  between 
a PC and a ter:iiinal [ i . e . ,  a PC i s  a computer and a V13T i s  an  
input /output  (I/O) device] i s  not as c l e a r c u t  as casua l  u s e r s  may 
pe rce ive .  Even c u r r e n t l y  a v a i l a b l e  "durnl,'r terminals  u sua l ly  con ta in  an 
ernbedded microprocessor t h a t  handles funct ions such as keyboard i n p u t ,  
cha rac t e r  generat ion,  ASCII1 conversion, and func t ion  key sequences. 
More s o p h i s t i c a t e d  terminals  (such as the Wang 42304 workstat ion widely 
used in DOS S ~ . S ? ( ? K M )  ca.n a c t u a l l y  download p a r t s  of t he  d a t a  and the  
a p p l i c a t i o n  software f r o m  t h e  h o s t  and perform extensive local 
processing,  thus reducing the h o s t ' s  processing and 1/0 workloads 
considerably.  

The d i s t l n c t i o n  remains, however, that  a Y C  i s  l o c a l l y  (use r )  
programmable, arid a terminal i.s e i t h e r  preprogrammed, remotely 
pi-og-rnrnlned (by the h o s t )  .i or  a combination o f  the  two. User programming 
of a ~erminal i s  t y p i c a l l y  1imi.t;ed t:o select: i.ng communication 
parameters s e t t i r i g  d i sp l ay  c h a r a c c e r i s t i c s  , arid de f fn ing  ( o r  
redr-. Ei-ning) a s m a l l  Iiimher o f  programmable key sequences. 
t he  p r o g r a m x h i l i t y  allows complete c o n t r o l  of  all.  I/O f u n c t i o n s ,  
exscxt ion of rout::i.mes tilac give u s e r s  no i n d i c a t i o n s  o f  t h e i r  presence,  
and the  a b i l i t y  t o  parform any t a sk  t h a t  A u s e r  could do a t  a VD'L' a t  a 
g r e a t l y  i.ncreased speed. 

Wi.th a PC, 

4 
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This programmability may be exploited by a perpetrator attempting t o  
penetrate the h o s t ' s  protective mechanisms. Following are examples that 
may be familiar to readers. 

A PC program running invisibly in the background during terminal 
emulation can capture passwords, other keystroke sequences, or 
transmitted data and store the information for retrieval by the 
perpetrator at a later the. 

A PC can be programed to launch an automated log-on attack, trying 
different combinations of user IDS and passwords until successful 
entry is gained. Many available terminal emulation and 
communications packages available f o r  PCs facilitate this attack by 
providing " ' s c r i p t  languages. 'I Such an. attack could conceivably be 
mounted manually using a VDT, but a P C #  s programmability arid high 
processing speed are required to make a successful attrack feasible. 
The standard countermeasure to an automated log-on attack i s  
locking aut an 1/Q port after a predetermined number of  consecutive 
unsuccessful attempts from that port to enter a valid TD/password 
combination. If the perpetrator is an authorized system user 
trying to log an as another (probably more h igh ly  privileged) user, 
he can thwart that defense by programming the PC to make a couple  
of attempts to guess the password of the target user, reset the 
unsuccessful attempt counter by logging on with his owl LD/password 
combirna~ion, l o g  off, make a co~ple of r a o r e  guesses at tlie target 
password, and so on u n t i l  the correct password is discovered. If 
passwords are rnridom combinations of  numeric and alphahetic 
characters at least six characters in lengr-h, billions Q E  guesses 
may be required before the v a l i d  password is found,  but PCs are 
patient servants and will keep trying for as l o n g  as the 
perpetrator believes he can escape detection. 

@nee logged on, the z"C could be programmed to search f o r  data  files 
that contain certain keywords and then attempt t o  read the file 
contents. If password-protected or encrypted files are 
encountered, the program could methodically generate passwords or 
encryption keys until access is gained. (Agni n ~ this procedure 
could  be performed by a user at a terminal b u t  >with greatly reduced 
efficiency.) 

With certain network architectures and protocols, a PC: can 
eavesdrop on all traffic on the network and copy to local memory 
any traffic of interest. Indeed, hardware and software packages 
for turning a PC into a network monitor are commercially available 
for use as network diagnostic and maintenance tools. A PC could 
a l s o  be programmed to imitate another node on the network. 
If data encryption is used to protect against this threat, keys 
must not be transmitted over the network it: clear text. 

IS unrestricted access to a PC is allowed, the ways in which it can be 
used to try to compromise a hos t  system are limited only by the 
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imagination o f  t he  p e r p e t r a t o r  and the  depth o f  h i s  knowledge about the  
h o s t  system's a r c h i t e c t u r e  and opera t ing  system. 

The PC ' s  i n t x l l i g e n c e  can be use t o  enhance s e c u r i t y ,  too .  For example, 
most PCs  contni 11 an internal.  ~ b a t t e r y -  opera ted ,  r e a l  - t i  me c lock .  f f 
made t a m p e r - r c s i s t a n t ,  t h i s  c lock can be used t o  time-stamp f i l e s  and 
e n i r i e s  i n  l o c a l l y  maintaj-ned a u d i t  logs  and t o  r e s t r i c t  a f t e r - h o u r s  
user  access .  

F i n a l l y ,  t he  P C ' s  programmability allows ~iiany commercially a v a i l a b l e  
securi Cy erhancement software packages and hardware devices  t o  be used 
and new ones T o  be developed, a s  discussed i n  Sec t .  2 . 6 .  

2 2 LOCAL NONV0%4TITAE STORAGE 

Many te rmina ls  have a l imi t ed  amount of  nonvo la t i l e  RAM, bu t  i t  i s  
usua l ly  dedicated t o  terminal conf igura t ion  purposes .  Every PC system 
intended f o r  o f f i c e  o r  t echn ica l  use has some form o f  n o n - v o l a t i l e  
s torage  t h a t  can be used f o r  software and/or d a t a ;  t he  most common Lorin 
i s  magnetic media. Tape c a r t r i d g e s ,  d i s k e t t e s ,  and both removable and 
nonremovable hard d i sks  with s to rage  c a p a c i t i e s  ranging from 4 0 0  kBytes 
t o  several hiitidred MBytes are a v a i l a b l e  f o r  P e s .  Magnetic card  readers  
a r e  a v a i l a b l e  f o r  s p e c i f i c  app l i ca t ions .  

Opt ica l  d i s k  systems, though r e l a t i v e l y  new t o  t he  market, a r e  growi-ng 
i n  populari-ty f o r  app l i ca t ions  t h a t  r equ i r e  1-arge amounts o f  on-  l i n e  
re ference  d a t a .  Fixed and removable magnetic bubble memories a r e  used 
t o  emu1at:e d i s k  d r ives  i n  envi.ronments where v i b r a t i o n  o r  a i rborne  
contaminants make conventi.ona1 d i sks  imprac t i ca l .  Battery-backed RAM 
boards perform a s i m i l a r  emulation when very high-- speed access  i s  
requi red .  

Each type o f  s to rage  has unique s e c u r i t y  advantages and problems. 
Removable s to rage  media on a s tand-a lone  computer can provide t:he 
u l t ima te  need-to-know access  c o n t r o l -  - t h e  u s e r ' s  owner:;hip of  the  da t a  
i s  l i t e r a l .  The d a t a  can be removed a t  the end of  t he  se s s ion  and 
s t o r e d  i n  a secare p lace .  Such thorough i s o l a t i o n  o f  a process  ( s u b j e c t  
t o  q u a l i f i c a t i o n s  about f ixed -  d i s k  res idue  i n  the  fo l lo~>~i .ng  paragraph) 
i.s n o t  practical .  on l a r g e  mul.tiuser systeiiis. O n  a networked PC, the 
s i t u a t i o n  i s  more compl.i.cated, and a c t i v e  measures m u s t :  be taken t z o  
p r o t e c t  information f r o m  unauthorized access  o r  modi f ica t ion  while the  
da t a  f i l e s  a r e  o n - l i n e .  

A PC use r  limy choose t o  s t o r e  p r i v a t e  f i l e s  no t  l o c a l l y  bu t  on 3 remote 
s y s t e m ,  e i t h e r  through f i l e  shar ing  o r  file t r a n s f e r .  H e  should be 
aware that remnants of t h i s  data may remain i n  the  PC,  however. I f  the  
PC has a f ixed  d i s k  and was riinriing a p p l i c a t i o n  sof tware from a l o c a l  
d r i v e  o r  was l o c a l l y  processing da ta  f r o m  another  system on the  network, 
the f ixed  d i sk  may conta in  res idue  ( information from d a t a  f i l e s  and 
" sc ra t ch"  f i l e s  t h a t  have been delet;t:d) t h a t  l a t e r  could be read  by a 
snooper. Overwrit ing ba t te ry-backed  RhM and d i s k  f i l e s  wi.11 prevent  
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someone from using the system to read the residue but: would not prevent 
someone from retrieving data by sophisticated laboratory techniques. 
Systems containing fixed disks that have been exposed to sensitive or 
classified data must be protected in accordance with site security 
procedures. These procedures also provide for the disposal of  a i l  
magnetic and optical media that have been exposed to sensitive or 
classified data, even those that have been erased o r  overwritten. 

Some systems allow disk files to be "hidden" (excluded from normal 
directory searches), thus providing a way to shield a surreptitious f i l e  
from casual investigation. Files can, by simple deletion, be 
camouflaged temporarily in disk residue (where they may risk being 
overwritten) for retrieval at a later time with a file recovery utility. 
Alternately, the disk areas containing these data can be masked as "bad 
blocks" in the disk's file allocation table and thus be effectively 
hidden & protected until. retrieval occurs. 

Storage local to the PC presents another network vulnerability. With 
simple software running locally, the user i s  easily able to download 
files from other systems on the network. T h i s  vulnerability is not 
unique--a terminal operator can record data ( f o r  which he has read 
access) from a terminal screen by manually copying it to paper o r  by 
photographing it. Recorders are avai latile that can capture dat a when 
connected to a terminal's communications cable. However ,  the process by 
which a malicious user can copy a file and (if corrupting data integrity 
is part of his goal )  process the file locally and replace it o n t o  the 
source  system is greatly eased by using a PC.  
show only that a user bas read-accessed a particular file when, in fact, 
he has captured it on disk(ette). 

The host's audit l o g  may 

The file-transfer capabilities o f  PCs have facilitated the spread of 
"viruses" among hos t  systems, Viruses n o w  being reported in industry 
journals and newsletters seem to be oriented more toward the destruction 
o f  data and denial of  service than to unauthorized disclosure of  
information. 

A related vulnerability is the opportunity that local storage presents 
for a legitimate user t o  become an unwitting accomplice to an adversary. 
For example, if the adversary w e r e  to insert a Trojan horse into the 
PC's software to surreptitiously copy all accessed mainframe Eiles to a 
local d i sk  so that access protection is circumvented, the adversary 
would be using the legit-hate user's access privileges to obta in  
information that would otherwise be inaccessible. This technique could  
also be used to obtain plaintext versions of  encrypted files. 

Legitimate users will employ the local storage to transfer, download, 
and upload files for a variety o f  reasons. This transfer of entire, 
contiguous files over the interconnecting cables would simplify the j o b  
of an adversary capturing data by tapping onto those lines. 

Similar to a terminal, the PG is apt to be located outside the ADP 
center, where physical access I s  carefully controlled and monitored. A s  
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a r e s u l t ,  the  a b i l i t y  t o  download a f i l e  t o  an e a s i l y  removable and 
concealable diskettre i s  a s e r i o u s  v u l n e r a b i l i t y  n o t  e a s i l y  c o n t r o l l e d  by 
a c h i n i s t r a t i v e  procedures. The b e s t  defense a g a i n s t  such an a t t a c k  i s  
c a r e f u l  c o n t r o l  o f  f i l e  access  p r i v i l e g e .  

The opera t ing  system used by t~he PC usua l ly  r e s i d e s  on a d i s k  ( o r  
d i s k e t t e )  t h a t  i s  a v a i l a b l e  t o  the  system when booted. PCs  u sua l ly  t r y  
t o  boot from a d i s k e t t e  i n  the  A d r i v e ,  i f  one is  p r e s e n t ,  o r  from hard 
d i s k  C i f  A i s  cmpty. A use r  may be a b l e  t o  use the  s y s t t : ~ n  i n  ways f o r  
which it w a s  never intended by s u b s t i t u t i n g  an a l t e r n a t i v e  d i s k e t t e  ( o r  
hard d i s k )  and reboot ing.  By so  doing, s e c u r i t y  f e a t u r e s  provided by 
the normal boot-up roiutine can be circunventxd, and the  u s e r  i s  f r e e  t o  
rim any program he can f i n d  r e s i d e n t  o r  t h a t  he can l.oad i n t o  the  
machine. 

A danger a s soc ia t ed  with l eg i t ima te  downl.oading of a f i l e  i s  t h a t  the 
new copy w i l l  no t  normally be updated when changes a r e  made t o  the  
o r i g i n a l .  Copies can quickly become obso le t e  without t he  PC u s e r  
r e a l i z i n g  i t .  Worse, an obsolete  copy may be uploaded t o  the  h o s t ,  
overwri t ing a n  updated f i l e  and destroying the new information it  
con ta ins .  Control of f i l e  r ev i s ions  i s  a d i f f i c u l t  b u t  vitzal i s s u e  i n  
any d i s t r i b u t e d  da ta  systein I 

Network admin i s t r a to r s  who be l t eve  t h a t  admimistrative c o n t r o l s  canno 1: 

adequately address such disk-induced v u l n e r a b i l i t i e s  f o r  t h e i r  
partri.cular s i t u a t i o n s  may choose t o  apply d i s k l e s s  workstat ions.  'These 
have the  comut:f.ng power of a s tandard PC but- r e l y  on the  h o s t  ( o r  
network server )  l oca t ed  i n  a p ro tec t ed  ADP c e n t e r  t o  f u r n i s h  software 
and d a t a  f i l e s  v i a  the  c o r n m i c a t i o n s  l i n e s .  

The monetary value of d a t a  i n  l o c a l  s to rage  may be much h ighe r  than t h a t  
o f  t he  PC systcm i t s e l f ,  thus making protecLion from thef t - ,  vandalism, 
o r  environmental hazards extremely important . 

2 . 3  RANDOM ACCESS MEMORY (RBM) CAPACITY 

A P C ' s  RAN capac i ty  can be  s eve ra l  megabytes, t w o  o rders  of  magnitude 
g r e a t e r  than tlrat of most ter ininals .  Thus, an increased amount o f  da t a  
i s  a v a i l a b l e  f o r  perusal. by a snooper when t h e  machine i s  l e f t  
una(I.t:nde-d and unsani t ized A v i r t u a l  disk l oca t ed  i n  the higher  memory 
addresses may con ta in  seve ra l  e n t i r e  f i l e s .  (Disk-caching programs 
introduce similar problems,) A " w a r m  boot" w i l l  not always r e s e t  a l l  
systcm memory. The only recommended method t o  c l e a r  all RAM i s  t o  
remove system ~ O W ~ K  complct ~ l y .  

7. I 4 READ - ONLY MEPlORY (ROM) FUNCTIONS 

I n  a t y p i c a l  t e rmina l ,  ROM funct ions include keyboard decoding, 
cha rac t e r  gene ra t ion ,  and s e l f - t e s t i n g .  I n  a PC,  ROM func t ions  a l s o  
include a b a s i c  input/output system ( B I O S ) ,  i n t e r r u p t  vec to r ing ,  and, i n  
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some cases, programming languages o r  application programs. An expansion 
board will often include ROM dedicated to the particular function of 
that board. 

ROM could be used to plant Trojan horses into the very heart of the PC, 
allowing, far example, a user to turn off or circumvent security 
features of the operating system or application software by using a 
secret combination sf keystrokes. PCs that process extremely sensi t ive 
o r  highly classified data must be protected against ROM substitution. 

An effective way to increase network security is to place rigid limits 
on the number and the type of functions that the PC 5 s  allowed to 
perform and to prohibit explicitly certain types of utilities and all 
programming languages. The presence of a language in ROH may make this 
precaution difficult to implement. 

Electrically alterable read-only memories (EAROMs) offer many of the 
functional advantages and inany of the security disadvantages of both KAM 
and ROM. EAROM is essentially nonvolatile RAM; that is, EARON is EWt 
that retains information even when power is removed. A Trojan horse 
could be placed in EAKQM and stay resident in the computer until no 
longer needed. Then it could be overwritten, removing evidence that it 
ever existed. 

2.5 HARDWARE CONFIGURABILITY 

The ready availability of field-installable opcions for PCs is one of 
the primary reasons for the rapid growth of the PC market .  Eqen users 
with only marginal hardware aptitude can customize a PC to meet their 
specific needs. They can capitalize on this flexibility to enhance the 
securicy of the PG and any networks it is connected to, but this same 
flexibility can also be exploited for malicious purposes. The hardware 
expansion bus found in most PCs presents such an opportunity. Its 
mechanical and electrical characteristics are well documented to allow 
separate organizations within the manufacturer's company and/or third- 
party vendors to design circuit boards that will work reliably when 
connected to the bus. Usually, all o f  the data passing between the 
disks, central processing unit ( C P U ) ,  video display, memory, network, 
and both internal and external peripherals passes through the bus and 
can be monitored from any of  the expansion slots. It is ahso possible 
for a board plugged into one of these slots to take control of the 
computer. 
computer operation while performing any number of malevolent tasks ~ 

most offices, the presence of an additional board inside a computer 
could remain undetected for months or even years. 'The substitution of  a 
fixed disk with a corrupted operating system, utility, or applications 
program ( o r  any combination of  those) could similarly resist detection. 

A sufficiently sophisticated board could mimic normal 
In 

Many o f  the integrated circuits (ICs) on the main circuit board have 
access to the data and address busses; furthermore, they are not 
soldered in place. These I C s  can be replaced by chips that appear to 
perform all of  che functions of the original chips but have a few added 
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"features" that would aid an adversary in accessing the PC: or in 
siphoning data at A later time. 
case of the FC, exchange several ICs, and resecure the case in less than 
five minutes. Effective subterfuge on this level would require a much 
higher level o f  sophistication, bu t  detection may be sufficiently 
difficult.. to make the effort worthwhile €or a determined adversary. 

An experienced person could open the 

As with terminals, Tempest compromise is a concern whenever untrusted 
people have physical access the PC. Access to the inside of the 
computer is not necessarily required for such compromise. A Tempest- 
certified monitor cable, for example, could be replaced with a non- 
Tempest cable or by a Tempest-rated unit that has been altered, thereby 
defeating a l l  of the Tempest measures integral to the PC. 

When a significant threat of hardware tampering exists, physical access 
t o  the PC, especially t o  the in!si.de of the PC, riiust be restricted. 

2.6 ACCOMMODATION OF SECURITY SYSTEMS 

A direct result of the YC's programmability and configurabjlity is the 
opportunity to enhance the securi ty of the computer and/or the network 
to which it is connccted. Terminals can accommodate data encryptors, 
keyboard locks, and a f e w  other hardware devices, but there is a large 
and diverse selection of  commercially available hardware and/or software 
products f o r  PCs.  Some can effectively add an additional layer of 
security to the PC, to the network, o r  to both. Some run on the PC 
alone; others work interactively with the host through either a network 
or a local connection. Most oF the products fall into one (o r  more) of 
the fo l lowfng categories : 

user authentication and local inactivity timeout, 
user segregation (need-to-know separation), 
data integrity verification, 
audit loggine, 
encrypt i on/decrypt ion, 
physical security, 
copy protection, 
software/data backup, anti 
electrical (including protection against surges, power losses, and 
static discharges). 

If spcu-rity duties have been transferred from the h o s t  to the PC, a 
protected distribution system and protected connections to the PC musL 
be provided to prevent the simple substitution of  an unsecured machine 

2.7 OFF-LINE PROCESS.tNG CAPABILITY 

Unless connected t:o a computer, a terminal is of  minimal utility. In 
contrast, an isolated PC i s  quite useful. Nany normally networked PCs 
are sometimes used off-line and may even be disconnected from the 



network as an added security measure. Administrative procedures should 
address the need €or sanitizing the PC before and after each off-line 
session. 

A user who can access a file on the host could download it (leaving only 
a "file read" entry in the audit l o g )  and process the file locally. It 
could then be uploaded to the host without other users realizing tha t  
the file had been tampered with unless the audit log was checked and the 
corresponding "file write" entry was discovered. 

2.8 LOCAL PERIPHERALS 

Some terminals provide connections for a local printer, but very few 
other peripherals are available €or use with a terminal.. In contrast, 
an abundance of peripherals is available for interfaci-ng to personal 
computers, including the following: 

Hardcopy Printers (and printer buffers) 
Plotters 
Film recorders 

Communications Modems, facsimile cards 
LAEJ Interfaces 
Communications Interfaces Custom Data 

Special I/O Barcode, Magnetic Card Readers 
Analog 
Dig j. t a l  
Voice 
Image 

Each o f  these devices represents a route by which system access can be 
gained or by which information can leave the system. Each comprises a 
vulnerability that must be matched by a control. Vulnerabilitkes from 
certain combinations of peripherals are synergistic. For  example, the 
simultaneous connection of a telephone modem and a LAN to R I'C 
introduces an outside path into the entire network. 

The p r i n t  screen key found on many PCs provides a way !;o obtain hard 
copy of data without leaving any evidence in t:he host's audit l o g .  

Most peripherals have limited amounts o f  memory that must be purged when 
the system is sanitized, and any ribbons and printouts should be 
removed. 

2 "  9 USER DIFFERENCES 

There are undeniable yet hard-to-define differences between the typical 
terminal user and the typical PC user. Sorue of these dissi.nilarities 
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may a f f e c t  t he  s e c u r i t y  of t he  systems they ope ra t e ,  These u s e r s  o f t e n  
d i f f e r  i n  background and t r a i n i n g ,  but i n o r e  important i s  a perceived 
d i f f e r e n c e  i n  a t t i t u d e ,  A terminal  i s  l i k e l y  t o  be viewed by i t s  use r  
as a p a r t  o f  R l a r g e r  system and probably i s  not  t he  o b j e c t  of ove r t  
possessiveness .  In c o n t r a s t ,  a PC u s e r ,  e s p e c i a l l y  one who does noL 
share  the PC with o the r  u s e r s ,  may harbor s t rong  f e e l i n g s  of ownership 
aad may r e s e n t  a t tempts  t o  r e s t r i c t  o r  r egu la t e  t he  use o r  conf igu ra t ion  
oE h i s  system. I n  a d d i t i o n ,  t h e  PC user may have a s imi l a r  computer a t  
home and be i n c l i n e d  t o  do “homework” o r  t o  e x e r c i s e ,  experiment w i th ,  
and t e s t  f e a t u r e s  of t he  system. On the  o t h e r  hand, t h i s  same a t t i t u d e  
may prompt a more a c t i v e  r o l e  i n  p r o t e c t i n g  the  system and t h e  
information it con ta ins .  

2 .10  USER ACCOUNTABILITY 

‘Terminal users have the  r e s p o n s i b i l i t y  f o r  (1) password p r o t e c t i o n ,  ( 2 )  
logging o f f  a t  the end o f  s e s s i o n s ,  ( 3 )  handling s s n s i t i v e  o u t p u t ,  a i d  
( 4 )  i n  some c a s e s ,  securing t h e i r  terminals  when l eav ing  them 
unattended. With the in t roduc t ion  of YCs, many s e c u r i t y - r e l a t e d  
r e s p o n s i b i l i t i e s  t r a d i t i o n a l l y  belonging t o  the h o s t  system ope ra to r s  
[nust now bc d e a l t  with a t  the use r  l e v e l ,  including media and p r i n t e r  
r ibbon l a b e l i n g  and s to rage  media sani t i z a t i o n  and/or d e s t r u c t i o n ,  and 
backup generat ion and s to rage .  

A t  some install-at ions , software maintenance and password management, 
Software and hardware conf igu ra t ion ,  and con t ro l  of a f t e r - h o u r s  physical  
access to a PC with a hard d i s k  may f a l l  Lo t he  u s e r .  
f a c i l i t y ’ s  admin i s t r a t ive  requirements,  PC u se r s  become sma l l - sca l e  
system admin i s t r a to r s .  

Depending on ihe  

2 . 1 1  LOCAL AREA NETWORK (LAN) GATEWAY C A P A B I L I T Y  

With appropriate  hardware and/or s o f t w a r e ,  a PC can se rve  a s  a gateway 
between a h o s t  and a network o r  as a br idge between mul t ip l e  networks 
and thus inc rease  exposure t:o any sysieni t o  which it i s  connected. 
Mult iple  paths  through the  networks t o  a t a r g e t  computer can e x i s t ,  and 
c o n t r o l  of a l l  of the approaches t o  a p a r t i c u l a r  object: can become very  
invol.ved. 
t h e i r  h o s t  passwords a r e  appearing on the network. 

U s e r s  logging onto the  h o s t  from the  LAN should be aware t h a t  

The h o s t  system’s admin i s t r a to r  must be aware t h a t  an 1/0 p o r t  i s  
connected t o  a gateway and must ensure t h a t  e x i s t i n g  s e c u r i t y  c o n t r o l s  
can properly accommodate t h i s  s i t u a t i o n .  Some securi-tzy so f tware ,  f o r  
example, al-l.ocates access  p r i v i l e g e s  by p o r t  r a t h e r  than by use r  ID; 
t h u s ,  a l l  system use r s  connected via the  gateway would have access  t:o 
each o t h e r ’ s  h o s t - r e s i d e n t  da t a  and t o  a l l  o f  t he  software and da ta  
a c c e s s i b l e  by any of the u s e r s .  
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2 . 1 2  ELECTRICAL AND ENVIRONMENTAL HAZARDS 

ADP cen te r s  u sua l ly  provide dependable temperature and humidity c o n t r o l ,  
power f i l t e r i n g ,  and power surge suppression f o r  t h e i r  mainframes. The 
add i t ion  of PCs t o  a system d i s t r i b u t e s  s torage  and processing 
c a p a b i l i t y  outs ide  t h i s  pro tec ted  environment, thus exposing system 
resources  to g r e a t e r  hazards than I f  terminals  only a r e  outs ide  the  
c e n t e r .  

S t a t i c  e l e c t r i c i t y  discharges and power surges  r ep resen t  g r e a t e r  hazards 
t o  a F'C system than t o  a te rmina l .  Such t r a n s i e n t s  probably w i l l  not  
d i s r u p t  terminal  processing,  and the  chances of  producing damage more 
severe than a s o f t  e r r o r  are extremely small, The e f f e c t s  of  such 
transients on PC opera t ion  have g r e a t e r  damage p o t e n t i a l .  Programs, 
da t a  f i l e s ,  o r  RAM contents  can be corrupted,  the  computer can be r e s e t ,  
o r  an e n t i r e  d i sk  can be rendered unreadable.  S t a t i c  con t ro l  and power 
l i n e  p ro tec t ion  are e s s e n t i a l  f o r  c r i t i c a l  PC s t a t i o n s .  

2.13 TRANSMISSION SPEED 

One of the f ea tu res  t h a t  makes a PC a t t r a c t i v e  as a weapon f o r  v i o l a t i n g  
system s e c u r i t y  is i t s  a b i l i t y  t o  send and rece ive  da t a  a t  high r a t e s  
f o r  sus ta ined  per iods .  Indeed, i l l i c i t  f i l e  t r a n s f e r s  and password- 
guessing a t t a c k s  would be imprac t ica l  without t h i s  a b i l i t y ,  A terrriinal 
can send ind iv idua l  cha rac t e r s  a t  high baud rates b u t  cannot send 
continuous,  sus ta ined  b u r s t s .  This d i s t i n c t i o n  can be used t o  implement 
a "PC detector ' '  i n  a hos t  o r  network monitor t h a t  could t r i g g e r  defenses 
aga ins t  automated a t t a c k s .  

2 .14  CHARACTER SET 

A terminal  is  l imi t ed  i n  the  type of da t a  it can t r ansmi t ,  probably t o  a 
subse t  o r  supe r se t  of A S C I I  o r  EBCDIC cha rac t e r s .  Upon rece iv ing  a 
cha rac t e r  t h a t  i s  not  among i t s  se t  o f  d i sp layahle  symbols, the  terminal  
will convert  it t o  an e r r o r  symbol (o f t en  the  " @ "  symbol) and thus 
conceal the o r i g i n a l  b i t  p a t t e r n  from the u s e r .  (Exceptions a r e  c e r t a i n  
graphics  te rmina ls ,  which can send and rece ive  b inary  data i n  s p e c i a l  
formats . )  A PC can send, r ece ive ,  and s t o r e  any combination of  b i t s  i n  
i t s  d a t a  stream, including b inary  da t a .  I t  can be used t o  t ransmi t  
information t h a t  mos t  terminals  cannot ,  and it can properly download 
(and preserve f o r  l a t e r  ana lys i s )  da t a  f i l e s  t h a t  would appear t o  be 
g ibbe r i sh  i f  displayed on a terminal screen .  

2.15 MONETARY VALUE 

O f  concern i n  the  phys ica l  s e c u r i t y  of  a system i s  i t s  monetary va lue .  
A t e rmina l ,  un less  it i s  a h igh - re so lu t ion  graphics  t e rmina l ,  will 
probab1.y c o s t  much less than a t y p i c a l  o f f i ce -g rade  PC. 
value of the  PC ( inc luding  the  value of any d a t a  contained)  j u s t i f i e s  

The h igher  
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m o i r e  s t r i n g e n t  phys i ca l ,  environmental, and e l e c t r i c a l .  p r o t e c t i o n  
measures. 

A s  a r e s u l t  of a P C ’ s  h igher  r e l a t i v e  value, maKket competi t ion has 
s t imula ted  the a v a i l a b i l i t y  of “compatible” and “clone” systems. Users 
( o r  some o the r  responsib1.e pa r ty )  must: ensure t h a t  hidden 
i n c o m p a t i b i l i t i e s  do not  negate the s e c u r i t y  f e a t u r e s  of  t he  hardware 
and software used on such systems. 



3 .  CONCLUSIONS 

six 

1. 

2 .  

3 .  

4 .  

5 .  

6 .  

conclusions can be dra.m from this study 

In general., host-access controls that are effective against 
penetration by unauthorized terminal users are effective against 
automated attacks by PCs.  PCs should not be allowed on sensitive 
or classified systems that lack the ability to lock  ou t  a station 
after a limited number of incorrect attempts to generate a correct 
password. 

PGs present special. sanitization problems that must be understood 
and dealt wlth by all users. 

Removable media that may have been exposed to sensitive data must 
be subjected to strict administrative controls. 

Configuration control of a secure PC is essential--too important to 
be l e f t  to the discretion o f  any but the most trusted and 
knowledgeable users. 

The PC user must accept security accountability beyond that 
required of a terminal user .  

P C s  can be configured and/or programmed to monitor a l l  traffic on 
certain network architectures. If the network handles multilevel 
or need-to-know communications, data encryption is r equ i r ed .  
Otherwi se, a p r o t e c t e d  distribution system atid effective 
configuration control of every node will suffice. 

In closing, adding PCs  t o  a hos t  computer o r  net.wc)rk nil1 introduce new 
vulnerabilities and increase t h e  i1;mger presented by existing 
uncorrected vulnerabilities. The addition o f  PCs to systems processing 
sensitive iiata should not  be allowed unt:iP thc. issues raised in this 
r e p o r t  are addressed. Proper implementation of i i  set of security 
controls is very device- and system-dependent and must be carefully 
designed case-by-case. 
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APPENDIX A: GLOSSARY 

Because computer security terminology is relatively new and is evolving, 
definitions o f  many important terms used in this report are presented 
below. 
Publication #39, Glossary for Computer Systems Secur i ty .  

Many are adapted from Federal Information Processing Standards 

Access - The ability and the means to make use of any resource o f  an ADP 
sys tern I 

Accountability - (1) Specific responsibility for certain aspects of a 
system's security, or (2) in a system, the presence of provisions that 
allow security compromises to be traced to the offender(s). 

Attack - The realization of a malicious threat. Example: planting a 
Trojan horse. 

Authentication - The verification of user identity and/or his privilege 
to access specified i-nformation. 

Compromise - A security viohtion that permits exposure of information 
t o  unauthorized parties. 

Control. - Any protective action, device, procedure, technique, or other 
measure intended to reduce exposure. Example: password protection. 

Data integrity - The absence of accidental or malicious corruption of a 
data set. 

Exposure - A form of possible l o s s  or harm. Example: unauthorized 
discl.osure . 

Object - A system resource to be accessed. Examples: files, 
peripherals, memory blocks. 

Personal Computer - A small microprocessor-based single-user computer 
containing, at a minimum, a central processing unit, memory, a keyboard, 
and a display. 

Sanitize - To remoxJe sensitive information from rnedia or from a system 
to prevent its unauthorized disclosure to others who have access to the 
media o r  the system. 

Security - Protection against unauthorized information disclosure, 
unauthorized information modification, and improper denial of  service. 

System - A computer, its software, and its locally connected 
peripherals. 

TEMPEST - A national program aimed at: controlling disclosure of  
classified information via conducted o r  radiated electromagnetic 
emanations. 
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Threat - Any act or circumstance with the potent.i.al to cause l o s s  or 
harm. Example: unauthorized access. 

Trojan horse - A software routine surreptitiously inserted into a host 
program to perform security-threatening functions outside the stated 
purpose of  the host program. 

Virus - A self-propagating Trojan horse that surreptitiously spreads 
itself from program to program and from system to system. Usually, the 
damage-causing action o f  the virus is delayed so that many other 
resources are "infected" before its presence is discovered. 

Vulnerabilit~y - Any condition o r  weakness that could be exploited to 
cause l o s s  o r  harm. Example: electromagnetic emanations from a monitor 
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APPENDIX C: ACRONYMS AND ABBREVIATIONS 

ADP 

A S C I I  

BTQS 

CPU 

DO E 

DO S 

DS 

EAROM 

EBCDIC 

IC 

I/Q 

I S S  

JCIST 

J A N  

PC 

RAM 

RQM 

ST 

VDT 

Automatic Data Processing 

American Society for Communications 
Information Interchange 

Basic Input/Output System 

Central Processing Unit 

U.S. Department of  Energy 

U . S .  Department of State 

Bureau of Diplomatic Security 

Electrically Alterable Read-Qn1y Memory 

Extended Binary Coded Decimal 
Interchange Code 

Integrated C ircu i t 

Input /Output  

Information Systems S e c u r i t y  Branch 

Joint Center Ear Information 
Security Technology 

Local Area Network 

Personal  Computer 

Random-Access Memory 

Read-Only Memory 

OfEice of  Security Technology 

Video Display Terminal 
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