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ABSTRACT

Process monitoring is a term typically associated with a detailed look at plant operating data
to determine plant status. Process monitoring has been generally associated with operational con-
trol of plant processes. Recently, process monitoring has been given new attention for a possible
role in international safeguards. International Safeguards Project Office {ISPQ) Task C.59 has the
goal to identify specific roles for process monitoring in international safeguards.

As the preliminary effort associated with this task, a review of previous efforts in process
monitoring for safeguards was conducted. Previcus efforts mentioned concepts and a few specific
applications. None were comprehensive in addressing all aspects of a2 process monitoring applica-
tion for safeguards.

This report summarizes the basic elements that must be developed in a comprehensive pro-
cess monitoring application for safeguards. it then summarizes the significant efforts that have been
documented in the literature with respect to the basic elements that were addressed.
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1. INTRODUCTION

Process monitoring is an expression that has traditionally been identified as a functional capa-
bility associated with operation and control of complex industrial processes. Generally, the process
monitoring function is motivated by potential improvements in process efficiency, safety, environ-
mental protection, and other considerations, and the design of the monitoring system is dependent
on monitoring objectives, regulatory requirements, and the design of the process facility.

As a preliminary effort in developing a process monitoring concept for the International Atomic
Energy Agency (IAEA) safeguards application in nuclear fuel reprocessing plants, a survey of the
literature was done to identify previous efforts addressing process monitoring for reprocessing plant
safeguards. Numerous technical publications mention process monitoring, but a relatively small sub-
set of those identified process monitoring as a viable tool for safequards purposes. Within those
safeguards-related publications, a range of process monitoring concepts are identified and described
in varying degrees of detail. Many publications were found that gave superficial positive comments
on the potential usefulness of process monitoring, but these publications provided no substantive
details about a specific concept. A few publications were found that contained significant details on
some aspects of a process monitoring concept, but these publications did not address other
aspects necessary for concept evaluation. This second group of publications is listed in the attached
bibliography, and descriptive excerpts from some documents are attached in the appendix. No
reference was found that provides a comprehensive description of all aspects of any process moni-
toring concept; this situation indicates that process monitoring as a safeguards concept is in the
very early stages of development.

In fact, a great majority of the useful publications related to safeguards applications were
associated with a small number of significant process monitoring efforts. The organizations involved
in the significant efforts and their published contributions are:

*  Allied General Nuclear Services (AGNS):
— process monitoring system at the Barnwell Nuclear Fue! Plant (BNFP).
¢  Idaho National Engineering Laboratory (INEL):
— development and testing of specialized sensors,
—  monitoring scheme implemented at Idaho Chemical Processing Plant (ICPP),

—— monitoring demonstration for the plutonium product area of the Tokai plant, Tokai
Advanced Safeguards Technology Exercise {TASTEX), Task L

®  Dak Ridge National Laboratory/Consolidated Fuel Reprocessing Program (ORNL/CFRP):;

— development of the microscopic process monitoring (MPM) concept,

— demonstration of MPM in the BNFP miniruns,

— process monitoring assessments for the U.S. Nuclear Regulatory Commission (USNRC).
i Japanese Science and Technology Agency:

— monitoring demonstrations in the plutonium product area of Power Reactor and Nuclear
Fuel Development Corporation {PNC) Tokai Works in cooperation with {AEA and INEL.



i USNRC
— study of advanced process monitoring for improved material control,

— assessment of material control and accounting (MC&4) reform amendment impacts on
reprocessing plants. '

® International Atomic Energy Agency (IAEA):

—  STR-140 Part L, “An Advanced Safeguards Approach for a Model 200 T/A Reprocessing
Facility,”

— STR-151, “Nuclear Material Safeguards for Reprocessing—Current Status and Problems.”

The objective of this report is to summarize the publications containing significant process-
monitoring-concept information and to identify the major elements to be addressed in development
of a process monitoring concept for international safeguards application. Also, a definition of pro-
cess monitoring is proposed. The perspectives obtained fromi this summary review will be useful in
developing a comprehensive process monitoring concept.



2. A PROPOSED DEFINITION OF PROCESS MONITORING
FOR INTERNATIONAL SAFEGUARDS

The expression “process monitoring” is widely used in the safeguards literature to denote
some safeguards-related functional capability derived from information about process materials
and/or equipment. In nearly every case, the “process data” are presumed to be available on 3
continuous (or nearly continucus) basis via a computerized data acquisition system. The traditional
functional capabilities supported by process monitoring generally range from simple alarms for
“out-of-limit” parameters to sophisticated automatic process control schemes. These functions are
cperator oriented and are usually incorporated into the process operations. The safeguards func-
tions supported by process monitoring are dependent on whether the application is for domestic
safeguards or international safeguards. Although a general definition of process monitoring has not
been accepted, some basic considerations that would likely be incorporated are:

° Acquisition of data from sensors instalied in a process environment that indicates directly or
indirectly conditions of process materials and equipment.

® Operations on that process data with analysis systems to generate appropriate parametric
tests.

. Provision of response criteria that are consistent with stated functional objectives.

Iif the definition were specifically directed for international safeguards applications, some additional
considerations would likely be incorporated:

* A containment/surveillance concept (C/S) is followed in which continuous and direct access to
“selected process data” is provided to the inspector.

i The process data are used to generate records and parametric test results that are available to
the facility operator and the state but are secured so that modifications can be made only by
the international inspector.

* The records and test results are used by the inspector for specified functional objectives.

A definition incorporating the previous features is consistent with the definition proposed by
the International Working Group for Reprocessing Plant Safeguards in its final report to the 1AEA.






3. BASIC ELEMENTS OF A PROCESS MONITORING CONCEPT

To provide a framework within which process monitoring publications can be compared and
contrasted, it is necessary that certain key features or basic elements of a process monitoring sys-
tem be identified. As a preparatory effort in developing a generic process monitoring concept for
IAEA application in reprocessing plants, several basic elements have been proposed for detailed
consideration. A brief description will be given for each of the following basic elements of process
monitoring: .

. Functional objectives.

. Logic structure and test parameters.

4 Data requirements, characteristics, and acquisition.
1 Performance criteria.

° Alarms, alarm resolution, and response.

®*  Hardware: sensors and data processing.

. Vulnerabilities, tamper resistance, verification.

. Resource requirements.

3.1 FUNCTIONAL OBJECTIVES

Careful consideration: must be given to clearly defining the functional objectives of the process
monitoring activity. The principal issue results from fundamental differences between applications in
support of domestic safeguards versus international safeguards. For domestic applications, the
monitoring activity may be active (i.e., with potential for intervention in process operations) or pas-
sive. For international applications, only passive functions are acceptable. Because the objective of
Task C.59 is to develop a process monitoring concept appropriate for international application, only
passive functions will be included. Most international functions for process monitoring are often
described as C/S measures for verification of materials accountancy data. Functional objectives for
detection of loss or unauthorized use are also investigated.

3.2 LOGIC STRUCTURE AND TEST PARAMETERS

The process menitoring logic structure is very closely associated with the functional objectives.
The logic structure defines the type of information and analyses required to achieve the functional
objectives, and test parameters are formuiated that permit quantification of the logic structure. For
example, if a functional objective is to verify that all materials transferred into and out of the
material balance area do pass through a key measurement point, then the logic structure may be to
monitor for spurious changes in solution volumes in process equipment that are not associated with
declared batch additions. The test parameter may be a volume inventory difference calculated for
process vessels in the balance area.



3.3 DATA BEQUIREMENTS, CHARACTERISTICS, AND ACQUISITION

if the logic structure has hseen developsd and the test paramstors have been defined, the next
major elements to consider are what are the dats requiremants, what are the characteristics of the
data, and how are the data accessed from the process sysiein. The needed information can be
obtained in some cases from datz process control instrumenis instalied, operated, and maintained
by the facility operator. These data may be in anslog form or in binary form. Data may also be
obtained from dedicated.instruments instaliad for safeguards purposes. Analytic data may also be
available and used for samples of process material that have been submitted to the operator’s ana-
lytic laboratory or for which anzalytic determinations have been rnade by the inspector. The charac-
teristics of all the data obtained for process monitoring will e important. The precision and accu-
racy of instrumentation as well as variances introduced by process noise determine the capabilities
achievable with process monitoring tests. it is necessary, thereforg, that assessments be made of
variances associated with the data used for process menitoring. Another important data considera-
tion is that computerized data acquisition will almost certainly be reqguired for viable process moni-
toring concepts. Attention must be given to the timing and frequency of data acquisition. The
sequence in which instruments are read by the computer can be important. The archival technigues
used must allow efficient recall of information for safeguards analysis.

2.4 PERFORMANMNCE CRITERIA

Another major element of process monitoring is the performance criteria to be used for pro-
cess monitoring tests. Clearly, the specific performance criteria will be dependent upon the func-
tiona! objectives and the particular test formulation. However, the criteria will necessarily reflect
some basic safeguards loss-detection criteria related to goal quantities of nuclear material. For
example, IAEA has “as a goal!” the detection of losses of 8 kg of plutonium within “a few days.”
Any process monitoring test can be structured so that the test parametsr relates directly or
indirectly to that goal. Frequently, the goal must be translated into some parameter (i.e., solution
volumes or flow rate discrepancy) that perimits a comparative test.

3.5 ALARMS, ALARM RESCLUTICN, AND RESPONSE

Once the process monitoring performance criteria have been established and the characteris-
tics of the process data are knowrmn, one can begin to address the questions of process monitoring
alarms, the resolution techniques appropriate for those alarms, and the response activities
associated with failure to resolve alarms. An important but often overlocked aspect of the alarm
and alarm resolution activity is the mode of presentation of those alarms 1o the inspector.

3.6 HARDWARE: SENSORS AND DATA PROCESSING

Another major element of a process monitoring system is the sensors and data processing
hardware. it is likely that all process sensors used for international process monitoring applications
will be installed, operated, and maintained by the operator. This does not preclude spacialized moni-
toring instruments that would be provided by the inspector but perhaps installed and maintained by



the operator under inspector observation. These types of instruments will not have any active
capabilities relative to the process, and the operator will have full access to the monitoring date
from these instruments.

3.7 VULNERABILITIES, TAMPER RESISTANCE, VEBIF!CAT&ON

The next major element of the process monitoring system concerns the vulnerabilities of the
system, the tamper-resistance features that are appropriate for the process monitoring equipment,
and the methods of verification of process monitoring data. Because the process monitoring system
is intimately connected with the operator’'s data acquisition system, one of the most significant and
obvious vuinerabilities is a situation in which the access to that process data is interrupted by delib-
erate operator actions or other similar situations. One might also expect that the process monitor-
ing capabilities could be compromised by conditions that increase the noise aspect of the data and,
thereby, limit the monitoring sensitivity. Also, consideration must be given to calibration changes
that ccour normally for process equipment and process instrumentation. FProvisions must be made
to either recalibrate or compensate for the calibration changes in terms of performance criteria and
alarms. Also, one must consider as a vuinerability the opportunity for an unusval process cperation
that would defeat the logic associated with certain process monitoring tests.

In spite of these vulnerabilities, process monitoring does afford some opportunities for tamper
resistance. Clearly, by providing real-time data access and subsequent protected archiving of that
real-time data, limited opportunities occur for operator modifications of the data. Furthermore, by
having secured software and hardware for data analysis, the inspector will be able to maintain con-
fidence that the analysis software has not been compromised. Also, there is an inherent tarnper
resistance with process monitoring because the data used in the monitoring are coupled to other
data in a sequential process operation, and this coupling permits some consistency checks that will,
in essence, substantiate the data quality. Atiempts to compromise any one data point would
necessarily require the compromising of successive data points to avoid having a data anomaly
occur in the process analysis.

Another verification concept for the data used in process monitoring would be afforded by
comparison of process data with sample analysis. Also, the limited use of duplicate sensors dedi-
cated to inspectors at specific process key measurement points would permit continuous compari-
sons with the process sensors. These inspector-dedicated monitors would be nonintrusive into the
process and have no active interface with the process or the process material.

3.8 RESOURCE REQUIREMENTS

The final major element of a process monitoring system is the resource requirements associ-
ated with implementing that monitoring system. The description of the resource must be expressed
in terms of equipment, manpower, and associated support capabilities. Consideration must also be
given to the distribution of resource reguirements between the facility operator, the state sysiem,
and the international inspector and support organization.

The preceding basic elements of the process monitoring system do not constitute an exclusive
set of elements, but rather they provide a set of elements that define a framework within which
process monitoring concept proposals can be described and evaluated.






4. MAJOR PROGRAMS FOR DEVELOPMENT OF
PROCESS MONITORING CONCEPTS

A limited number of significant efforts have been identified for the development of process
monitoring, and a brief overview will be given for each of those development efforts. Abstracts and
excerpts from related publications are given in the Appendix.

4.1 IDAHO NATIONAL ENGINEERING LABORATORY

The most extensive process monitoring development has been associated with the INEL
through its efforts in three principal activities: {1} the development of specialized monitoring instru-
ments for use in process monitoring applications, {2) testing of basic features of process monitor-
ing at the ldaho Chemical Processing Plan (ICPP), and (3) development and implementation of the
plutonium product area monitoring demonstrations at the PNC Tokai Plant in Japan. The INEL effort
has contributed significantly to the availability of specialized instrumentation and an understanding
of the monitoring capabilities afforded by those instruments. Such devices as thermal flow meters
and position switches may be necessary instrumentation for some process monitoring applications,
and those instruments have been tested by the INEL under a variety of operating conditions.

The monitoring functions done in the ICPP have provided some practical experience in obtain-
ing data and examining that data for use in process monitoring. However, functional objectives
have not been fully developed for the monitoring activities at the ICPP, and performance criteria
were not developed against which process data could be assessed. Consequently, the alarms and
alarm resolution aspects were not developed: sufficiently.

4.2 TASTEX TASK | AND JAPANESE SUPPORT PROGRAM FOR
AGENCY SAFEGUARDS (JASPAS) AT TOKAI WORKS

The INEL efforts in the product area monitoring demonstrations at Tokai are based on a well-
defined functional objective. The effort was to monitor material entering and leaving the product
tanks, as well as transfers among product tanks. Too, specialized instrumentation was installed in
the process to collect data and to provide analyses of that data to satisfy the functional objectives.

This effort recognized characteristics of process data. As a result, the project used specialized,
precision instruments and included automatic calibration checks. These efforts form a basis for con-
sideration of system vuinerabilities to calibration changes and perhaps data falsification.

Shortcomings of the original TASTEX task effort were identified. These included a lack of data
outputs usable by operator and inspector personnel. The JASPAS was initiated to follow up on the
TASTEX program. This program has addressed the interface of data to the inspector. In this sense,
it addresses alarms, resolutions, and reporting for an applied process monitoring task.

The monitoring work at Tokai is clearly the best-developed example of process monitoring for
international safeguards application, and considerable attention should be given to this effort in
development of a general process monitoring concept for international application.
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4.3 ALLIED GENERAL NUCLEAR SERVICES

Another major development for process monitoring was provided by the AGNS staff at the
BNFP in South Carclina. This group was motivated primarily by process control and domestic safs-
guards concerns and subsequently developed a number of software capabiiities which were labeled
process maonitorinig.

The AGNS effort recognized that the focus of attention for internationa! safeguards was 8 kg
of plutonium. Domestic safeguards within the United States was evolving a focus of attention at a
level of 2 kg of phitonium. In this sense, performance criteria were esiablished for the various tests
applied. For example, a specific test was devsloped to be responsive to an “abrupt” removal of
8 kg from a specific plant area.

Initially, the AGNS efforts were directed at the plutonium-nitrate storage area of the plant and
were paraliel to the INEL/TASTEX/JASPAS sffort. However, later tests, associated with the mini
runs of 1980-1981, began development of process monitoring for process areas of a typical
reprocessing plant.

Most of these monitoring activities wers in response to domesiic safeguards functional objec-
tives and as such were part of the operations software system. However, the demonstration of
capabilities resulting from these process monitoring activities at the BNFP were indicative of the
capabilities that could be expected in international application. Many of these monitoring functions
were closely coupled to the development of near-real-time accounting.

4.4 OAK RIDGE NATIONAL LABGRATORY

Another major process monitoring development resulied from ORNL/CFRP effort. This effort
was originally focused on a mathematical formulation for process monitoring with the principal func-
fional objective being to identify unusual process occurrences. The methodology was developed and
documented (see bibliography) and tested during the so-called miniruns at the BNFP.

This effort was unique relative to other process monitoring activities because of the significant
attention given to development of mathematical models for anslysis of process data, parametric
“test definition, and identification of alarm conditicns and measures for alarm resolution. Again, how-
ever, this process monitoring effort focused primarily on domastic application with little concern
directed to use in international safeqguards.

The CFRP effort involves continuing tests of monitoring concepts in a reprocessing plant test
facility at ORNL. This work includes testing of some specialized instrumentation that might be used
for monitoring, such as liguid in-line monitors, radiation monitors, and flow meters.

An additional effort from ORNL staff was an assessment of the implications for reprocessing
plants of the USNRC's proposad material control and accounting (MC&A) reform amendments. Pro-
cess monitoring tests were identified that might be employed in a reprocessing facility so that pro-
visions of the reform amendment could be met. That study was completed in 1984.

4.5 U.5. NUCLEAR REGULATORY COMMISSION (USKRC)

The USNRC has for several years been interested in the potential usefulness of the process
monitoring for domestic safeguards functions and has commissioned several studies to address
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potential usefulness of process monitoring. Two of these studies were related to the MC&A reform
amendment; they resulted in a broader understanding of domestic applications of process monitor-
ing. Those efforts were the USNRC study of advanced process monitoring for improved material
control and the ORNL assessment of implications for reprocessing plants resulting from the MC&A
reform amendment. ’

The USNRC has established definite performance criteria in its proposed domestic regulations.
The studies mentioned define functional objectives for process monitoring tests to meet the objec-
tives. In many cases, specific logic structure and test parameters are identified. The studies also
identify specific data requirements for many tests.

The USNRC effort is, of necessity, focused on domestic safeguards. The domestic safeguards
studies do not consider diversion possibilities at the state level. As such, the USNRC effort does
not address vulnerabilities or resource requirements for an international safeguards application of
process maonitoring for safeguards. In research sponsored by the USNRC through Pacific Northwest
Laboratories, the USNRC has investigated alarm mechanisms and response. The question of pro-
cess monitoring in a regulatory environment, in terms of alarm reporting, has not been extensively
evaluated.

4.6 INTERNATIONAL ATOMIC ENERGY AGENCY

The remaining significant efforts on process monitoring were associated with studies and
documentation developed within the IAEA specifically relative to reprocessing plant safeguards. The
conceptual approach described in STR-I40 and some of the technical provisions that were
acknowledged in STR-5! recognize the potential usefuiness of process monitoring and give
examples of potential application without fully developing the concept. Certainly, precedence for
consideration of process monitoring in these papers was established by the Safeguards Advisory
Group on Safeguards Applications (SAGSI) advisory group report in 1978 and through the efforts of
the International Working Group for Reprocessing Plant Safeguards. These documents help define
and structure process monitoring as a C/S concept for international safeguards applications.

4.7 OTHER EFFORTS

Numerous other efforts identify process monitoring as a potentially useful safeguards concept,
and these other efforts provide some examples, but they do not give substantive detail to a partic-
ular process monitoring concept. The joint studies by Los Alamos National Laboratory and Sandia
National Laboratory on integrated safeguards concepts for international safeguards at reprocessing
facilities recognize the availability of useful information from process data and from specialized
instruments installed for specific monitoring functions. In most cases, these studies assign a func-
tional responsibility to the process monitoring system for ensuring the integrity of material-
accountancy functions.

in particular, Sandia National Laboratory developed a closed-loop control system for a plu-
tonium product area of a reprocessing plant. This closed-loop system featured a process monitoring
application and active interlocks on solution handling equipment. It was demonstrated at the BNFP.
The closed-loop control system was recognized as inappropriate for international safeguards
because of the active nature of the control system. However, the concept was expanded for an
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“open-loop” conirol system that removed the active control on equipment and exploited the pro-
cess monitoring capabilities for international safeguards.

In addition, efforts within the Federal Republic of Germany and the Japanese reprocessing pro-
grams have identified the use of process data for safeguards as a viable concept and have given
some kmited description of how that process moni{oring concapt might be incorporated into the
overall safeguards system. Again, however, there is insufficient detail to permit comparison of these
approaches with some of the more significant efforis previously described.



5. SUMMARY

There is almost universal recognition of the potential usefulness of data from the process for
international safeguards whether the data are from operator control instrumentation or from spe-
cialized instrumentation. The precise nature of the functional objectives and the mechanisms and
logic structure by which those objectives are implemented are not fully defined in any particular
application. Table 5.1 shows the major efforts and the basic elements of a total process monitering
application that was addressed by specific programs. Furthermore, there is very little practical
experience that will permit generalized statements about the quality of process data relative to the
safeguards application. Consequently, there has been very little effort associated with alarm defini-
tion, methodologies for resolving alarms, and evaluations of resource requirements associated with
implementing a fully developed process monitoring system.

This document is to summarize only those few practical attempts to demonstrate process
monitoring for safequards. it shouid be noted that process monitoring requires extensive computer-
ized plant data acquisition capabilities. This capability does not yet exist in many operating facilities.
As process monitoring for safeguards matures, each of the basic elements identified in this report
should be addressed. Potentials of process monitoring for safeguards and its role in international
safeguards are only beginning to be developed.

Table 5.1. Basic elements of a process monitoring application
addressed by major programs

Logic Data
Functional structure requirements Alarms
objectives test characteristics  Performance  resolution, " Resource
defined parameters acquisition criteria reporting Vulnerabilities  reguirements

INEL X X X
TASTEX X X X
JASPAS X X X X X
AGNS X X X
ORNL X
USNRC X X X
IAEA X X

13
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Appendix

ABSTRACTS AND EXCERPTS FROM MAJOR PUBLICATIONS ON PROCESS
MONITORING FOR REPROCESSING PLANT SAFEGUARDS

This appendix includes abstracts or excerpts from several publications reporting programs with
significant efforts in the area of process monitoring for safeguards in reprocessing plants. These
items are included to provide general descriptions of the specific work done by these groups. It
was decided to use these excerpts to describe the work using the words of the actual investigators
rather than to paraphrase or otherwise interpret the effort. As such, the appendix includes copies
of pertinent sections of the subject reports. We apologize for the quality of some of the reproduc-
tions, particularly the cover pages that are included to show document numbers. The appendix is
not meant to be inclusive of all documents in the bibliography. It is intended to show documents
that are representative of the work.
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I. IMTRODUCTION

Safeguards tests and evaluations at the Idaho Chemical Processing
Plant (ICPP) operated by Exxon Nuclear Idsho Company (ENICO) sre evalua-
ting the use of process instrument data for safeqguards surveillance:; in
particular, the data are being considered as a means of providing assur-
ance of special nuclear material (SNM) containment during the intervals
between material balances. :

Tests show that several levels of monitoring can be applied, depend-
ing on the level of assurance required. A minimal system automatically
records plant instruments used for accountancy measurements (such as
electromanometers) to record bulk measurement of solutfon movements
through accountability tanks. A second level of assurance {s provided
by adding past chemical analysis {information from process samples to
historical data to calculate past SNM mass movements between process
areas. The highest level of assurance is obtained by using continuous
observations of all process solutions containing SNM and using IAEA ver-
{fied, on-line analysis instruments to provide a near-real-time measure-
ment of SNM distribution in a facility. However, the on-line analysis
instrument technology cannot currently zchieve laboratory analysis accu-
racy, although improved technology {s bdeing demonstrated for on-line
product solution measurements at the Tokai reprocessing plant using on-
line X-edge densitometry and gamma analysis (Reference 5).

The IAEA has evaluated near-reali-time materials accounting as a
technique to shorten the accountancy interval (Reference 6). The full
implementation of that technique would require additional IAEA inspectors
and analyses that would significantly strain the limited JAEA resources.
In comparison, the automated technique being evaluated in this study
could approach the accuracy of near-real-time accountancy measurements
without the required presence of the IAEA inspector. Rather, the mea-
surements would be considered to be estimates, to be confirmed by less
frequent observed measurements and by material balances performed in the
presence of an inspector. Reference 6 acknowledges the benefit of the
inspecter’s presence for collecting "corroborative data which can be
used to provide approximate verifications." The automated system can
collect even more confirmatory data, depending on the degree of assurance
required, to support both the estimates and accountacy measurements.

The concept being evaiuated at ICPP is near-real-time material esti-
mating as a containment-surveillance measure to complement accountancy
measurements. The assurance provided by SNM solution surveillance should
elleviate the near-term requirement for more frequent material balances.
The potential exists for ultimately increasing the interval between ma-
terial balances as confidence is gained in the method's ability to con-
firm SNM containment. To test this surveillance method, basic systems
have been implemented at both the Tokai reprocessing plant and the ICPP.
There are no technical barriers to implementing the monitoring system,
collecting and analyzing the data, or maintaining transparency to plant
operators or production. Yet, some political questions have been raised
regarding compliance with INFCIRC 153 (Reference 1):
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- the minimum amount of necessary information

- the degree of instrument verification needed

- the possible disclosure of nationally sensitive or company pro-
prietary information

The first two reservations depend directly on the amount of assur-
ance required by the IAFA. Additiona)l monitoring points or additional
instruments can be added to provide a system Increasingly more difficult
to compromise or mislead. The question of disclosing sensitive or pro-
prietary information would usually only apply for analyses of chemical
compositions. To resolve this potential difficulty, it is possible to
retain process data within the monitoring system installed in the speci-
fic facility such that detailed process datz of a proprietary or sensi-
tive nature would not leave the facility. Generalized tests could then
be performed om the data and conclusions communicated to the reviewing
inspector without directly disclosing detailed data. In all cases, the
specific requirements for each monitoring point and for the associated
information would be negotiated in the respective Facility Attachment:
this would, thereby, alleviate coacerns of the host facility.

N
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5. ASSESSEMENT OF RESULTS IN TERMS OF MEETINC PURPOSE

The task 1 system was developed at the INEL and at the PNC
plant and has accomplished most of the desired objectives for
an effective monitoring system. These include basic data
collection and data storage for the major plaent sensors in the
Pu storage area, real-time displays for the plant data, real-
time print-outs of operational changes, and the capability to
playback historical data for the preparation of dats listings,
graphicsl plots, and summary reporta. The data are of imme-
diate potential use to the plant operators, &and the potential
use for IAEA inspector applications is still under development.

6. CONCLUSIONS

It is believed that the task I system has considerable
potential for enhancing the effectiveness of IAEA safeguards at
the Toksi plant. The main elements of potential contribution
to safeguards are listed below.

{a) The task I system can form a basis for improved monitoring
of the Pu product erea. Analytical laboratory density and
isotopic measurements (verified via task G or task H in-
strumentation), together with task 1 observation of Pu
solution evaporation :characteristics and other task I
measurements, can permit the assesswent of Pu product
quantities in the Pu product area on a near continuous
basis (near real-time or post-analysis via historical data
playback).

(b) The task I system produces an historical data base which
may be used to monitor operations and prepare accountabi~
lity-type summary reports relative to:

i)  new product batch inputs into the Pu product srea;

ii) current Pu product inventory at any specified time;
and

iil) Pu product load-outs from the Pu product area.

(c) The recorded plant digital state changes, together with
the recorded anslogue signal changes, can be used for
operations surveillance monitoring to verify that speci-
fied operations are performed in a satisfactory and ex-~
pected manner. This surveillance activity can be per-~
formed initially via manual analysis of the data with the
potential for adding future capabilities for computer
aided analysis,

160
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Excerpt from The Tokai Works Annual Frogress Report, PNCT NB31—-82-(1, September 1982,

V. Product Avea Monitoring System (TASK~1)

fizsohiro SUYAMA, Makoto HAYASHI
Shigeru IHARA, Shigeru OHTAKE
Toshihide SUGIYAMA, Tazdashi KYUE
Kan SHIBATA, Mssamichi SAMESHMIMA,
and Itsun KADOKURA

The product area monitoring systes consists of a desktop coamputer lo-
cated in the plant operations control rowre, four instrumentstion cabinets
located behind the plant control panel, and two instrumentation boxes locat-
ed in the plant access srea. Approximately 200 scosor signals for the tank
levels, densities, temperatures, and trensfer operations in the plutonium
product storage area are input for the Task-1 system, which includes high
precision electronic manometer wfasurements for the plutonium product ac-
ountability tank and the seven‘product storege arcas. The systeam monitors
the material entering and leaving the product area, transfer operations
within this area, and the asmount of waterial currently in storage, The
computer is provided with real-time displays and primt-cuts which present
the product area status, and historical data files are maintained from which
sn operator may prepsre summary veport listings and graphical plots of
selected data via data playback., A genaral block disgram of this system is
illustrated in Figure 8.

The functions of this system are listed below.

(1) Monitoring the tank volume

1) Liquid level and density on the plutoniwm product accountability tank
and seven plutonium product stormge areas, which are the wost important
for accountability, are measured by Digiquartz high-precision pressure
transducers. A typical example of the product solution level data for
accountability taok 266v23 is presented in Figure $. The error 1is
estimated at *0.026% of effective mrasurement range.

i1) Liquid level and density in almest all tanks avre measurzd by the 64—

channel scanivalve multiplexer subsystem.
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PNCT N83182.01
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These data were compared with the plant control panel chart recording
data. The error of the dp treansmitters is within )X S with cl;art
recording compensation sdjustmeant, snd the error of 64-channel scani-
valve is within 20.17 FS at calibration temperature. A typical example
is presented in Figure 10.
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FNCT Ng31-82-01

(2) Ascther ancleg signale messurements v(tmmumm);

(3) Plent digitsl signsls are smonitored for all major trassfar valves,
pusps, sample travsaission sensovs, electrical power status 258203
snd 80 on. A typical example 13 prezentad i Figure 11.
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(4) vVerificestion and Celibration features — In addition to the plant sensorx
signals, there are instrumentsiice sensor loput signals which provide

certain temper indicating sund calibretion features.

Field tests of the Tssk-I systsm 2re continuing, and most of desired
objectives for an effective sonitoring systes are heing eccomplished.
Futher development 15 required to expend the software to provide @ SUENATY
report capsbility for 2l1] =major operstiosme withim the Pu product storage
ares, including temper indications.

=173~
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Project JA-3

Title: PLUTONIUM PRODUCT AREA MONITCRIMNG SYSTEM

Executing Institution:

Power Reactor and Nuclear Fuel Development Corporation (PNC)

Objective:

The purpose of this project is to develop computer-aided real-time

Containment/Surveillance system of the Plutonium Product Area in Tokai

Reprocessing Plant to be applied to the routine inspection work.

Activities and Results:

(1)

(2)

General

This system had been developed under the TASTEX Program
(Task~I), and included to JASPAS Program in July, 1982. Efforts to
improve the hardware functions of prototype JA-3 system, had been
made until March, 1983. After April 1983, efforts to devalope the
design and to establish the technical specification for the system
adequate for inspector's use, including the modification of existing

system, have been endeavoured.

Progress of the design and specification of inspection usable system
The outline of the final inspection usable system was decided
and examination on some detail specification of this system was

advanced.

1) Inspector's terminal
It was adopted as a principle of design that the installa-
tion of inspector's terminal which is not directly connected to
the existing on-line terminal but allows the inspector to analyze
hand-carried data.
Only selected fraction of the whole data collected at the
on-line terminal is transferred to this terminal via magnetic

media.

2) Selection of the inspection data
Selection of the minimally required data for inspection

purpose among the whole data of on-line terminal was performed.

JA-3-1



(3)

(4)

(5)
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Reduction of the number of data to be provided for inspector from
the prototype JA~3 systam was necessary to make efficient and for
the simplification of the system.

3) Improvements of the existing hardware system
Some modification: for design, especially for scanivalve
system were examined to enhance the reliability of the hardware
functions, because of the experience obtained through the opera-
tion of the existing system and the results of the test of new

valves.

Continuous test operation of the existing system
Long term operation to check the reliability of the existing
system has been carried out for one year. Some malfunctions related

on the scanivalve functions were observed, which were not so signifi-

cant and were improved.

Other technical examination
Density estimation model which enables the estimation of the

density of evaporation Pu sclution was examined.

Others
Joint meeting between PNC, IAEA and INEL (under joint task of
JASPAS and POTAS) were held in September and December, 1983, to

examine the detail of the development.

Funding:

FY 1983 -~ ¥1B,646,000

¥ 1,809,697 (for the cost of invitation of JAEA personnels)

Schedule (for FY 1984):

(1)

(2)

(3)

(4)

Decision of the final design and specification of the inspection use

system
Decision of modification of the existing system
Restructure of the existing eguipments and software program

other developments on density estimation model, etc.

JA~-3~2
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The study of near-resl-time meaterials asccountency es a poteatial
sdveaced safeguards concept for the PHC-Tokei reprocessing facility begaz ia
1978, under the TASTEX programme. Initisl studies wers besed oa computer
modelling, bdut actusl field test data wers collected duriag 1980 amd 1981.
These studies clearly demonstrated thet n.c.t. accountancy was feasible, sad
that it would produce meaningful sefeguerds sccountancy data.

N.r.t. accountancy alone is not a complete safeguards approach, first
because Lt is based on operstor-generatsd msasucement data, which data mmst
be verified if it {s to be used in IAEA safeguards, end second hecause it is
generally applicable only in the process MEA, where bulk processiag oper-
atlions occur. This report describes sn cdvanced safeguards approach which
has been developed for s model 200 t/a reprocessing plant, using a.r.t.
sccountancy in the process MBA, .and borrowing sdvanced ideas from TASTEX,
the IWGC-RPS, or the authors ogwn' inveation for the speat Fuel storage and
plutonium nitrate storage NBAs.  Chepters 2 through & discuse the bdasie
diversion scenarios, describe the advanced approsch and discuss the various
ideas which have been lacorporatsd into it. The authors ackmowledge that
not everything described has beer constructed and tested in the specifie
form recommended, but they also argue that everything proposed hss bdeen
daveloped aand tested in sufficleat detail to justify an assumption that the
sxtrapolations required will alsc work as desiced.

In the spent fuel stocsge MBA primery rellisnce is placed on 100% los-
pector observation and verificstion of all speant fuel receipts, and on sur-
veillance megsures to ensure thet the inspector is sware of &1l receipts or
shipments in the spent fuel cask receiving bay. Spent fuel assembliss, or
pins removed from spent fuel sssemblies, cannot be diverted except through
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the uge of shlelded sasks whleh wmust move through the reecslelng day. Thse
sontrel of this zzities)l sirstegic zelat 28feetively zasmesz o hlgh deteg-
tion probabllity for ¢ wide warlety of Ziverslon scessries lavelviag spest
fuzl azpemdlins or plsa.

The advsnzed sefaguasds approsch gives mors detalled zomsliderstien %o
tke wechaaleal or cheop-lasch csll thes s032 <omventlosmal approsches. iﬁ%,
bots dizsolvers (oz all dissclvers ln & mora gocersl andal) are m&mﬁmi
more of less 1z sccordanse with daszigs, there aps oaly limitzd divecsies
peseibllities. If ome or sove 4iszolvens are 4deslsored te be tsspavszily ewb
of service, howevsr, thea there ars additlozel possibilitise ealated o he
sareported diseolutlocn of fusl pims or essemblise 4lvected frem the stovege
¥84, or to the usreportad dlssolublon 2f chepesd pleses acewmnlisbled Frem
veperted dinzolntions. In 2ll cesss the futenl of the wsareperted 2iszolu-
tion would be Lo tremsfer plutsoium to the prossss HEA withomt the hazawlsdge
of the IARA, ia order 20 comcesl » subssquent diversiss of plateslum sltrete
golutice from the process HES. To probset agslser theszs poesidilities, khs
advanced approech suggests, emong other thinmgs, the uss of remelely verlfi-~
able electrumsls sesals on dlssolvers dazclarsd $o be cut of serviss. )

8sfeguards la the procscs HEA sre based, 28 sotsd, R szar-rveal-dime
materiale secoustasey. The B8.7.%. scoovabaney wodel used caswemez waekly
iz-process physiecal laventories of esluntlom !z four duffer storage banks sad
one ceeycle tamk. Isvestories are tlsed ke colncida with spptyieg of the
product evaporator, elimizatisg the maed %o seesurs plutsmlum iz the svape-
rator, esad solvest exivectlon syster iavenbtary guasntities ore sailmabed
based on & olmplified modsl whlch assumes thet 2 shesdy-state ogulilibeslsa

azists.

Isotopes coveslations aad othsr dabta comperiscos ere doscrided wiisd
would detect say sttempled grose data Ffalsiflceliloss; convestliomal lsdepem-
dent amalysis of verificatioz ssmples s wzed for the datestlion 29 zmal)
zmeasuresmal blases. Data thus fer svalladle are mot sufflclest %o pommit s
precisa defimitios of detsctlon sessitiviby, bdubt the simumlatlior end Fiedd
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testing studles clearly indiceats that the IARA's gosls of 8 kg Pu in
1-3 weaks (abrupt), or 8 kg Pu in one year {(protracted) would be met or
sxceeded. '

A rceference system of conventional materials accountancy based on
aleancut physical inveatories at six month iatervals is also included.

Tho safeguards approach suggested for the plutoaium nitrate storsge MRA
is asot significantly different from coaveatiomnal approachss. Conventiosal
materials accountancy based on six month phjlle‘l inventories is used as s
ceference system, and & variety of seals, ca-line voluwme monitoriag systems,
and occasional verification samples are used to ensure detsction sensitivity
and timeliness.

Safeguards for uranium are briefly discussed, largely becsuse of the
corroborative information such ssfeguards messures can provide.

Chapter 7 describess a summary estimate of inspection effort likely to
be needed to implement the advanced safeguards approach, based on two alter-
aative assumptions, one being fall capacity operstion, the other beling oper-
ation for 200 days at 0.4 t/d, sn approximation to SO% capacity operaties.
Por full scale operation the astimate is 3594 man-hours per year, which the
ceport translates iato 599 man-days. For SO% cnpqciti operation the compar-
able figures ars 2126 man-hours, or 354 man-days. These estimates are gene-
rvally compersble to cucreat actual inspection practice at the PNC Tokai
reprocessing plant, dut the sdvanced safeguards approach is claimed to pro-
vide significantly incresased detection sensitivity and timeliness.

Chapter 7 ends with a caveat which deserves repetition here. Many of
the verificatloan procedures depend significantly oa “contiaucus iaspector
knowledge™. It is doubtful if this coatinuous inspector knowledge can be
satisfectorily echieved if inspection effort is rotated among a group of
20-30 inspectors, none of whom ever cemains st the facility for longer than
& week or so st one time.
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A companion report, ETBR-14) ([17], asseszisg tha sflestivesmss al the
peoposed sdvenced sefeguaprds epprosch using the Zafeguards EBEffecilvenses
Assosement Bethodology deseribed iz $TR-127 (181, is in preparatics.
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13. PROCESS MONITORING

Process, or operations, monitoring is an expression which means many
different things to many different people, and which frequently brings forth
immediate objecticns to any consideration whatsoever. Most varsions, while
conceptually offering safeguards advantages, require extensive inspector
access to process information, and for that reason are unlikely to gain Member
State acceptance. Failure to recognize that the falsification of process
information in a meaningful manner is a complex problem, coupled with a
corresponding insistence that all process data used for safeguards must be
extensively tamper—protected and verified, also tends to cause process
monitoring proposals to appear highly intrusive and not necessarily highly

effective.

In the studies leading to the advanced safeguards approach a much more
modest goal was considered. Specifically, it was noted that plutonium cannot
be diverted from the process area of a reprocessing plant without diverting a
volume of solution, and the question was asked whether it might be possible to
define a carefully limited number of monitoring points which would he capable
of providing redundant confirmation that solution volume was or was not
disappearing in an unexplained manner. A significant positive MUF associated
with an apparent disappearance of solution would comstitute a serious anomaly
requiring immediate and careful investigation; a significant positive MUF not
associated with missing solution would be less serious. Missing solution not
associated with a positive MUF would not constitute an anomaly at all and
would be investigated only in terms of its potential effect on the detection

capabilities of safeqguards.

This work is far from complete. However, in the reference PNC-Tokai
facility it was possible to define some fifteen process points which it would

be useful to monitor. These points relate primarily to volume (level)
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recorders for all buffer storage tanks, flow meters on lines leading into and
out of these tanks, and the level recorder on the product evaporator. The
suggestion in STR-140 was that data from these process points would feed
directly into an IAEA~controlled micro or mini computer which would compute
and maintain solution balances for the major buffer tanks. These tanks are
affected to some extent by additions of acid or other chemicals which would
not be monitored. However, the volumes which must be removed as part of a
diversion attempt are large compared to normal process variations, especially
if the assumption is abrupt or semi-abrupt diversion. Observations related to
solution volume probably would not be meaningful in terms of the limiting
protiracted diversion of 200 grams Pu per week or so; the corresponding
solution volumes would be in the range of 50-100 litres and process
instrumentation is mot expected to be sufficiently accurate. Nevertheless,
the absence of any discernible trend should be useful corroborative evidence

that diversion is not occurring.
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ABSTRACT

Systems of operations monitoring (OM) are examined for
application to future international safegquards activities.
Operations monitoring is defined as the monitoring of
process functions (i.e., valve position, pneumatic
pressure, control voltages, glove port access), but not
including NDA measurement of materials. Operations
monitoring is related to but contrasts with the "closed-
loop" controls proposed for domestic safeguards applica-~
tions, which are integrated into the management of a

plant. For international safeguards, operations monitoring
is an "“open-loop" function that does not apply immediate or
physical control to nuclear material. The relationship of
OM to systems of timely monitoring of nuclear material by
NDA techniques is also described,.

Different operating modes and other factors affecting the
potential use of OM by the IAEA are described. Several
levels of techniques for verification and limits to
verification imposed by the design and operation of the
facility are discussed. The need to initiate testing of an
OM system at a pilot plant is identified.
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ABSTRACT

Microscopic process monitoring (MPM) is a2 material contro] strategy designed to use
standard process control data to provide expanded safeguards protection of nuclear fuel
‘cycle facilities. The MPM methodology identifies process events by recognizing significant
patterns of changes in ondine measurements. The goals of MPM are to detect diversions of

nuclear matenal and to provide information on process status useful to other facility safe-
guards operations.
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SUMMARY

Measurcment technologics for process control and other operstiona! applications have
improved considerably in the last several years, especiaily in the degree to which data from
process instrumentation is sccessibie by computer. The potentis! safeguands sapplications of
this type of process instrument data have been widely recognized. A safeguards strategy,
bazed primarily on the data from process control instrumentation called microscopic process
monitoring (MPM), has been developed for reprocessing plant applications at the Oak
Ridge National Laboratory.

A broadly based microscopic process monitoning system would provide maximom
flexibility in detecting diversions by helping to identify anomalous process conditions and
events that would indicate a diversion. A large quantity and variety of measurement infor-
mation would also maximize the tamper-indicating capabilitiss of the system if suitable
relationships between the measured paramesters could be found. The MPM procedure provides
a means for direct inclusion of all types of process data in the decision-making process.
To make use of such data, a process monitering methodelogy must exploit correlations
between various measured parameters and the status of the nuclear material in the process.
As the name “microscopic” implies, the MPM methodology is based on local correlations
between a smail aumber of process variables over a short period of time, thus avoiding the
complexity of modeling wide-range or long-term cosrelations. Microscopic process moni-
toring is not a material accounting strategy and does not depend on material balance concepts
over large areas of the plant.

The first step of the MPM technique is to predict a future value for each measured
variable. Linear extrapolations and volume conservation equations are used for most MPM
predictions. Even with frequent updating, the individual models used in MPM are not usually
versatile enough to accurately predict future values. Fortunately, it is possible to assemble
a set of simple models such that some of them will generate reasonable predictions at any
particular time.

Each process variable measurement is then compared with one or more corresponding
predictions. Specifically, the measured value is subtracted from the predicted value, and the
difference is divided by an uncertainty factor. The uncertainty factor reflects the combined
effect of the uncertainty of the measurement and the uncertainty of the prediction.

For each comparison between measurement and prediction, a unitless discrepancy
statistic, denoted Z, is calculated with the following formula:

X - Y
Z 5 T
(sx2 + Sy?)vl
where

X = the predicted value of a variable,

Y = the measured value of a variable,

sy = the uncertainty of the prediction,

sy = the uncertainty of the measurement.

i

vii
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This statistic is 8 fair measure of the significance of the difference between observation and
expectation. '

The MPM methodology bases safeguards decisions not on the values of the individual
z statistics, but on the value of an event statistic called ». When a particular event occurs,
that is, a diversion or a batch transfer, it tends to generate & distinct pattern of nonzero z
statistics which are combined into a unique value of r corresponding to that event. Hence,
the MPM methodology permits identification of normal process events; other events are
interpreted as possible diversions.

During FY 1980 and FY 1981, the MPM concept was tested at the Barnwell Nuclear
Fuel Plant (BNFP) in Barnwell, South Carolina. The plant has not yet been licensed to pro-
cess spent nuclear fuel; however, cold operation with natural uranium is permissible. For the
MPM experiments, the plutonium extraction and purification cycles of the BNFP were
operated with natural uranium feed solution for six 7-day periods, and data from 52 on-line
process measurements were analyzed and recorded. Controlled diversion experiments were
conducted during the periods to test the abrupt diversion detection sensitivity of MPM.
Volumes of 1, 2, 5, 10, and 20 L were removed from some of the tanks used in the demon- -
stration. In all cases, the solution was removed from the tanks as rapidly as possible.

The BNFP experiments clearly demonstrated that MPM can be implemented in a large
reprocessing plant on a standard minicomputer system. No fundamental problems were
encountered in accomplishing the rapid and frequent data acquisition required for MPM.
The experiments concentrated on the detection and identification of abrupt process phe-
nomena, that is, those that cause a measurable change in process parameters within 8 min.
No attempt was made to address protracted diversions. Data were compiled on the sensitivi-
ties and false alarm rates associated with these types of identification. In general, the detection
sensitivity was found to be dependent on the mode of operation of the tank (i.e., static or
constantly filling or emptying) and the accuracy of the instrumentation. The MPM technique
proved successful in identifying abrupt diversion and batch transfers.

The feasibility of applying the MPM concept in an operating plant has been demon-
strated. Future demonstrations will use binary valve and pump sensors to assist in the
identification of batch transfers. Further work on slow-event monitoring (protracted diver-
sions, instrument drift, and pulse column events) using MPM is planned. After an optimum
MPM software package has been developed, current plans call for integration of the MPM
with dynamic accounting and physical protection to form a comprehensive safeguards
system.

viii
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IN-PROCESS INVENTORY ESTIMATION I¥ A REPROCESSING FACILITY POR NEAR-REAL-TIME ACCOUNTIRG

¥. N. Lhinger, J, E. Rllis, and X. K. Plummer

Allied-Gensral Nuclear Sarvices

Barnwell, South 'Carolina

Abstract

A wodern large scale reprocessing facility
(1500 MTU/yr) presents a unique chellenge to
meet current safaguards objectives for timely
detsction of material losses. Por material
account ing to be respousive st these throughput
rates, freguent material balance closures are
required. The limiting factors have been
phyeical costs, downtiwe and operability
constraints of inventories for frequent-materiesl
balance closures.

An In-Process Inventory Techaique (IPI)
has “been developed snd tested at the Barnwell
Wuclear-Fuel Plant {BNFP) to provide frequent
isventories without cost or instrusiveness to
plent operability. A computerized msessuresent
system makes svailable process measurements and
process cootrol analyticel informstion. These
dats sre processed to deterwmine the process
inventory. The calculation routines use
routinely availsble procees control mseasuresents
end sample results. The technique requires no
shutdown, no speciasl preparations, and no
epecisl measurements, or samples. With this
technique, hourly inventory frequencies and
material balance closures have been achieved
during demonstration runs in the 1500 MTU/yr at
BAYP. Reeults show sensitivities of 2 to 5% of
the mormal process inventory are achievable
during normsl operations. Recent improvesments
in deta hendling routines indicate the technique
can be sensirive during transient process
conditions as well.

INTRCDUCT ION

The role of accountancy in muclear mate~
- risl safeguards in a bulk handling facility is
to detect loss or diversion of material balance
measurement dsta. Por a2 spent fuel reprocessing
plant, the effectiveness of accountancy in this
role has: been limited by the necemsity to per~
form a flushout snd physical inveatory to close
the material balance. Economice and plant
operability limit the frequency of these inven~
tories to something on the order of twice per
year which complies with netional regulations

but csnnot meet international goals for timeli-
ness of detection,

Timelinees goals cen be met whan msterial
balance intervale can be closed oo a wore
frequent basis. However, thies requires an
account ing system to provide "near-resl~time"
eccounting reports and a wmethod of measuriag
plant inventory without the treditional plasnt
shutdown and flushout.

Near-real~time accouating has bdeen
accomplished at & nusber of facilitiee. At the
BNFP, the installed and operable sccounting
syetem features cowputerication of meterisi
balance messurement routioes snd data logging.
These routines incorporste dirsct computer
readout of weasuresent instruments amd on-line
computer access to analytical lsberstory
measurement data. The real-time material
balance accounting portion has besn thoroughly
demonstrated.

Development of imventory takinmg capabili-
ties without shutdown and flushout has been the
recent goal at the BNFP to fulfill the timeli~
pess requirements for msterial balzmce closures.
The technique has become knowa ss "In-Procass
Inventory.”

At rhe BNFP, the installed computer system
includes direct interface to almost 500 process
instruments and on-line monitors. Curreat
snalyticel laboratory measurement dats ere also
available for all process control and account~
sbility sawple points. These datea sre combined
for in~process inventory estimation. Despustre-
tions with the plant operating in a test mode
using natural uranjum indicate inveantory
sensitivities in the range of 2 to 51 of normal
process hold-up sre achievable during routine
coperations. During test periods process
inventory determinstions have been conducted s»
often as once per hour allowing freguent
waterial balance closures for safeguards
eveluations.

This has been accomplished under the
constraint that only routine process comtrol
information is used. There have besu no
requirements for special inventory preparstions,
special samplex, or special measuremente. The
procedure is a "sunapshot" of current plant
activities with no cost or instrusiveness to
plant opersbility.
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Summary

In order to discuss safequards elements which could form a workable
safguards system, an industrial scale reprocessing plant of medium to
large throughput is described. The main feature with regard to safe-
guards is an advanced technology in terms of measurement, control in—
strumentation and remote maintenance.

The proposed safequards strateqgy is carefully adapted to the facility
design and supposes conventional material accountancy as a basic mea-
sure. It is complemented by containment/surveillance in the headend
material balance area taking advantage of the material’s properties.
To avoid a second shut~down inventory taking per year (which would be
totally unacceptable both for operational as well as for commercial
reasons) and to provide some assurance of timely detection of diver-
sion, in-process inventory taking during plant operation is foreseen
in the process area.

Attention is given to termination of safeguards to wastes which
should occur as early as possible in the process.

The proper combination of safeguards elements as described leads toc a
workable approach which remains flexible with regard to adaption to
varying technical boundary conditions of the plant.
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ABSTRACT

This report details the work performed by NUSAC, Inc. for the U.S.
Nuclear Regulatory Commission under Contract No. NRC-02-79-043-2. The
NRC commissioned this work because earlier studies had indicated that
material control and accounting could be enhanced by using process
monitoring techniques. The purpose of this contract was to perform an
in-depth study of process monitoring techniques at different levels of
sophistication, each examining the potential use of process monitoring
data to improve material control in a high enriched uranium scrap
recovery facility. These four levels were:

] Expansion of currently used process monitoring techniques and
currently generated data.

. Development of new process monitoring technigues and expanded
use of existing techniéues, but with no equipment
modification, new equipment or process modifications.

] Expansion of currently used process monitoring technigues,
development of new techniques, and minor modification of
existing equipment.

® Development of new techniques, major modifications to process,

and installation of new equipment.
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The cost effectiveness for each system was determined by:
] Developing a yearly operating cost. ’
] Measuring system effectiveness as determined by its ability to
meet a set of performance parameters.
? Comparing the incremental cost with the improved effectiveness.
Based on this effort, NUSAC took the most cost effective system and

developed it fully, providing complete operating abilities and parameters.

iv
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ABHTRATT

An asseserment wes completed on the potestis! for large reprocessing plents o meet
the requirements of the Nuclesr Regulstory Commissing’s proposed Calegory I Materisl
Control end Sccounting (MCE&A) Reform Amendment. The reguirements on whick this
ssaessment was based sre given in the working deall sevigioe 10 the rule dated December
33, 1982. The Barnwell Nucless Fusl Plent (BNFP) was chossn 28 s reference dexign for
the assesament, but most considorations would be relovast to any large Purex cepeocessing
facility. Spent light water reactor (LWR) fuels contzining 1% Pu were the prosumed fead
to the plant; the design feed rate s S MTU/4

The approech taken for the sssessment was o charscigrize the process oquipment asd
the puclear material distribution throughout the plast, o idemtify quentitics of meterial
that must be removed consistent with loss-detection zosks, and 10 determine if asy MCEA
techniques could detect the removal. Mout of the propossd MC&A technigues had
previcusly been teated, and stated lose-detection capabiiities were based co these temt
results. No sttempt was made to constmuct detsiled rowove! scenarics or istegrated
MC&A systems throughout the plant.

The 2ssessment addressed three general typea of material removals or losses:

1. single space, single time {abrupt),
2. multiple space, single lime {abrupt with collaboration), and
3. single space, multiple time {recurring).

With few exceptions, the shrupi loss-detection requirements of the Reform Amendment
will be achievable with existing or slightly improved capebilities. Some equipment designs
and/or measurement izchmology improvemznts will be needed. Recurring loss-detection
capabilities will be somewhai poorer than capabilitics for abrupt loss detection.
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