DIRECTIVES CONTROL FORM - DOE FINAL ORDER

PART A (To be completed by tHRIRECTIVES MANAGEMENT GROUP, AD-440 ):
TO: DIRECTOR, DIVISION OF PRIMARY INTEREST : J. H. Ware, Director, Safeguards & Security Division, AD-43

NUMBER, TITLE, AND DATE OF DIRECTIVE : DOE N 205.1, UNCLASSIFIED CYBER SECURITY
PROGRAM, of 7/26/1999

The attached directive, which is within your area of functional responsibility, is forwarded for review and necessary action.
Complete Part B and forward this form to AD-44008y11/1999

PART B (To be completed by tH2IVISION OF PRIMARY INTEREST (DPI) ):

1. THIS DOCUMENT MAY AFFECT THE WORK PERFORMED BY THE FOLLOWING CONTRACTORS:
(Check Appropriate Boxes)
__ No (all contractors)
_ X Yes Ifyes, whom? _XLMES _ X ORAU _ X SURA _ X LMER _ X Bechtel Jacobs Company

X_ Other contractors (list by type) All organizations/entities receiving “awards” from ORO, or who have entered into
“financial assistance agreements” with ORO.

Many ORO Contractors have approved S/RIDs or WSS sets that may affect applicability of
contractor requirements from this directive. Applicability of contractor requirements must take
into account the approved standards set for each particular contract.

2. IMPLEMENTATION : Does the Order contain special implementation requirements and/or dates?
No _ X Yes Ifyes, describe: Reference Notice paragraph 4.a.(1). Implementation within 180 days of Notice
issuance (July 26, 1999), with caveat as stated in the cited paragraph.

3. SIGNIFICANT PROVISIONS : Are there any significant changes or impact?
__No _X Yeslfyes, describe. Significant cost increase due to: a) definition of “incident” broadened to include
viruses, scans, and unsuccessful penetration attempts. b) All incidents must be
reported directly to the DOE Computer Incident Advisory Capability (CIAC), a
Lawrence Livermore National Laboratory organization. c) 24-hours-a-day/ 7-days-
a-week coverage for security monitoring.

4. OAK RIDGE OPERATIONS OFFICE ORDER : Is new ORO O or revision required? Yes XNo

If yes, target date for submission of draft ORO O to AD-440 is August 1999
5. IDENTIFY CONTACT POINT : _Caryl A. Milton 423-576-1722
Name Telephone
Original signed by W. G. Watson for
6. APPROVED BY DIRECTOR: _J. H. Ware, Dir., AD-43 08/04/1999 576-0897
Signature Date Telephone

7. DOE Orders are available on the Internet http://www.explorer.doe.gov/.Orders will no longer be mailed in
printed copy unless you do not have Internet capabilities.

PART C (To be completed by tHRIRECTIVES MANAGEMENT GROUP (DMG):
APPROVED FOR DISTRIBUTION IN ACCORDANCE WITH OFFICIAL DIRECTIVE DISTRIBUTION LIST:
Original signed by

Jennifer H. Cusick, AD-440 4/193%99
Name e Dat

INSTRUCTIONS TO ADDRESSEESTHIS FORM IS TO BE FILED WITH THE DIRECTIVE AND RETAINED.
Revised 08/31/1998



