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                                                                                                                                                             Date:  5-15-96

SUBJECT: UNCLASSIFIED COMPUTER SECURITY PROGRAM

1. PURPOSE.  This Chapter correlates to DOE O 565.1 (formerly DOE 1360.2B), UNCLASSIFIED
COMPUTER SECURITY PROGRAM, dated May 18, 1992, by assigning responsibility and
accountability and providing administrative and/or contractual guidance to Oak Ridge Operations
(ORO) and its contractors.  Nothing in this issuance changes any requirements in any DOE Order.

2. CANCELLATION.  This Chapter cancels and replaces ORIG 1360.2A, UNCLASSIFIED
COMPUTER SECURITY PROGRAM, dated March 11, 1994.

3. APPLICABILITY.  The provisions of this Chapter apply to ORO Principal Staff, management and
operating contractors, and other contractors as determined by the cognizant contracting officer.

4. RESPONSIBILITIES.

a. Manager designates the Computer Protection Program Coordinator (CPPC).

b. Director, Safeguards and Security Division:

(1) Supervises the CPPC, who has the following responsibilities:

(a) Serves as the point of contact to coordinate activities of the Unclassified
Computer Security Program between DOE Headquarters and ORO individual
sites.

(b) Performs those tasks identified in DOE O 565.1, subparagraphs 10c(2), (4)-(6),
(8), and (9).

(2) Develops and implements an Unclassified Computer Security Program for ORO
facilities that conforms to the requirements identified in DOE O 565.1, paragraph 11.

(3) Designates the Computer Protection Program Manager (CPPM) who:

(a) Performs those tasks identified in DOE O 565.1, paragraph 11.
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(b) Prior to finalization, transmits drafts of Computer Protection Plans (CPP) and
Computer Security and Privacy Plans (CSPP) to the CPPC for review and
comment.

(c) Develops and implements a training plan to ensure that employees are aware of
and comply with their computer security responsibilities.  NIST Special
Publication 500-172, "Computer Security Training Guidelines" (see paragraph 6
below) may be used as a guideline in developing training plans.

c. Principal Staff, under whose supervision procurement requests are initiated, perform that task
identified in DOE O 565.1, subparagraph 10c(7).

d. Contracting Officers' Representatives perform that task identified in DOE O 565.1,
subparagraph 10c(3).

5. REQUIREMENTS AND PROCEDURES.  None.

6. REFERENCES.  NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)
SPECIAL PUBLICATION 500-172, "Computer Security Training Guidelines."

7. DEFINITIONS.  Computer Security and Privacy Plan (CSPP) is a plan required by The
Computer Security Act of 1987 and implemented by OMB Bulletin 90-08 that is designed to
reduce the risk and magnitude of harm that could result from the loss, misuse, unauthorized access
to, or modification of, sensitive information contained in DOE and DOE contractor computer
systems.

8. CONTRACTOR REQUIREMENTS DOCUMENT.  See Contractor Requirements Document,
Attachment 1 of this Chapter.

9. ATTACHMENTS.

Attachment 1 - Contractor Requirements Document.
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CONTRACTOR REQUIREMENTS DOCUMENT

Contractors that are identified in paragraph 3 of this Chapter shall accomplish the following:

1. Develop and implement an Unclassified Computer Security Program in accordance with the
requirements of DOE O 565.1, paragraph 11.

2. Shall designate, in writing to the ORO CPPC, the site Computer Protection Program Manager
(CPPM).


