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U.S. Department of Energy
     Oak Ridge Operations

ORO O 470
Chapter II
Change 2

DATE:  07/01/2002

SUBJECT: IDENTIFICATION AND PROTECTION OF UNCLASSIFIED CONTROLLED NUCLEAR
INFORMATION

1. PURPOSE.  This chapter correlates to DOE O 471.1A, IDENTIFICATION AND
PROTECTION OF UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION, dated
June 30, 2000, and DOE M 471.1-1, Change 1, dated December 23, 2001, by assigning
responsibility and accountability and providing administrative guidance to Oak Ridge
Operations (ORO).  Nothing in this issuance changes any requirements contained in any
Department of Energy (DOE) directive.

2. CANCELLATION.  This chapter cancels and replaces ORO O 470, Chapter II, Change 1,
IDENTIFICATION AND PROTECTION OF UNCLASSIFIED CONTROLLED NUCLEAR
INFORMATION, dated April 9, 1999.

3. APPLICABILITY.  The provisions of this chapter apply to ORO Principal Staff.  Although the
Contractor Requirements Document (CRD) attached to DOE O 471.1A  is applicable to
contractors, no additional contractor requirements are imposed in this chapter.

4. RESPONSIBILITIES.

a. Oak Ridge Operations Manager serves as Denying Official and performs those tasks
identified in DOE M 471.1-1, Chapter I, Part B, paragraph 4, dated June 30, 2000.

b. Director, Office of Safeguards and Security (OSS).

(1) Administers the ORO program for identification and protection of UCNI by
developing and implementing ORO procedures that conform to the
requirements of DOE M 471.1-1, Chapters II and III.

(2) Advises and assists ORO Principal Staff in carrying out their responsibilities
pertaining to the identification and protection of UCNI.

c. Classification Officer.

(1) Is designated principal ORO Reviewing Official and performs those tasks
identified in DOE M 471.1-1, Chapter I, Part B, subparagraphs 2b(1), 2c-d, and
3b-c.
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(2) Reviews UCNI Internal Guidelines developed by contractors and forwards them
to SO-12 for approval.

(3) Develops ORO UCNI Internal Guidelines and ensures that contractor
classification officers receive copies of applicable approved UCNI general
guidelines and topical guidelines.

d. Principal Staff.

(1) Under whose supervision procurement requests are initiated, perform that task
identified in DOE O 471.1, subparagraph 5f(3).

(2) Establish procedures to ensure that their employees who originate or possess an
unclassified document that may contain UCNI obtain a preliminary review
determination in accordance with DOE M 471.1-1, Chapter I, Part B,
subparagraph 3a.

(3) Establish procedures that ensure compliance with DOE M 471.1-1, Chapter I,
Part B, paragraph 7, relating to records retirement.

(4) Refer requests for Special Access to the Director, OSS

(5) Refer requests for approval to waive encryption requirements to the ORO
Manager, or to the Director, OSS.

e. Reviewing Officials.

(1) Performs those tasks identified in DOE M 471.1-1, Chapter I, Part B,
subparagraphs 3b and e.

(2) Provide assistance, as necessary, to program personnel in determining possible
existence of UCNI.

(3) Ensure that documents leaving their organization have been properly identified
and marked regarding UCNI content (see DOE M 471.1-1, Chapter I, Part C for
marking requirements).

5. REQUIREMENTS AND PROCEDURES.  None.
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6. REFERENCES.

(1) DOE M 471.1-1, through Change 1, IDENTIFICATION AND PROTECTION OF
UNCLASSIFIED CONTROLLED NUCLEAR INFORMATION MANUAL, dated
06/30/2000, Change 1 dated 10/23/2001.

(2) DOE M 475.1-1A, IDENTIFYING CLASSIFIED INFORMATION, dated 05/08/1998.

7. DEFINITIONS.  None.

8. CONTRACTOR REQUIREMENTS DOCUMENT.  None.

9. ATTACHMENTS.  None


