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U.S. Department of Energy
Oak Ridge Operations ORDER

ORO 0 470
Revision 5

DATE: 09/20/2004

SUBJECT: SAFEGUARDS AND SECURITY

1. PURPOSE. This Directive provides detailed requirements for the Oak Ridge Operations (ORO)
activities under Series 470, SAFEGUARDS AND SECURITY, by assigning responsibility and
accountability and providing administrative and/or contractual guidance to ORO and its contractors.

2. CANCELLATION This Directive cancels and replaces ORO O 470, Revision 4, SAFEGUARDS
AND SECURITY, dated August 7, 2002.

3. SIGNIFICANT CHANGES. This Directive incorporates as Chapters in the 470 Series the current
ORO Directives identified in Paragraph 4 below.

4. SUMMARY.
a.  This revision to ORO O 470 transmits the following new Chapter.
(1) Chapter XIIl, TECHNICAL SURVEILLANCE COUNTERMEASURES
PROGRAM - USE OF TELEPHONE LINEMAN-TYPE HANDSETS OR ITEMS
SIMILAR IN PURPOSE, USE, OR EFFECT ON DOE-OWNED OR
DOE-LEASED PROPERTY, dated January 30, 2004.
b.  This revision to ORO O 470 deletes the following Chapter.

(1) Chapter Il, Change 2, IDENTIFICATION AND PROTECTION OF UNCLASSIFIED
CONTROLLED NUCLEAR INFORMATION, dated July 1, 2002.

c.  This revision to ORO O 470 transmits the following revised Chapters.
(1) Chapter IV, Change 3, CONTROL OF WEAPON DATA, dated April 2, 2003.
(2) Chapter VI, Change 3, PERSONNEL SECURITY ACTIVITIES, dated January 14, 2004.

(3) Chapter VII, Change 3, PROTECTION AND CONTROL OF SAFEGUARDS AND
SECURITY INTERESTS, dated November 13, 2002.

(4) Chapter VIII, Change 3, PROTECTIVE FORCE PROGRAM, dated December 17, 2003.

(5) Chapter IX, Change 2, CONTROL AND ACCOUNTABILITY OF NUCLEAR
MATERIALS, dated August 28, 2002.
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d.  The following Chapters, previously issued, remain in effect.

(1) Chapter I, Change 2, SAFEGUARDS AND SECURITY PROGRAM, dated
July 31, 2002.

(2) Chapter 111, Change 2, INFORMATION SECURITY PROGRAM, dated April 11, 2002
(3) Chapter XI, Change 2, SECURITY OF FOREIGN INTELLIGENCE INFORMATION
AND SENSITIVE COMPARTMENTED INFORMATION FACILITIES, dated
July 1, 2002.

For information on applicability and assignment of responsibility, refer to these individual Chapters.

5. CONTRACTOR REQUIREMENTS DOCUMENT. For contractor requirements, refer to the
attachments to the Chapters listed in Paragraph 4 above.

Original Signed By

Wayne H. Albaugh, Team Leader
Directives Management Group
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