Department of Energy
Washington, DC 20585

November 2, 2007

MEMORANDUM FOR INGRID KOLB

FROM:

SUBJECT:

PURPOSE:

JUSTIFICATION:

DIRECTOR, OFFICE OF MANAGEMENT
THOMAS N. PYKE, JR.’@E&%‘/
CHIEF INFORMATION OFFIC

Notice of Intent to Develop Three Department of Energy Cyber
Security Manuals

The three proposed Manuals will provide baseline cyber security
program requirements and define minimum controls for the graded
protection of the confidentiality, integrity, and availability of
information and information systems used or operated by the
Department of Energy (DOE) or on its behalf by contractors.

The content of these three Manuals will be based on 19 Cyber Security
Technical and Management Requirement (TMR) documents that have
been issued by the Office of the Chief Information Officer (OCIO), as
directed in DOE Order 205.1A, DOE Cyber Security Management.
The content of the TMRs will be updated, as appropriate, based on any
information that becomes available since the TMRs were issued and
before they are entered into the RevCom process. One planned TMR
document has already been issued as the Manual for National Security
Systems (DOE M 205.1-4).

The proposed Manuals will provide a comprehensive and consistent
Departmental approach to cyber security that is critical for effectively
protecting all classified and national security information and
information systems and improving the Department’s overall cyber
security posture. The content of the Manuals will be implemented
through the Program Cyber Security Plan process, as outlined in DOE
Order 205.1-A, by NNSA, the Office of Energy, the Office of Science,
the Power Marketing Administrations and the OCIO.

Since the content of these Manuals has already undergone multiple
reviews over the last several months, I am requesting a RevCom
processing time of 90 days for the Manuals. I would, however, like to
ensure full review and resolution of all comments during this process,
so that all identified concerns are taken into account. The first of the
three draft Manuals is scheduled to be ready for RevCom review by
the end of November.
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The proposed directives do not duplicate existing laws, regulations or

. National standards and they do not create undo burden on the
Department.
IMPACT: The Manuals will establish a more permanent, more thoroughly

reviewed basis for ensuring a cost-effective, risk management-based
approach to provide adequate protection of all DOE information and
information systems. Since the TMRs have already been published
and are being incorporated into Senior DOE Management Program
Cyber Security Plans, as required in DOE O 205.1A, no budget impact
is anticipated.

CONTACT: Please contact Bill Hunteman, ACIO for Cyber Security at (202) 586-
4775.
DECISION:
Concur:
Nonconcur:
Timeframe: ___30days___ 60days  90days 120 days

Date:




Proposed Development Schedule
for Manual on
Cyber Security
The subject directive is proposed to be processed under Track 3

Milestone Date
IM-1 sent justification memorandum (JM) to MA-90 11/2/07
MA-90 distributes JM for 10 day advisory group review 11/6/07
Comments from advisory group due 11/16/07

Anticipating no comments from advisory group, MA-90 sends | 11/20/07
JM to MA-1

MA-1 concurs on requested Track 3 11/26/07
IM-30 formally submit first draft manual to MA-90 for 11/29/07
comments, comment resolution and concurrence (Track 3, 90

days)

Post RevCom 12/6/07
Target Approval Date 3/6/08

Note: It is anticipated that the second and third draft manuals will follow in 2 week
intervals.




